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IP and Data Rights: Protecting DoD’s Access to Innovation

Executive Summary

The Department of Defense’s (DoD) access to innovation is weakened
when companies are at risk of losing sensitive, proprietary intellectual
property (IP). The recent "Right to Repair” (RTR) proposals to address
sustainment challenges and concerns involving the perception of
vendor lock are not the right answer. While presented as a solution to
military readiness challenges, proposed RTR mandates misdiagnose
the problem and deter companies, including traditional contractors,
nontraditionals, and small businesses, from both working with the
DoD and focusing innovative research on defense applications. A more
effective approach to data rights and IP involves understanding and
leveraging existing authorities and exploring collaborative alternatives
that respect IP while ensuring sustainment requirements are met.

RTR provisions included in the pending House and Senate versions of
the Fiscal Year (FY) 2026 National Defense Authorization Act (NDAA)
would compel contractors to provide the government with “fair and
reasonable access” to all repair parts, tools, and information. This
mandate would force the disclosure of companies’ sensitive, privately
funded IP and trade secrets, which the DoD could then share with
third parties, including direct competitors. This approach poses sig-
nificant risks:

+  Reduces Access to Innovation: Forcing companies to risk their
core IP—the "crown jewel" of their business—will drive them
away from the defense market and reduce their defense-fo-
cused R&D. An NDIA survey shows 36% of companies have
already chosen not to bid on DoD contracts over IP concerns,
a 14-percentage-point increase from the previous year.! RTR
mandates will only accelerate this trend.

+ Forces Disclosure of Proprietary Data: Compelling the transfer
of sensitive technical data and trade secrets weakens a compa-
ny's competitive advantage. It also increases the risk of reverse
engineering and IP misappropriation by domestic or interna-
tional competitors, as well as potential U.S. adversaries.

* Increases Legal and Safety Risks: The government’s power to
define "fair and reasonable" terms, which is statutory and unilateral
government control to determine prices, terms, and conditions,
creates contractual uncertainty for prior licensing agreements
and third-party integrations. Furthermore, allowing third parties
to reverse-engineer and manufacture critical components intro-
duces unacceptable safety risks for military personnel.

Solutions:

Instead of imposing RTR mandates, DoD and Congress should focus
on solutions that address real challenges and foster a collaborative
environment. For example, at a recent congressional hearing, Under
Secretary of Defense for Acquisition and Sustainment Michael Duffey
acknowledged the complexity of IP and emphasized the need to be
“creative” and “surgical” in how DoD gains access to data “while still
respecting the need to protect the intellectual property that's privately
funded and is really an engine of the innovation that we are depen-
dent upon.”? Fortunately, DoD can address many challenges without
requiring legislative change. In addition, there are also provisions
pending in the FY26 NDAA process that meet DoD’s creative and sur-
gical solutions policy objective:

1. Fully Utilize Existing Authorities: DoD already has powerful,
flexible, and underutilized statutory tools to negotiate for the
specific data rights it needs for sustainment. This includes a
statutory requirement for major weapons systems for DoD to
contract for the technical data it needs, including any needed

for operations and maintenance, up front, which then allows
servicemembers to make the needed repairs (see Current
Authority Chart on page four).

2. Inventory Data Rights (Finstad Amendment): A proposed
amendment® to the House NDAA would require the DoD to
inventory the technical data it currently holds for major weapon

systems. This would identify actual, specific gaps in data
needed for sustainment, allowing for targeted, cost-effective
negotiations rather than a damaging, one-size-fits-all mandate.

3. Implement Data-as-a-Service (DaaS): This innovative model
would allow the DoD to contract for access to a contractor's
full technical data library on a "pay-per-use" basis. The DoD
could access and use data for a specific repair when needed,
ensuring readiness while allowing the contractor to protect its
underlying IP from broad disclosure.

Ultimately, the best way to ensure warfighter readiness is for the
Department to be a reliable partner that respects IP. This will attract,
not deter, the innovative companies and private investment needed
to maintain technological superiority.

Current law provides DoD the authority to
contract for the technical data needed for
servicemembers to make repairs. Future
changes should implement creative
cost-saving approaches, like Data-as-a-
Service, and avoid IP mandates that reduce
innovation and deter companies from work-
ing with the Department.
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Current Authority Overlap of Right to Repair (RTR) Proposals

Current Authority

Senate NDAA RTR

House NDAA RTR

Requirement to agree
to provide technical
data prior to enter-
ing into a contract

Yes.

10 USC 4236 currently requires
agreement for any technical data
prior to selecting a contractor for
development, production, or sustain-
ment of a major weapons system.

Yes.

Proposed 10 USC 4664(a)(1) for
instructions for continued oper-
ational readiness (ICOR) for
covered defense equipment.

Yes.

Proposed 10 USC 4664(a) for
repair goods in support of a
major weapon system.

License for gov-
ernment employee
use of technical
data for repairs

Yes.

10 USC 3771 (DFARS 252.227-7013
for Limited Rights) allows the gov-
ernment to use, but not disclose to
third parties, privately developed
items, components, or processes.

Yes.

Proposed 10 USC 4664(a)(3) has
the contractor providing the right
to diagnose, maintain, and repair
the covered defense equipment.

Yes.
Proposed 10 USC 4664(d) requires
rights consistent with 10 USC 3771.

License for govern-
ment contractor
use of technical
data for repairs

Yes.

10 USC 3774 requires the govern-
ment to enter into a Specifically
Negotiated License Rights (under
DFARS 252.227-7013) with the

Yes.

Proposed 10 USC 4664(d) has the
contractor not imposing restric-
tions on authorized maintenance
providers for use of ICOR.

Yes.

Proposed 10 USC 4664(d) requires
contractors to provide the right

to the authorized contractor con-
sistent with 10 USC 3771.

contractor to support the prod-
uct support strategy for a major
weapon system and subsystem

of a major weapons system.

Introduction

Recently, there has been a growing public policy discourse about
where IP and data rights fit into readiness and sustainment. The
so-called “Right to Repair” initiative, championed by some in govern-
ment, will not solve the issues it seeks to address and will largely result
in a withdrawal of innovative companies willing to work with the DoD.
RTR disincentivizes research and development (R&D) investment,
weakens government-industry partnership models, undermines trade
secrets and proprietary design protections, and could even expand to
reverse engineering and reproduction. Moving forward, it is imperative
to understand the varying use cases that government and industry
are working to address and where alternative solutions related to IP
can harness private sector innovations to bolster readiness.

Over the past decade, the legal and regulatory framework governing
intellectual property rights and the management of these rights has
undergone careful reform to balance the legitimate needs of both
the Department of Defense (DoD) and industry.* The importance of
this balance is evident in the core principles of DoD’s IP policy, which
directs the Department to "negotiate specialized provisions when it
better aligns DoD and industry interests" and to "respect and protect
IP resulting from technology development investments."®

Protecting IP rights not only fosters innovation and attracts new sup-
pliers and private investment to the U.S. defense industrial base (DIB)
but also ensures the military has continued access to crucial infor-
mation and technical data needed to support military equipment
throughout its lifecycle. The current approach also drives down costs

to the government as contractors are not required to account for the
full value of their IP rights in their proposed price for every contract,
ensuring the government is only paying for what it needs. In essence,
respecting and protecting the private sector’s IP rights safeguards
the Department’s own long-term interests.

Some issues that are incorrectly flagged as IP problems uncover other
organizational processes and contracting issues that have failed.
Other issues arise over misunderstanding the difference between IP,
data rights, and technical data, which all refer to very different things
in the Defense Federal Acquisition Regulation Supplement (DFARS),
but are used by some interchangeably. This drives miscommunication
between government and industry, resulting in the underutilization of
DoD’s current authorities and leading to a failure to license the correct
IP and ensure the IP maps to deliverables in sustainment.

Current NDAA Right to
Repair Proposals

The current debate around DoD's RTR garnered attention in 2024
with Section 828 of the Committee-passed Senate version of the
FY2025 NDAA.© At the time, 63 industry associations—representing
a diverse coalition of IP stakeholders—expressed concern with the
language,” and the amendment was ultimately not adopted. Currently,
there are two similar pending proposals under consideration in the
FY2026 NDAA.
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Senate NDAA Right to Repair

Section 836 of the Senate Armed Services Committee-passed FY2026
NDAA proposes a new concept called “instructions for continued oper-
ational readiness (ICOR)” and to make ICOR a mandatory requirement
of all future DoD contracts.® ICOR includes data, tools, and software
for operations, maintenance, installation, and training, which could
include sensitive and proprietary technical and manufacturing data and
IP developed at the contractor’s private expense. Under this proposal,
DoD would be allowed to provide these parts, tools, and information to
any authorized third-party contractor, including direct competitors. If
the DoD assesses that a contractor is not complying, the Department
may withhold payment, enforce contract penalties, reduce perfor-
mance ratings, or exclude the contractor from future contracts.’

The provision also unilaterally authorizes “alternative maintenance
or repair actions” for equipment, which includes reverse engineering
and fabrication of parts by the DoD or third parties, if it believes the
contractor is failing to comply or under wartime conditions. While
DoD is required to give the contractor 30 days to comply, there is
no appeals process. In addition, even if the contractor is complying,
DoD would still be allowed to pursue such alternative maintenance
or repair actions if it would “result in significant cost savings.” Finally,
the provision allows DoD to waive these contract requirements “if the
product support strategy and associated business case analysis for
the covered defense equipment indicates that the Government does
not have a justified need for ICOR."®

House NDAA Right to Repair

The House Armed Services Committee-passed version of the FY2026
NDAA also includes a modified version of an RTR proposal that
applies to major weapons systems.'" Similar to other proposals,'”
the provision mandates that contractors agree to allow DoD “fair and
reasonable” access to all repair tools and information, including sen-
sitive IP, which the DoD can then provide to third parties, including
competitors. The Original Equipment Manufacturer (OEM) must offer
the repair materials at a price that is equivalent to or better than the
most favorable prices, terms, and conditions offered to a reseller or
distributor. If the OEM does not currently offer the repair material to
another provider, the provision mandates that the OEM still has to
provide this information at a price considered by the government to
be “fair and reasonable.” The provision also mandates that the OEM
must provide the government with sensitive, proprietary IP developed
solely at private expense for a “fair and reasonable licensing fee."’®

Reducing Innovation and
Industry Concerns with
RTR Proposals

Generally, respecting the private sector’s IP rights and more closely
aligning with commercial practices enables the DoD to incentivize
investment, which provides the Department with greater access to the
most advanced technological innovations. However, the various RTR

proposals will hamper innovation and DoD’s access to cutting-edge
technologies by deterring companies, including traditional contractors,
nontraditionals, and small businesses, from contracting with the DoD
over concerns of forcing disclosure of IP; increasing legal, safety, and
compliance risks; and introducing contractual and licensing conflicts.

Reducing Access to Innovation

When a company develops new technology, it has potential future
value, not only for the Department but also for the commercial market.
If a business fears it may lose its IP, which could potentially be the
“crown jewel” underpinning the entire business, the company may
simply choose not to contract with DoD and protect its future value
on the commercial market. If a business elects to contract with DoD,
accepting the risk of losing its IP rights, the company would account
forthatrisk in its proposed price, which would limit the government’s
ability to maximize value. Alternatively, the company may decide to
develop two different versions of a product: one for the government
and one for the commercial sector. This could result in a better prod-
uct going into a commercial offering or to another commercial entity
that may or may not be willing to sell to the government, depending
on outside investor decisions.

In NDIA's Vital Signs 2025 Survey, 37% of private sector respondents
said their company decided not to include certain technologies in
bids because of IP concerns, which is an increase of nine percentage
points over the 2024 survey.” In addition, over one-third (36%) of pri-
vate sector respondents chose not to bid on certain DoD contracts
out of fear that DoD requirements for IP would put their company’s
rights at risk, which is an increase of 14 percentage points over last
year's survey."” This data shows that even before RTR mandates, more
companies are already choosing not to contract with the DoD over
fear of losing their IP. RTR mandates will further discourage com-
panies from contracting with the DoD and investing in R&D focused
on defense applications, which ultimately limits DoD’s access to the
most innovative and cutting-edge technologies.

Forcing Disclosure of Sensitive Proprietary IP

RTR proposals mandate that contractors provide repair materials,
which caninclude proprietary software tools, technical data, special-
ized manufacturing techniques, and other trade secrets as a condition
of contracting with the DoD. This also includes proprietary IP com-
pletely developed by private expense without government funding.
The DoD is then able to share this sensitive information with various
third parties, which can include an OEM'’s direct competitors.

In addition to increasing the risk of U.S. innovations falling into the hands
of our adversaries through unauthorized dissemination of sensitive
information, forcing IP disclosure also weakens long-standing IP pro-
tections by exposing U.S. company innovations to reverse engineering
and IP misappropriation, both domestically and internationally. This loss
of IP creates a competitive disadvantage for U.S. companies, allowing
competitors, third-party providers, and potentially international compa-
nies to replicate and/or misuse sensitive proprietary technologies. This
type of IP loss further deters companies from contracting with the DoD.
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Increasing Legal, Safety, Compliance, and
Contractual Risks and Conflicts

Although there is an attempt to define “fair and reasonable” within the
RTR proposals, the unilateral control given to the government to define
the prices, terms, and conditions surrounding a company’s IP and
associated repair materials introduces risk and legal ambiguity, which
creates a further chilling effect on participation in DoD contracts. For
example, contractors may face compliance risks related to prior licens-
ing and sales agreements, including with exports, since each of these
may have terms that could be arguably more favorable when viewed
in isolation. Additionally, defense systems often integrate third-party
IP under restrictive licenses, and OEMs may be unable to legally share
certain tools and information without violating those agreements under
the proposed RTR mandates. This would force companies to forgo
contracting with the DoD to avoid breach of contract or False Claims
Act risk, which again will limit DoD’s access to innovation.

In addition, the proposed RTR mandates introduce a level of poten-
tial safety risk. While utilizing additive manufacturing to 3D-print a
door handle or a small hatch may introduce little risk, many compo-
nents on advanced platforms can fail without being produced under
the most favorable conditions with properly trained technicians. As
an example, manufacturing an aileron® for a military aircraft outside
of an extremely controlled environment with highly trained person-
nel would simply introduce too great a risk to the performance of the
aircraft and the safety of the pilot. Many advanced components are
manufactured utilizing specific materials with advanced techniques
in exacting environments to extremely precise standards.

Existing and Alternative
Solutions

It is imperative to identify the root cause of the specific issues and
where IP may or may not be impacting readiness. As it relates to IP,
policymakers should consider the specific use cases they are trying to
solve, as different scenarios require different solutions. For example,
one type of use case is a 30-year-old platform with parts the OEM no
longer produces, and DoD is unsure of whether there are other repair
materials options. This would require one approach. A second type of
use case involves a newer system where the DoD did not initially nego-
tiate and contract for data rights the Department now realizes it needs
for long-term sustainment. This would require a different approach.

There are likely other use cases where it would be necessary, perhaps
through an established joint industry-government panel, to thoroughly
review the current repair authorization processes, how IP and data
rights interact with these processes, and what policy changes are
needed to solve for specific use cases. As an initial step, the DoD
and Military Services should work toward ensuring that contracting
officers and IP contracting specialists are adequately trained and
staffed to fully utilize the current authorities related to contracting
for the technical data rights and software needed for sustainment.

Current DoD Authorities
Available for Data Rights
and IP

There are more creative and surgical solutions being proposed that
would have a more positive impact than the RTR proposals. But DoD
does not need to wait to start fully leveraging the current authorities
it already has for data rights and IP.

For example, in situations where the government determines that it
requires a specific repair capability in a specific component, Congress
has provided DoD with several authorities and choices that can be
used to obtain repair capabilities. Current DoD practice already rou-
tinely acquires from its contractors the technical data needed for
operations and maintenance of its weapons systems. By way of
example, a review of the publications available through the Army
Publications Directorate includes over 6,700 technical manuals that
the warfighter can use to maintain and operate their equipment.’”
These are ordered under regulations implementing 10 USC 3772,
with regulations requiring specific licenses for technical data neces-
sary for operations and maintenance included in 10 USC 3771.° In
addition, where the government lacks a repair capability even with
the current practice, as detailed below, there are additional authorities
which the government can use to obtain the capability, which empha-
size flexibility and negotiation to allow for different business models
(including commercial and nontraditional companies).

Access to Repair Instructions

The government'’s ability to use a repair instruction hinges on its
having contracted to acquire them from the relevant OEM. The gov-
ernment has existing processes for identifying and ordering technical
data under 10 USC 3772.2° Additionally, Congress has legislated a
requirement to ensure that the warfighter’'s needs are met in 10 USC
4236.7" Under 10 USC 4236, the government is required to negoti-
ate “a price for technical data to be delivered under a contract for
such development, production, or sustainment.” The requirement
to negotiate is expressly prior to “selecting a contractor for the engi-
neering and manufacturing development of a major weapon system,
production of a major weapon system, or sustainment of a major
weapon system.”?? Directly speaking, the requirement to obtain the
technical data packages needed to effectuate a repair capability is
already a statutory requirement, and this requirement is to be satis-
fled prior to entering into a contract.

When the repair is not one that can be done in the field, a public-pri-
vate partnership under 10 USC 2474% provides another way to access
repair instructions. This authority allows the contractor to set up a
supply chain relationship with the appropriate Center of Industrial and
Technical Excellence (contract, subcontract, or otherwise) and to use
the Center to perform the repair work for the government. Since the
contractor has a prime contract that requires the contractor to per-
form repairs, this subcontract incentivizes the contractor to provide
access to the repair instructions needed to perform the repair and
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creates a second source for authorized repairs. Additionally, since the
depot is a subcontractor performing repairs for the contractor, the
contractor is incentivized to provide training and tooling to ensure the
depot is able to perform the repairs. Like other transaction authori-
ties, the public-private partnership arrangement is not governed by
the Federal Acquisition Regulation (FAR) or DFARS and allows max-
imum flexibility, but is limited to the Center under the subcontract.

Additionally, there are practical steps that the government can take
under the current system to ensure that it has the necessary right
to repair. The best place to resolve these issues is pre-award, where
competitive market forces drive the best outcomes for the parties.
For example, the government can structure a competition to evalu-
ate an offeror’s proposed approach to the right to repair as part of
a best-value award decision. Offerors would then be motivated to
include affordable and practical solutions for the government'’s right
to repair, while the government would be able to engage in discus-
sions as needed to make informed tradeoffs and reach a fair result.
The government could include an attachment to the solicitation that
identifies its right-to-repair objectives, along with associated Contract
Data Requirements List delivery requirements and pricing instructions.
This would require the contractor to deliver Specifically Negotiated
License Rights that align with the government’s right to repair objec-
tives, with the technical data necessary to repair the product at a fair
and reasonable price. This approach aligns with best practices from
the commercial marketplace and encourages companies to collab-
orate with DoD to provide innovative technologies.

Rights to Use Repair Instructions

Policymakers are also examining situations in which repair instruc-
tions are delivered to the government but are restricted due to privately
developed or commercial processes. Under these circumstances, the
contractor is entitled to apply a Limited Rights or Commercial Rights
restriction on the government’s ability to provide the repair instructions
to third parties or use the repair instructions to manufacture a spare.

A central point of contention in the policy debates is when DoD requires
contractor depot artisans. In these circumstances, the government has
historically demanded overly broad licenses, such as Unlimited Rights or
Government Purpose Rights, that well exceed a specific use. Contractors
are often concerned about providing their repair instructions if the gov-
ernmentis licensed to provide them to all possible contractors, including
competitors, as in the case of Unlimited Rights or Government Purpose
Rights. However, contractors are more likely to provide more limited
rights, which support the use of contractor depot artisans.

Congress has provided two different authorities to incorporate
contractor depot artisans into their organic depot capabilities. The
first authority is the preference for Specifically Negotiated Licenses
under 10 USC 3774.2* Under this preference, the government, “to
the maximum extent practicable,” shall “negotiate and enter into a
contract with a contractor for a specially negotiated license for tech-
nical data to support the product support strategy of a major weapon
system or subsystem of a major weapon system.” This preferenceis a
mechanism to "acquire [from contractors] customized technical data

appropriate for the particular elements of the product support strate-
gy."? This requirement supports the requirement of 10 USC 4236 by
providing contractors with a fourth option, which can be customized
to meet the needs of both the warfighter and the contractor.

The second authority is the license that is included in the subcon-
tract under a public-private partnership under 10 USC 2474. As noted
above, this authority allows the contractor to set up a supply chain
relationship with the appropriate Center of Industrial and Technical
Excellence. The subcontract is designed for flexibility in how the con-
tractors restrict the usage of repair instructions to those contractor
depot artisans needed to support the Center in performing the repairs,
in a manner that is not possible under normal FAR and DFARS pro-
curements.? This second authority is more consistent with licenses
possible under Other Transactions or data-as-a-service (DaaS) sub-
scription agreements.

Creative and Surgical
Solutions for IP and Data
Rights

Inventory of Technical Data Rights for Weapons
System Sustainment

During the debate over RTR, an alternative solution was offered by
Representative Brad Finstad to the FY2026 NDAA.?” The Finstad
Amendment would require each Service Acquisition Executive (SAE)
to conduct an inventory of technical data and software related to the
sustainment of “covered systems,” which includes a major defense
acquisition program or an acquisition program or project carried out
using the rapid fielding or rapid prototyping acquisition pathway.

After completing the inventory, the SAE would then identify the tech-
nical data and software that the Executive has taken delivery of, has
current access to, or has negotiated terms to enable guaranteed
access or delivery at a future date. Finally, the SAE would identify
areas where the DoD has insufficient access to technical data and
software needed for sustainment and then work with the relevant
contractor to identify the best approach to remedy an identified insuf-
ficiency in covered data in the most cost-effective manner practicable.

It is important to note, however, that when
a servicemember is required to perform the
repair or when a government employee at a
depot is performing the repair, the existing
Limited Rights or Commercial Rights license
allows DoD personnel to perform the repair.
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The Finstad Amendment approach would help the Department and
Military Services identify any deficiencies related to data rights and
sustainment and remedy the specific issues while respecting the IP
rights of U.S. industry. This would also enable the creation of a cen-
tralized repository outlining the data rights and software the DoD
and Military Services have access to for their weapons systems, to
quickly address issues moving forward.

Data-as-a-Service (Daa$)

Another creative solution was introduced by Chairman Mike Rogers in
H.R. 3838, the SPEED Act, and was included in the Chairman’s Mark for
the FY2026 NDAA ¢ Similar to the concept of other cloud-based ser-
vices, such as Infrastructure-as-a-Service or Software-as-a-Service,
Chairman Rogers proposed data-as-a-service (DaaS) for weapons
systems. The proposal would enable DoD to contract for technical
data or software and only pay for what the Department uses for the
performance of depot-level maintenance and repair by employees of
DoD or the maintenance of a core logistics capability.

Instead of contracting for all of the data rights the Department believes
it will need for all future sustainment for a particular platform up-front,
the DaaS model allows the government and OEM to set up a frame-
work where all the necessary technical data or software is accessible,
but the Department only pays if and when it utilizes the covered data
for a repair or to manufacture a single part. The transfer of the cov-
ered data can be made available electronically, in-person, or via
machine-to-machine encryption, as appropriate, depending on the
type, sensitivity, or authorized use of the information. DaaS allows
contractors to include an associated license agreement that provides
the government with limited access to the necessary technical data
or computer software to repair the weapons system using the most
up-to-date information for a reasonable fee and only for the limited
time required for the repair.

The DaaS approach is a cost-effective
solution for the DoD to ensure access to
the technical data and software needed
for sustainment while allowing the OEM
to maintain control of its sensitive and
proprietary IP.

Understanding the Real
Challenges of Readiness
and IP’s Role

DoD has a well-documented maintenance and sustainment problem,
which directly impacts the Joint Force’s current and future require-
ments. In fact, of the six “top DoD management and performance
challenges” identified by DoD Inspector General (IG), the first on the
list was “Increasing Military Readiness,"?® which includes limited avail-
ability of functional equipment for executing missions.

In addition, according to the Government Accountability Office (GAO):

From 2011 through 2021, “sustainment challenges worsened”
for 10 Navy ship classes, leading to a decrease in the number
of ship availability hours for operations or training."*°

In 2023, the Navy's surface ship maintenance backlog was $1.8
billion.®

In 2024, DoD did not meet “its mission capable rate goals for
fiscal year 2024 for 42 of the 45 DoD aircraft that support mil-
itary-related missions."*?

The path to improved readiness is having the right infrastructure, effec-
tive IT systems, sufficient spare parts, and an effective maintenance
workforce. In working to address these challenges, policymakers are
also examining whether the government’s access to IP is contribut-
ing to the readiness challenge. This was reflected in policy debates in
2018 and 2019, which pointed to the lack of access to technical data
as one issue.®® However, subsequent enacted legislation, improved
training, and updated policy guidance (including the creation of the
IP Cadre) have provided the tools needed to remedy the identified
issues. An analysis of recent GAO reports, DoD IG audits, indepen-
dent analysis, and DoD statements also indicates that IP is not the
main issue for readiness.

For example, according to GAO, Navy executive officials identified
the lack of spare parts, the lack of trained maintenance personnel,
and increases in deferred maintenance as long-running problems
that prevented maintenance during deployment, increased the cost
of repairs, and reduced ship service life and operational readiness.®*
Evenif all the IP issues were resolved tomorrow, the operational crisis
would still prevent the Navy from taking advantage of the situation.

Other maintenance challenges identified as directly impacting Navy
readiness include aging equipment, canceled maintenance, reliabil-
ity of ship systems, and inefficient shipyard layouts (an infrastructure
issue).®® Aging equipment and inadequate maintenance have been
identified as DoD-wide challenges.®® IP was not highlighted as the
main issue in any of these lists of readiness challenges.
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Infrastructure

One of the more severe challenges to improved readiness is infra-
structure. Even when the government has the IP with the associated
licenses needed to perform the repair, without adequate infrastruc-
ture, the government cannot perform the repair. The Navy reported
that without improvements to shipyard infrastructure, it will be unable
to support almost a third of the planned maintenance periods for air-
craft carriers and submarines through 2040. According to GAO, dry
docks and maintenance facilities are poor, and equipment is “generally
past its useful life."®” The Army also faces infrastructure challenges.
The organic industrial base performs a lot of remanufacturing and
maintenance. The average organic industrial base factory is 80 years
old.®® Stephanie Hoaglin, the director of the Army’s Organic Base
Modernization Task Force, stated that the Army has an $18 billion,
15-year plan to upgrade infrastructure, improve equipment and pro-
cesses, and “bring all those things to the 21st century.”®

Effective IT Systems and Data Management

Poor data management—and mismatched computer systems—
directly undermine readiness. In one recent example, the Army relies
on Defense Logistics Agency (DLA) for 90% of its maintenance parts—
mostly low-dollar, high-volume expendables.*® Yet, until recently, the
Army and DLA operated with incompatible systems, creating supply
chain disruptions and hurting readiness. DLA was unable to assess
what supplies the Army was consuming and was unable to order the
necessary parts before they were needed, a significant challenge
when some parts have a two-year delivery time. 4’

In another example, DoD IG’s analysis of spare parts on Navy ships
found that the spare parts “inventory accuracy was between 83 and 95
percent, which is below the minimum inventory accuracy of 98 percent
needed to ensure the ships' readiness.”? The inventory discrepan-
cies in the Navy's RSupply software application (intended to provide
real-time, online tools for inventory management) were attributed to:

Not knowing where the parts were
Not updating inventory records after issuing spare parts
Not removing excess line items from the ships

As aresult, the IG found that “the Navy did not have assurance that the
10 ships we reviewed in the Indo-Pacific region had all of the required
spare parts...to maintain operational readiness.”

These are not IP problems; they are IT problems. However, IT and
data management are also key drivers to DoD’s IP challenges. DoD
has the legal authorities and updated policy guidance (including the
creation of the IP Cadre) it needs to effectively negotiate for, manage,
and use, datarights and IP. What DoD lacks is a systematic method to
keep track of IP rights across the Military Services and even between
programs, leading to wasteful and duplicative licensing of the same
technology by different programs. The IP problem, however, is driven
in part by ineffective IT systems and data management.

Workforce

The Navy has stated that it lacks sufficient trained maintenance
personnel to maintain combat surface ships.*® In addition, DoD per-
sonnel, including maintainers, are overworked and understaffed.**
DoD's workforce is not sufficiently experienced in how to contract for
IP and data rights licenses for sustainment and maintenance, which
is another indication of where DoD’s actual IP challenges manifest
in other areas.

Effectively Building Readiness

DoD and Congress could take steps to substantially improve readi-
ness. For example, GAO has highlighted the need for DoD to further
implement predictive maintenance, which would increase operational
availability of weapon systems.**> Other opportunities to improve read-
iness include:

Modernizing IT systems to ensure data reliability and
interoperability

More widely implementing predictive maintenance

Investing in modern, efficient maintenance facilities and
equipment

Ensuring a right-sized, properly trained workforce, and
well-managed

Not deferring needed maintenance

DoD is also not effectively using the tools it already has to manage and
access data rights and IP. DoD needs to do a better job of including
detailed IP Asset Schedules, mapped onto deliverables and sustain-
ment use cases in contracts. Product support managers should be
more involved in IP budget formation early in the procurement pro-
cess. The DoD also needs to do a better job of communicating the
use cases for data rights to industry.

Only by more effectively using the authorities it already has, imple-
menting good contracting practices, and addressing the core issues
outlined above, will DoD improve operational readiness.

Closing

Ultimately, the most effective way for DoD to maximize access to IP
for sustainment is to ensure the Department is a fair, collaborative
partner with industry in the shared mission to provide U.S. service-
members with the most advanced, best-maintained equipment
possible. Pursuing RTR will further deter more innovative compa-
nies from working with the Department to the detriment of DoD'’s
access to the most cutting-edge technologies, which is a trend we
are already seeing related to the fear of losing IP. The more compa-
nies seek to work with DoD, the more access the Department will
have to capabilities that are innovative, cutting-edge, and driven by IP.
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