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The  DARPA  solution  is  to  provide  a  menu  of  hardware  security  
options  that  can  be  selectively  applied  based  on  need
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SPADE  will  help  to  prevent  and  respond  to  threats  such  as  the  malicious  insertion  
of  hardware  trojans  and  reliability  failures.  
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The  ASIC  Dilemma
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Source:  ITRS  “average”  ASIC  complexity

How  do  we  ensure  that  the  warfighter  has  access  to  state-of-the-art  electronics?
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Advanced  packaging

• Manage  complexity
• Improve  yield
• Allow  specialization

DISTRIBUTION  A.  Approved  for  public  release:  distribution  unlimited.



88

Key  technical  enabler  …  interconnects
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Source:  MIT  Lincoln  Labs
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ASIC  trust  solution
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Artist’s  concepts

Artist’s  concept
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Malicious  logic:  passive  techniques
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Source:  MIT  Lincoln  Labs
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Malicious  logic:  active  techniques
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Artist’s  concept
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SPADE  trust  demo  for  ASICS

Achieve  the  spirit  and  intent  of  trust  while  meeting  warfighter  need

DISTRIBUTION  A.  Approved  for  public  release:  distribution  unlimited.

Artist’s  concept
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Conclusion

Bring  the  state-of-the-art  back  to  military  electronics
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