Integrity »* Service »* Excellence

DISTRIBUTION A. Approved for Public Release.

Trusted and Assured
Microelectronics

Distributed Transition
Environment

17 AUG 2016

Mr. Matthew Casto

Senior Electronics Engineer
Air Force Research Labs

AF JFAC HwA Technical Lead

T
z!i'i’“}h | g nl_u

Distribution Unlimited. Case #88ABW-2016-4010



Microelectronics Lifecycle

FAB Test Insert [Sustain

Design| Mask
Tools ,. Data

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010 4 2



Microelectronics Lifecycle

FAB Test Insert [Sustain

Disposal
Log

o

b
A F RLK} | 3

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ . _ _
\/ Putting Tools in Users Hands
«QQr

Distributed Transition Environment

Design = FAB Test Insert 'Sustain

w_r

’L‘.ﬂ"
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



A y
\ 4
«QQr

Multi-Domain Access

Distributed Transition Environment

Design = FAB Test Insert Sustain

b
|
FRL.

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW -2UT6-~

ol



\ /2 . .
\/ Multi-Domain Access
«QQr

Distributed Transition Environment

Design = FAB Test Insert Sustain

felgief

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW -2UT6-~

b
|
FRL.

o



\ 72 . . .
\/ Verification and Validation
«Qr

Distributed Transition Environment

Design = FAB Test Insert Sustain

1‘.2’!’
! ?

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010

\l



A y
\ 4
«QQr

Verification and Validation

Distributed Transition Environment

Design = FAB Test Insert Sustain

Verification & Validation
Tools

S

t‘.ﬁ‘l"
= {
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010

0o



\ .
\/ ldentify and Transition

Distributed Transition Environment

Design = FAB Test Insert 'Sustain

A 4 A

SHIELD

[ CAT |
| IRIS |
" DAHI/TIC |

DARPA/
IARPA

%f'

AFFILm

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010 9



A 4 . .
\/ ldentify and Transition
«QQr

Distributed Transition Environment

.. 0 A: - a

Sustainment
SBIR/TTP | RIiF/SBIR SBIR x3 SBIR/TTP S&T
- 0 X 0 0
DU

Quantitative Risk
DARPA/ Assessment Metrics

IARPA PF = E(f(XDesign' XFAB' XTest'

SBIRs/RiF
/TTP

Xlnsert' XSustain)

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010 ' 4 10



\:

4

Collaborative and Distributed

Distributed Transition Environment

Design = FAB Test Insert Sustain

Verification & Validation
Tools

%.*"

AFFILm

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010

11



.
/ Collaborative and Distributed
\ g

0‘//'

Designer

Sim Data
Characterization

Reliability Insertion Log
IP Malicious Conte ols Reliability Info

Model & Si
ocation
elf Life
aceability

FAB Test Insert Sustain

Counterfeit Detection

Threat Vecto

Verification & Validation
Tools

AFRL, |,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



//'

\

J

Multi-Dimensional Perceptivity

Design = FAB Test Insert Sustain

Verification & Validation
Tools

i

l‘.ﬂ"
A
AFRL:

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010

13



AFRL, |,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ / Case Example
\qg»/ Legacy Component

onnn

Legacy Chip
AFRLE, .

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ / Case Example
\qg»/ Legacy Component

onnn

Legacy Chip
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ / Case Example
\qg»/ Legacy Component

onnn

Legacy Chip
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ / Case Example
\qg»/ Legacy Component

onnn

Legacy Chip
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010



\ / Case Example
\qg»/ Legacy Component

onnn

Legacy Chip
AFRL,

DISTRIBUTION A. Approved for Public Release. Distribution Unlimited. Case #88ABW-2016-4010 9 19



\ ) . . 11 - | N
\/Dlstrlbuted Transition Environment A

@ Key Enablers

« Scalable lifecycle environment
» User access to tools and techniques
* Time and version control

« Address State of the Art, State of Practice,
and Legacy and Boutique
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