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1. Introduction

The NDIA Trusted Microelectronics Workshop series was launched in 2013 to
provide an open forum for Government and Industry participants to discuss
microelectronics supply and security issues related to defense and national security
systems. The initial workshop held in June 2013 explored how to make the Department
of Defense Instruction 5200.44 a success. The report from that meeting’ recorded a
strong desire by the participants to follow up that first workshop with similar events.

A subsequent meeting was held in January 2014° with the theme of “Trusted
Microelectronics for Systems Security.” There were a number of areas identified for
further discussion including opportunities for managing supply chain risk beyond
Application Specific Integrated Circuits (ASICs) and opportunities for cost effectively
leveraging industrial capabilities.

In August 2014, the third Trusted Microelectronics Workshop® explored the overlap
between the requirements of safety, quality and security in aerospace and defense
systems. The audience presented good approaches to leverage existing quality and safety
disciplines to address supply chain risks.

The most recent Trusted Microelectronics Workshop, held in February 2015, was
designed to consider hardware assurance challenges in a system’s sustainment phase, as
components are more difficult to get from the original suppliers. We invited sustainment
managers and representatives from the Diminishing Manufacturing Sources and Material
Suppliers (DMSMS) community to hear how using trusted and trustworthy suppliers can
mitigate their electronic component risks later in the lifecycle. The workshop was
advertised publicly and key groups of Government and industry were invited to
participate. The Trusted Microelectronics Workshop description is as follows:

NDIA is pleased to offer our fourth workshop designed to identify ways in which
Trusted Microelectronics can contribute to greater systems security and information
assurance. In this half-day workshop, we plan to continue the dialogue between
Government and Industry on the challenges for comprehensive supply chain risk

! Trusted Microelectronics Workshop: "Making 5200.44 a Success," NDIA, June 28, 2013.

2 Trusted Microelectronics Workshop: "Trusted Microelectronics for Systems Security," NDIA, January
15, 2014,

3 Trusted Microelectronics Workshop: “Connecting Safety, Quality and Security: The Benefits of Trusted
Microelectronics,” NDIA, August 21, 2014.



http://www.ndia.org/Divisions/Divisions/SystemsEngineering/Documents/Trusted%20Microelectronics%20Workshop%203.pdf
http://www.ndia.org/Divisions/Divisions/SystemsEngineering/Documents/NDIA%20Trusted%20Microelectronics%20Workshop%20Jan%202014.pdf
http://www.ndia.org/Divisions/Divisions/SystemsEngineering/Documents/NDIA%20Trusted%20Microelectronics%20Workshop%20Aug%2021%202014.pdf
http://www.ndia.org/Divisions/Divisions/SystemsEngineering/Documents/NDIA%20Trusted%20Microelectronics%20Workshop%20Aug%2021%202014.pdf

management and program protection. With participation from both Government and
Industry, our workshops have provided an effective forum for direct discussions of the
challenges faced by policy makers, program managers, systems developers, and supply
chain managers.

Specifically we will address: How can Trusted Microelectronics provide better
hardware assurance throughout a system’s lifecycle? How can DMSMS strategies
consider the benefits of using Trusted Microelectronics? How can industry better engage
with government programs for sustainment solutions?

Who should attend: Government and Industry program managers, systems
engineers and developers, microelectronics designers, supply chain and sustainment
officials, purchasing and procurement professionals, product managers and operations
analysts.

Representatives from the Trusted Suppliers Steering Group will be on hand to
describe how they can address the challenges faced by Government program managers.
The Trusted Suppliers Steering Group is a self-formed alliance of companies that have
been accredited by Defense Microelectronics Activity (DMEA) to provide Trusted
Microelectronics products and services to Government programs. The Group consists of
Aeroflex Corporation, BAE Systems Inc., Cypress Semiconductor Corporation,
Honeywell International Inc., Intrinsix Corp, Jazz Semiconductor Trusted Foundry, ON
Semiconductor, Photronics Inc., and Teledyne Technologies, Inc.

Dr. Brian Cohen (IDA), opened the workshop with an introduction to the day’s
theme of exploring issues revolving around Trusted Microelectronics and system
lifecycle including sustainment, risks and counterfeits. Dr. Cohen stated that DoDI
5200.44 challenges people in the acquisition community to consider sustainment issues in
their program planning, and how acquisition can decisions limit sustainment options,
particularly with electronics components. More closely linking acquisition and
sustainment could mitigate risk in the supply chain.

Mr. John Medlin, Materiel Readiness Policy and Space Systems Portfolio Analyst,
Office of the Deputy Assistant Secretary of Defense for Materiel Readiness, provided the
keynote presentation on the importance of trusted electronics in defense networks and
systems. The title of his presentation was “Shift Happens.” He talked about the need to
do a better job addressing the transition between program protection planning, which
begins early in the system acquisition process, and life-cycle sustainment planning for
protecting the system and its critical components after it is deployed.

The next speaker was Dr. Brian Cohen. He introduced the work being done by the
Trusted Suppliers Working Group to construct a framework that will help program
managers in making decisions about product or supplier risk. (This activity was
established as a direct response to issues that were raised at the three previous



Trusted Microelectronics Workshops). The title of his talk was “A Framework for
Understanding Trustworthy Suppliers Throughout the Lifecycle.” Dr. Cohen described
the work of the group at defining trust and what are trustworthy suppliers.

After a break that allowed attendees to hear about a new system on counterfeit
detection developed by Battelle’s Larry House and SMC’s Tom Sharpe, the workshop
reconvened with a panel of Government and Industry DMSMS experts. Mr. Sydney
Pope of DAC and Dr. Cohen moderated a discussion during which the panelists
addressed questions both from the moderators and from the attendees. The full agenda is
shown in 3.Appendix A. The keynote presentation from Mr. Medlin is in 3.Appendix B
and Dr. Cohen’s presentation is 3.Appendix C. The registration roster is provided in
3.Appendix D. Please note, however, that not all of those who registered were able to
attend due to a snowstorm the morning of the workshop. Despite the weather challenges,
more than 50 people participated and contributed to a valuable discussion



2. Minutes of the Workshop

On Thursday, February 26, 2015 the National Defense Industrial Association
(NDIA) sponsored a Trusted Microelectronics Workshop with technical co-sponsorship
by the Trusted Suppliers Steering Group at the BAE Systems Facility in Washington,
DC. Fifty-three individuals from Government and industry attended. A copy of the
Agenda is in Appendix A. The Workshop began at 8:30 a.m. and adjourned at 12:30pm.

Welcome
Dr. Brian Cohen, Research Staff Member
Institute for Defense Analyses

Dr. Brian Cohen, Research Staff Member at the Institute for Defense Analyses,
kicked off the workshop by describing this goal and then introducing the keynote
speaker, Mr. John Medlin, Materiel Readiness Policy and Space Systems Portfolio
Analyst, Office of the Deputy Assistant Secretary of Defense for Materiel Readiness.

A. The Importance of DoD Lifecycle Sustainment Planning
Mr. John Medlin, Materiel Readiness Policy and Space Systems Portfolio Analyst

Office of the Deputy Assistant Secretary of Defense for Materiel Readiness

Mr. Medlin started his presentation by emphasizing his belief in the need for
Trusted Microelectronics. The lack of connection between the acquisition and
sustainment communities create unnecessary risks in defense systems and networks. The
people working in the depots and Defense Logistics Agency (DLA) most acutely
understand the critical items issues.

Mr. Medlin described the challenge of trying to create a good, coherent message
from all the lifecycle and sustainment activities that can be communicated to the
acquisition community. Contributing to the communication challenge is the pace of
obsolescence with electronic systems.

Specifically, Mr. Medlin discussed the gap between program protection plans (PPP)
(an acquisition activity) and the lifecycle sustainment plans (LCSP) used by the materiel
readiness community. The PPP is the seminal acquisition document — and every section
of the PPP has implications for sustainment. While the PPP has guidance and policy
requirements for using trusted suppliers to reduce risk, the LCSP is adding a sub-section
(Section 11.1) to expressly require trusted issues to be addressed.

Mr. Medlin outlined the work that should be done to better connect the acquisition
and sustainment activities; specifically we should determine:



e How does PPP relate to LCSP?

e Who is responsible for ensuring sustainment issues are addressed in the
PPP?

e Who do you have to convince about the “burning platform” for trusted
systems?

e What data can be used by sustainment managers to demonstrate the
problem?

In closing his prepared remarks, Mr. Medlin asserted that the current logistics
reassignment process fosters an “us” and “them” mentality. There is limited
communication from the acquisition community to the sustainment community of the
problems, even at the classified level. Establishing new communication paths across all
stakeholders is the first step in solving sustainment challenges. To help promote
communications, PPPs and LCSPs need to lay out how acquisition and sustainment
communities support each other in maintaining program protection at each life-cycle
phase. Every section of the PPP has something that needs to be addressed during
sustainment; therefore, it is important systems engineers and logisticians share a mutual
understanding of DMSMS risks and malicious supply chain threats.

In response to questions from the audience, Mr. Medlin identified areas for
continued discussion:

e Counterfeiting was of concern to DMSMS community because of the
obsolescence issue but it is a supply chain issue. What should we be doing
there? Counterfeits are not just a piece part issue for logisticians and
malicious insertions are malicious insertion is not just an issue for the
program manager. That is because counterfeit insertion can occur anytime
and anywhere and malicious insertions are a form of counterfeit.

e Resourcing DMSMS is not a viable option under the current organization
structure because ASD(L&MR), DASD(SE), CIO, ASD(R) all have pieces
of the problem. How can senior leadership be approached to understand the
problem and the importance?

e Successful commercial programs operate under a DEVOPS (development
and operations) that is a continuous lifecycle. Does it make sense for DoD
programs to operate in a similar manner?

B. Trustworthy Suppliers Framework
Dr. Brian Cohen, Research Staff Member

Institute for Defense Analyses



Dr. Cohen introduced the Trusted Suppliers Working Group that formed to help
program officers looking for appropriate standards and practices to include in their
Program Protection Plans (PPPs) that might be relevant to addressing the need for trusted
microelectronics. This ad hoc working group is putting together a framework with
definitions and dimensions using a systems engineering approach to promote hardware
(HwA) and software (SwA) assurance in weapon and information management systems.
(Initial work of the group is focused on HWA, but later efforts may expand to include
SwA.) Building from the issues raised at the third NDIA Trusted Microelectronics
Workshop, the working group is identifying controls for quality, security and safety at the
product component level, with a goal of creating a toolbox for program offices to select
appropriate controls from recognized standards and practices.

The working group believes that system level trust (or security) is affected by a
combination of component level quality, security and safety. And further that defects can
be either unintended or intended and that product trustworthiness depends in part on
trustworthy suppliers. The members are considering a number of industry standards and
Government practices that offer product and process controls for promoting system and
component level trust and for assessing supplier trustworthiness. NIST 800-161 is of
special interest at a generic an overarching level as well as NIST 800-160 and NIST 800-
53A R4. (DoDI 8510.01, Cybersecurity references 800-53A R4, which references 800-
161.)

Dr. Cohen stated that the NIST Special Publication 800-161 was selected as the
foundation for the working group’s assessment and will be the basis for a framework. As
each particular standard or practice has elements and the resulting toolbox is intended to
employ this framework to provide an overview of how all these standards and practices
addresses counterfeiting prevention and supply chain risk management. The working
group believes that although NIST “controls” were developed to promote information
assurance and cyber security, some of them are also useful for promoting HWA.

In response to questions from the audience, Dr. Cohen offered the following
clarifications:

e FY2012 NDAA Section 818 and DoDI 5200.44 have different definitions
for trust and trustworthiness. The working group will provide a common
definition.

e Consideration has to be made as to the trustworthiness of both the product
and the supplier. A product from a reputable supplier could have a feature
that allows vulnerabilities to be introduced into a system. But, there is an
understanding that a system can never be 100% free from vulnerabilities.

e While the activity has involved Government and their support contractors so
far, involvement by industry will be essential to achieve success.



Government leadership will determine how and when to engage with
industry.

C. DMSMS Expert Panel and Open Discussion

Panel discussion moderated by Mr. Sydney Pope, Decisive Analytics Corporation,
Support Contractor to the Office of the Deputy Assistant Secretary of Defense for Systems
Engineering (ODASD(SE)) and Dr. Brian Cohen, Research Staff Member, Institute for
Defense Analyses

Panelists

Brent Bolner, Manager, NAVSEA DMSMS
Alan B. Howard, F-35 DMSMS Lead, OUSD (AT&L), F-35 DMSMS
Matt MacGregor, Program Manager, F-35 DMS and Affordability

Dr. Jay Mandelbaum, Research Staff Member, Institute for Defense
Analyses

John Medlin, Materiel Readiness Policy and Space Systems Portfolio
Analyst, Office of the Deputy Assistant Secretary of Defense for Materiel
Readiness

Joe Spruill, CSCP, Principal, Logistics and Sustainment, Corporate
Engineering & Technology, Lockheed Martin Corporation

The panelists made opening remarks generally concluding that:

Better communication and more involved leadership are needed.

The acquisition community does not recognize the problems their decisions
create for a system’s sustainment phase. DMSMS considerations (parts
management) should be addressed in the PPP process including planning for
both Government and contractors responsible for providing lifecycle
support. DMSMS is rarely fully funded. A more honest assessment of
sustainment costs should be included early in the program’s development
and should strategically address DMSMS by considering cost
savings/avoidance over the lifecycle.

DMSMS issues will likely get even more complicated in the future;
integrating language and instructions into contracts will be crucial.

Mr. Pope followed the opening statements with the question, “Why aren’t the
Services more focused on PPP and its inclusion of parts planning?”’

10



A general consensus was that:

OEMs & primes are responsible for providing the parts. Earlier, programs
had success when they instructed the systems integrators to manage the
system at the piece part level.

There is a greater need for top-level understanding of the complexities of
DMSMS and parts obsolescence.

The discussion transitioned to technical data packages with some opinions offered

as follows:

Technical data package ownership and bills of material are important for
parts management and DMSMS. Having this information helps when
evaluating repair or replace options — component replacement or new
technology insertion.

The space community works collaboratively with contractors to ensure
technical data packages are available to those responsible for operating the
systems.

Regulatory constraints, such as requalification requirements, limit DMSMS
options.

Work is being done with software to tailor data rights agreements with
contractors and to assign operational responsibility where it is most cost-
effective. DoD intellectual property policy is being developed with these
issues in mind.

Owning the technical data packages/rights may be too expensive for all
defense systems, and managing the contractor and competition can
sometimes be a more cost-effective solution.

Performance based agreements can help both Government and contractors.

o Example was given of a Navy radio box that Honeywell took over
lifecycle management for. Initially, there were many radio box
configurations with no two systems alike. Honeywell replaced all
boxes with one configuration and created the software to address any
legacy issues. In addition, Honeywell streamlined the process for
making future box upgrades, which was highly cost-efficient for the
Navy and for Honeywell.

The next discussion item focused on the state of technical roadmaps. Some
opinions offered included:

11



Not much technology road mapping is currently being done; however,
programs should plan for technology refreshments to take full advantage of
nonrecurring engineering (NRE) opportunities.

Planned modernization programs need to be part of an overall system-
engineering plan in the beginning of the program acquisition process.

Dr. Cohen followed the discussion with the question, “Can Trusted microelectronics
help with electronics obsolescence since obsolescence increases the risk of counterfeit
problems?” Some opinions offered included:

Trust is a much harder problem in this era of global supply chains. In the
past, most original equipment manufacturers (OEMSs) had robust supply
chains and inspection and engineering groups, which today no longer exist.
The onus has been put on Government program offices to understand the
components being installed in their systems.

There is a need to have better connection between DMSMS functions and
those functions responsible for addressing counterfeit prevention; the two
groups are not necessarily connected depending on where they reside within
their respective organizations.

There is a mismatch between commercial and defense industry’s lifecycles.
When commercial off the shelf (COTS) consumer electronics are used in a
defense system, the systems need to be built to be disposed in a way that
eliminates the need to be concerned about DMSMS.

Sophisticated reverse engineering capabilities exist within the Government
at Defense Microelectronic Activity (DMEA) and Department of Energy
(DOE) Kansas City Plant that could be cost effective for replacing obsolete
electronic parts.

Dr. Cohen followed the discussion with the question, “Are there opportunities for
collaboration for parts that could solve obsolescence and trust issues? If there is a
common piece of hardware across several programs, can we deal with the DMSMS once
for all?”” Some suggestions offered included:

Program realignment would be needed to handle DMSMS across programs —
need to link DMSMS, PPP and counterfeit strategies.

Open industry standards could solve commonality issues and organizations
like the joint Electronic Device Engineering Council (JEDEC) could help.

With the small size of the defense-aerospace electronics market, needs
aggregation would help suppliers forecast and meet demand.

12



Defense Logistics Agency (DLA) uses parts registration to identify parts
common across multiple programs but it could be used more effectively.

The space community has a system called Parts Units Material Processes
Systems ( PUMPS ) that allows space organizations to see parts used across
space hardware. PUMPS is being used to enable aggregating Field
Programmable Gate Array (FPGA) buys to save $5-6m procurement dollars.
PUMPS is managed by the systems engineering organizations.

Mr. Pope invited the panelists to give concluding remarks that are summarized

below:

To fix DMSMS we need to better define the problem, the stakeholders, and
develop an outreach program.

Consider developing a policy of open systems, sustainment, system
engineering and technology refresh that involves industry involvement and
competition.

DMSMS is a symptom of a much larger problem; get systems engineers and
supply chain managers involved early to eliminate the need for DMSMS.

Systems engineering can make trades early in a system’s development. We
need to study the successes and find the balance with sustainment, logistics
and acquisition.

Develop leaders that manage a program from cradle to grave and treat the
problem for what it is — a matter of National Security.

13



3. Summary

This workshop brought Government and industry together to discuss the continuing
impact of the DoD policy on Trusted systems and supply chain management (DoDlI
5200.44) and explored areas for synergy with long-standing safety and quality initiatives.
A series of productive exchanges between Government and industry took place.
Industrial representatives heard, sometimes for the first time, how the Government’s
systems engineering organizations work to protect their systems from risks beyond the
intentional tampering threats addressed by Trusted Suppliers.

The participants generally had pervasive concerns about the dependence on
microelectronics technologies and products that are increasingly driven by global
commercial markets. This continues to cause movements of industry and intellectual
property overseas posing risks to defense interests. While there is a clear understanding
of these issues by most of the workshop participants, this understanding is still being
disseminated to the vast majority of the acquisition enterprise.

There was a fruitful discussion on the value of exploring ways in which Trusted
Microelectronics can benefit the safety and quality efforts; and how safety, quality and
security requirements may be combined for improved mission assurance with a reduced
administrative burden.

There was agreement that hardware assurance with electronics and microelectronics
components is an emerging concern that touches quality, safety, and security.
Engineering expertise to consider hardware assurance during the system design phase
needs to be developed to realize the greatest benefits.

The connection between safety, quality and security was felt to warrant further
discussions and might warrant the creation of a working group and/or further workshops.

The attendees were uniformly very positive about the meeting and interest was
shown in holding a similar event in the near future.

14



Appendix A: Agenda

M PROMOTING NATIONAL SECURITY SINCE 1919

Matiral Defadss industrisl Assocstion

TRUSTED

MICROELECTRONICS
WORKSHOP

8:30am — 8:35am WELCOME
Dr. Brian Cohen, Research Staff Member, Institute for Defense
Analyses

8:35am —9:20am  THE IMPORTANCE OF DOD LIFECYCLE SUSTAINMENT PLANNING
Mr. John Medlin, Materiel Readiness Policy and Space Syscems
Portfolio Analyss, Office of the Depusy Assistant Secretary of
Defense for Materiel Readiness

9:20am — 10:00am  TRUSTWORTHY SUPPLIERS FRAMEWORK
Dr. Brian Cohen, Research Staff Member, Institute for Defense
Analyses

10:00am — 10:15am NETWORKING BEREAK

10:15am — 12:30pm DMSMS PANEL & OPEN DISCUSSION BETWEEN GOVERNMENT &
INDUSTRY
MODERATORS:
P Mr. Sydney Pope, Syscems Engineering Security Expers,
Decisive Analytics Corporation
» Dr. Brian Cohen, Research Staff Member, Institute for
Defense Analyses

PANELISTS: GOVERNMENT

P Mr. Brent Bolner, Manager, NAVSEA DMSMS

P Mr. Alan Howard, Lead, OUSD (ATerL), F-35 DMSMS

P Mr. Matt MacGregor, Program Manager, F-35 DMS ¢
Affordabilisy

P Dr. Jay Mandelbaum, Research Staff Member, Institute for
Defense Analyses

PANELISTS: INDUSTRY
B Mz. Joe Spruill, CSCP, Principal, Logistics and Sustainment,
Corporate Engineering, Technology, & Operations, Lockbeed
Martin Corporation
P Dr. Nick Avdellas, Program Manager, LMI Maintenance &
Readiness
12:30pm ADJOURN

FEBRUARY 26, 2015

WWW.NDIA.ORG/MEETINGS/587D
BAE SYSTEMS » WASHINGTON, D.C.
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Appendix B: Life-Cycle Sustainment Planning: Shift
Happens, John Medlin

16



I [leW@AID" 9uIjpaw e uyof
£EY9¥19'€0.

ulpa "y uyor

ssaulpeay [sUsleN ASYAO

G0z ‘9¢ Aeniga
doysyJopN JOJoIN palsna |

Buluue|d Juawuielsng aj|9AH-a417

ssaulpeay [a119)1e|\ pue sa11s16o] dsSVYo



uoIsnjouo’)

jusuwuieisns

G

11502 2 i o %s52-09 | I ek

yoddns g suonesadg el uoljediunwuwo)

/ senIAnOY 81949 8y

wajqoid ayL sIeym

lle4 o] Buuueld si ue|d o1 sjied oym aH

}S9J9]1U] JO Sealy juswulelsng Yl S1usWwiol3 ddd
ddd pue dso1
suaddeH Hiys

uoI19NPOoIU|

epusaby

o o o go gdo o 0o 0O




CITE-L60  9L0MVS
oI pieaia

HILNIO INFNFOYNW
304N0S3Y 1S3 ‘W0L93HIa

8008-LEZ-14S 138 14 SUEP-USZ- LG [0
Bunoy)

Buukg sauer WavA
asnoyaloy Wwo “gy
(SWYYI0Ud ® SNY1d
ADYINT TYNOLLYY3O)
38N3430 40 AYVLIHOTS LNVLSISSY|

AONIOY
38N3430 3ISSA
401034

£212-168
26 NG ‘3ALQ ST LEZ
uslig,0 Holed 4y

INJWLSnray
OIWONOD3 40 301440

SPIOZIELIG OI49L N
auowIy [3eydm "1y

3SNOHONIEYITO
ONLLS 0002 NOILYHOILNI
35/HdHILNT $83INISNA HIQ

0680°Z4E-HS 80021 OW
sayg ydasor .y

ADOTONHOIL
'8 JON3I08 ‘Hla

S619-269  OPO0S
Malpuvo 2IA

ANFAIOYNW
INJWLSIANI ALMIOYS Hia

1961-%68  9K908
NS uaauney sy

HLTV3H
TYNOILYANDO0 8 ALIAVS
Y LNIANOHIANT HIa

8789-Z/£7126 81491 DN
Bunr esi7 s

NOLLYALYAIY
ADHINT S3ILNIOYS HIa

6913€69  voledl
Aauypojod 3ad A

ONISYE 'HOLO3HIa

0992-569 9v90s
(Bunoy)
JaBueg uyor
(LNJWNOYIANT ® SNOILYT
38N343040

€278, TAa U4
HauoyLeH “q sHen WA YA

AONIDY
SO1LSI907 35N3430 HIa

10Z5°2LE-1LS 120971 ‘O
uopJeay aaq ‘s

NOILYHOILNI
NIYHO Alddns ‘asvad

IHEEEY 7HH0E
sesjony ien W

140d4dns
WYHD0uUd ‘asva

081460 VELIVG
SULOr* Uor "y

SUVHO0Hd ® ADI10d
FONYNILNIVA ‘0Sva

8eBE-FI 8910¢
SuepYy eysi] ‘s

SSIANIQVIY
TAMALYA ‘a8 va

0£25°2LEH48 1-LODFE DN
uekg pleuoq A

A0M0d NOILYLHOJSNYHL
‘asva

6460 eeal
1333 Ined "Wy

Lkl
‘asvad

6951269 81931
Bunpy)
s1333d Ined "W

(883NIQVIY TIHILWA 8 SOIL8I90T
35N3430 40 A4V 134038 LNYLSISSY|

0016-282 13814
sewoy ] Jaydojsuyd W

HALNIO NOILWAHOLNI
T¥OINHOAL 33NT430 HIa

00v2-968 I8 ydiopuey ‘N
Jejeyqeld gy ua
AON3DY
§103r0dd HOYY3s3d
QFONYAQY ISNI430 d

EIPE-i69  9L0MYS €88y-181 73814
umoag piaeq g SIBAA Lpauuay "1
NOILYNTYAS @ 1831
._<.—z_mEmo._m>mn_ AONIDV NOILONATY
asvad Ly34HL 38N343a ‘Hia

OL¥6-€68 #9018
l1asseH uensiyo Iq
SWYHO0Hd
ONITT3H didvd ' 35N3430 T¥DID07018
‘asva % TYOINIHO ‘asva

WPTLEY 63802
NeAR be3

090€-269  ¥8ode

1hpi668  1810€
1pifeyy piuea 1a

Anjag vaydays

SdaLwi

ONIEIINIONT SWALSAS
HYI10NN ‘asva

‘asva

9PZ-969 £SOV MIONNS

B6S0GE9  VEIGOE .

INVOYA (Bupy) eqdweg Bleip 1y
NOILINATY LYTHHL

HOMY3534 05va % 8311¥3ul ‘asva

WiV-169 £88EE

F00%6-569 Tiac
(Bugoy) suiydoy wo L 1g

dapeys | W

0N

ELL]
‘asvad

‘asvad

z3e 2245 1) £888¢

F0%-968
1303/ MAIPUY 3|CIEIOUOH 3U )

Bunoy)

Jajeys Iy W
(S vd90Yd I5NI430

[1¥OID0T018 B “TYOMIHO Yv¥3 10NN

(ONI3INIONT B HOHVISTY)
3SN3430 40 Au¥134038 INVLSISSY

38N3430 40 AHVLIHI3S LNVLSISSY]

HAOPELM8 33114
ja1se Apuap va9 11

AONIOV INFNIOYNW
L0V INOD 3SN3430°HIa

09£€508 139 14
Aesjooj sawer
ALISHIAINN
NOILISINDDY 38N3430
IN301S3Ud

rH0-96T-LIS  VE8BDE
ssiigAies "y
SISATYNY ISNYD
1004 % SINJNSSISEY
JONWHO443d "HOLOFHID

€19%i69  60OKIE
350 U0y 1Q

JAILSAS
SSINISNE B ‘WIFAD

SW3L1SAS TAINI B
0193118 ‘I0v4S ‘a8va

18£6-169  6168¢
SIAENS I Sawer

SW3LSAS
JUVIUYM TYOLLOVL
‘asva

S0Z-169 23S
o230 BuaKEd 'S

NOLLSINDDY
‘asvad

0106 982119 0213¢
pUEBLE {9}y BULIEY 3[0eIOUSH aUjL

(NOILISINDOY)
3SN3430 40 AWV.LIHO3S LNVLSISSY|

VB0 licamo;  T8A L
Buay) JoieL 0l S

2821169 a8YS TLiri68  BTH0IVS 1815118

ruds fouen 1
SISATYNY '8 S30UN0STY
NOILISINDOY
40103410

IBLL9STHLE SlaE
1afpng aspuy I
SWYYO0ud
§83NISNG TV
‘Hol1o3ua

252460 BESSOC
uaiBjyeq Apnr: siy

15U, LIS A
NOILYH3d000

SWYHO0Hd T¥103dS TYNOILYNHILNI
‘o103 H0L034Ia

1900-469  ¥e8de ¥800- 115 yegsge
(Bunoy) 1aBpng aipuy yagnyjer piaeq Iy ddgys paeyary uag Bug
A0110d auvoa
ISV TVIILSNAN B JONJI08 ISNI43a
ONRINLOVANNWA 'aSva ‘40103MIa 03

SIAILVILINI 1%LIdYD NWINH]

SrH-9  hsae
‘40103410

pessy Keug W
K004 NOLLISINDOY &

ININFHNO0Hd
3SN3430 HOL03HIa

ONIDIYd ISNIJ30 zo,_._.<m._.m_z_2n_<
‘dolo3uia HOLOIA
1206-148 cwl3e
23A8)S3 UBIY 8|(BIOUOH aYL
ALNdI0 TVIONHd 30 Sz o3

1201-169 0l013e
l2pUSY YuE 3|FeI0UoH ayy
(SOILSID0T ONY A90TONHOAL ‘NOILSINDIY)
38N3430 40 AHYLIHOIS HIANN




=

141S 03d
SASVYL Nd
as1LOMVYN

dP18Q Hod DNYIN

punoup Suinold ulapIaqy
$'8M3I 03d ‘YMOV 03d ‘L€D 03d
191ud) Sunpenuo) Awy
|euasay Auunedid
owwy 03d

sals Awy




a4v uls3 N
L PUBWIWOD JUBWEULIY Y

. saja8uy so1
3|IssIN pue deds

g4V ‘wodsueH
191U3) SWASAS 21U04ID

SalIS 99404 A1y




W

asLOMVN

dhuepy dss K ~ dyed dss
dvymvds ~. YVYMVdS

JaAIY Juaxnled
AvYIMVN
YIVAVN

131U3) alejie\\ 3deHNS [eABN

191U3) asepe
easiapun |eAeN

salls AneN




IH ‘Yws duied
oy1ded v1

39 ‘ulanepiasie)
edlyy 1 adoun3i yia

il

s|elsaie\ 218:
A8s9u3
JI0A[29 3 V1

elydjape)iyd
1oddng doou] y

sallS Aouaby soi1s1b0 asuajag




MONM
NOA AId

SN3ddVH 14IHS




9A19243d | 1BUM




(dSO7) ueld
Juswielsng
9|0AD
o]

(ddd) ue|d
U0I1109]0.d
welboid

1102 — uoneibalu] ddd ® dSIO1




"Wwd)sAs ayl yum |0 Jo uonelsbalu| «

(‘010 ‘suodsued Jie

‘soy0y/sdiys podsuedy 0juo saoIysA) wiope|d
Jayjoue 0juo J0 Yim uonetbajul wolsAg «
(Buiutesy ‘senijioe) ‘uonezueyiwap ‘Buljpuey
|eloads alinbal) JHS3d 9yl Ul passalppe
sjoedwl [BJUSWIUOIIAUS YJIM S|EeLIBB|A «
(sjusauodwoo-gns

10 Jusauodwod uo sadwel-ue Buiurejurew)
ue|d uoivaloid weiabold ayy ul papinoad
SJUaWd|d uoljew.oju] weibold eI «
:9|dwexa

104 "921n0Ss 8]} 8oualsjal pue Alewwns

1oys e apinoid (018 ‘ue|d buueauibug swalsAg

‘abenbue| (dSO7) ueld ay} “"6°8) JuswNd0p Jayjoue ul passalppe

Juswiuieysng aj9A2aj1 JueAs|al By} 0} YUl s1 o1do} 8y} §| ‘dSD1 8yl Ul 81aymas|e papn|oul
¢,SIU1 o} a|qisuodsal sI OYAA JOU ale jey) 91942 8}l s,wd)sAs ayj} ssoloe
djuawuielsns  uoddns juswuielsns 10 juawuielsns 1oeduwl

ul pabeuew aq SuOI}eIdPISUOD pue Ajasianpe p|nod 1eys saul| [euoljouUN) SSOIO

sjuawalinbal uooaloid weiboud [[IM MOH 12U SYSU IO SaNSSI Juswulelsns jeuollippe 1siq
juswiulelsng 'p'6  sJojoed Buiuue|d Juswuielsns [euollippy L1

ddd dSJ1

Sjuswd|3 ddd pPue 4SO




100 | 1IBYM

Wybnoyl | 1reym

%oay9 Ayjeay




JuswN2op uonisinboe [eulwss ay) si ‘|8 18 ‘ddd 9yl :uondwnssy

$8.Inseawia)unoy) [eJausL) ‘9'e'G <«
bulissuibuz A11unoes wWoisAs ‘GG

(epi8unon
‘suolddng peajsn.ij ) Juswsbeueyy XsiH ureyn Alddng te¢

aourINSSY a1emyos ‘£'¢°G
(v|) 8oueinssy uojewiojul ‘z'€'s
(Ly) s8dwe]-nuy L°eG
s8.inNsesawiisjunoy) ‘g°'G .
Solijiqelsuinp ¢c’q e
Sjealy| 'L°G -
salnseawiajunoy) pue ‘saijijiqeiaujnp ‘sjealyl ‘0's 0O
uo99)0.id sjusauodwon) pue suonaund [edniid) pue |do 2ec O
9Inpayads ‘L'c -
Alewwns uoinjosjoid weiboid 0'¢ O

A

A A A A

1SaJ9ju] juswuteisng Yy sjuswd|3 ddd




S]1S09) U0Ij28)0.4 bulssaulbug swalsAS pue uonisinboy ‘gL <
$1s0D Ajnoes "LLL <
S1S0) uonasvjoid weiboid ‘0°'LL O
sasiwoldwo) buipioday pue bulriojiuoy) 10j S8SS890.d 0°0L DO
‘obenbue| (4SD7) ueld juswuielsns 8/oA08)17 JueAs|al 8yj 0] YUl <

¢SIY1 10J 8jqisuodsal SI OYp ¢/ iusuwiuielsns ul pabeuew
8q SuoljelapISuod pue sjuswalinbal Uoijos]o.d weiboid [|IM Mo <

juswiuielsns ‘v'6
uonepije) pue Uoneoljlisp ‘€6
SMaINeY [eoluyda | /bulissulbuy ‘26
suonosdsul/sypny ‘L6 <
ddd 0 uonejuswa|duwy pue juswabeuey) 10} S9SS890.id 0'6 D
juawanjoau| ubiaio4 0’8 D
S)Siy uonoajoid weiboid 0/ O
sjuawnoo(g pue sueld pajelay-A111ndes walsAs 49yio 09 O

A A A

1SaJ9ju] juswuteisng Yy sjuswd|3 ddd







14ad

03ds
OlvI/OLlvY 11V o
siaployaxels dino
suobeuq ‘ ‘ buy 3|
od sjouoy d3s
alayl aujjaseg :pyeaq
Hoday ModeYy mainay ‘wMdle@ MalneY MIIAJY MDINSY woi4 o
9/9H soueidedoy 1deddoysynsey  NSIH SHnsey "bay ‘leuy|euy jeuyaniadbay v
%Sy %Sy V.ﬁ lenpisoy _mﬁ 1sal "bay "bay ‘bay ‘bey jeng

] leuly |enpisay wne| Vi VI VI vl v Yi SaIIAIOY

1 1 - d - A Affdfd R 0.
uonew.oyu|

HAS Hadd mnn_ d4s dll SMaINSY
vV LA A B gt

H410 H4l g4l SMIIAJY
4 4 4 weaboid
(s)psemy (s)piemy  (s)piemy
joe.qjuod oelqjuod joe.qjuod uonnoaxy
. . .
ado aao leury aao weig aol
- seniiqeded
- - paJisaq@ @ior
_|_,w._.o_\n__m_._ w_w>_mc<AV
Joddng ubBisaq BuLnjoejnuey .
JuswAoljdeq » uononpolid : . suoln|os
Q suonelsadp . pue Buussuibug _m:.ﬁm_\/_

1
EIIITy

Y

919A238)17 uosinbay ul sanIAROY




£1-208d FLOTELL
PENLIUN 51 VORNaUISIO Sepdde SE90-5-v1# 5ED ME SFLIEL/LD U0 WSO &0 35ESR JIand 1oy pannuddy — ' JUBWIBIELS LOANGUISI] iFens a0mN

SwaEY Sgeumsucs o). () wewsbevew =usEn paeibsul 000 WET TFLF 000

frosdngy F A pineng ey wedery pammedg L, ey M I
#2000 F SUTTD. 130 - s

_Hm_m_w;m.m.: _EE:E uoneinbiyuod
suiejal (vs3) Aoy
poddng Buusaubug somusesg

SLUB]I S|geLINSUO0D
10 Juswabeuew ajesajoyp

sjuawaainbag
S2IAISS

pig 2nan2dwon  ©

S20No0s 205 ©
002120

uonisSiNDOY saul2p 221M2S -
uonenddy [eanun  ©
A2jes by eonup  ©

@ wiay 1o ped
TO ANEIND S2Ul2p IS -

L. (¥ 2 Z 10A) WOZ OFLY
i, iy aod Aq pawanog -

juswabeuep sued
0} uoneinbljuoon wouj uoiljisuel]




siop|oyaels Yylm
91ediunwiwod Ajjnj o3 j1ej Ajjualsisuod ‘goq ‘oM
mEmm dwies 3yj m:_>m_o_ J0u 3Je Aay) Sn_...

|1eq1oo4 m:_>m_n_ a1y swes 1 yiog

9[0AD 8JI| S)I SSOJoB SWa)SAS ule)sns pue ayndaxas ‘Jusws|dwi

‘@)e|nwiio) 0] sjuswalinbal Japjoysyels eale |euoljoun) ‘padidanols

‘leledsip ajelbalul pue ‘ublje ‘@edIiunwiuod jSnw suoAIan]

Ad)| 9y S| uonesiunwwo)




uoljediunwwo9




uoISn|ouo0)




suolsand



http://images.google.com/imgres?imgurl=http://www.chrisspagnuolo.com/content/binary/WindowsLiveWriter/AgileadoptionWhyisntthisstuffworking_937D/image_2.png&imgrefurl=http://agilesoftwaredevelopment.com/tags/adoption&usg=__p3O5Uo5_Y_r25czb-pHq3YoRQJs=&h=303&w=311&sz=188&hl=en&start=501&tbnid=Vl-x-wilQmasZM:&tbnh=114&tbnw=117&prev=/images?q=not+working&start=486&gbv=2&ndsp=18&hl=en&sa=

dfl XOVE

suoll1sanp R sjielad 1s°.491U] JO Sealy jusuwuielsng

SUuIinO ddd




(9Seyd SRO pue
-G\ 1S0d Ul SJusAa 8|npayos Qmmmc\s ‘sjuswalinbal
2JnseawJa)unod/ddd sebeuew juswuielsns
Ul OUM ‘paJojiuowl/plemio} palied ddd aul
S| MOY {S8]eWIISS }S00 SR Ul JOJ pajunoooe asal)] aly -

9|0A2-9}1] s, wd)sAs ay)
SS0.J9B 1N220 }N( SalllAI}de dWI}-dU0 Jou dle
SJUSAD UOIledIjIIdA/BullSa) dinseawaluno) O

SJUBAS UOIIRIIIIBA/DUINSS)
(eoueinssy uonew.ojul ‘Jedwe | -nuy ‘6'8) ainseauwlisiuno?y) -

:s8pnjoul (*o18 ‘smaina.
[eoiuyos)] burisauibus suwsalsAs ‘seuo)sa|ill) ajnpayos Jo)sew
s,welbo.id ay) ojuo preliano a|npayos Uuojosjold weiboid v <

9InpPayos “L°c -
Alewwing uoi}29j0.id weiboid ‘0'¢ O

juswuielsng Joj #£=
}saJaju] JO sealy ddd ¥~

2
7
e

JO LN



€€ '2°€ 'L'g uonoeg 9eg -
:SNOIN/VOIN 249y} a4k -ulejulew
0] 1S09 SR 91esedas e buliq sjusuodwod
pue suollouny s1uebao 10 pajIBYyul S80q 0O
'‘Mojeq L-Zg'Z 8|qe ] ul paljdde buieq seinseauwlia)unod
ay] Jo sauldiosip Ajunoses ay) o) paddew (oiueb.io pue

pajLisyul buipnjoul) sjusuoduwod pue suoijouny 8oL
pue |49 J|e 1Sl weiboid 8y} Jo 8]0A28)I] 8y] JoAD) -

UuoI1199)0.14d sjuauoduwio)
pue suonound jeanlip pue |d9o ‘¢c’c O

juswiuielsng 1o} e
Isa13iul Jo sealV ddd



s paliuapl usag ‘018 :S1S09 SR SJSd| uo 1oedwi ay) seH .
ipabeuew pue ‘poolstapun ‘paijipuapl aj9A2-a4l|
s, Wa)sAs ay)} ssoloe sainseawaajunod jo uonejuawajdwi ayy s| O

Alewwns
ainseauLiajunoy) sjusuodwo) [eainiid pue |do :L-2'¢ d|qel O

juswiuielsns .1oj 4
1saJaju] Jo sealy ddd ¥



JuawaalbyaIns0)asI0 palagur sl |40
uflaiog Il pauawaduw
1310 9| ALUN23S uone Wi Apeale
3= Bupasubuz Awnsas wasis gl Guiues] g uopaa1oad
Juawabeuey ys14 urys Aiddns &) Al naag |elsnpuLy sajouar =|
BIUEBINSSY 2IBMJO0S T AELIOIIAUNS UMOR-[BI0 0| Muniag suoneldos
AUNJAS UONEIMUNWWOD 7L Jadwe | -Nuy 5 Aunaas eashydz | pajuawadw) = %
Aunias yiomlangl || JER uonelodsuel] 2 AN28S EUUSIad L A
SO Uoiaa10ld
sy ublsag swalsAs palsnd ] Afiojouyaa] pue yaueasay ALY = =10 =T
MYHS0MS 0L SNITHO00Y ST SIHL SEVT4N papniau sapdwex3] L34
£l
ol 1
I
01 m
M
6] %
(e b
wopdo AnZas saueapy 2
X A IO O I B Lt SO 13100y Q2SI a w,,
pIED
¥ ¥ ¥ A I O I B T 4 AUE-anH LLake peaary L
| | | A I B I B9C | -ADH o
| I A I R I B I EI1E0 palaaod 54| .
X Aol LM M M M uopenfyuog Aed sal ¥ "
o o LA A I A alempley uondhaul | £ |
uopenbyuos
I X Auniag wasis | 7
X X * LA I I I I B B4 dio wypokirg |
gl b [pbjebjab b ok Je)eli|os P |E (2] b | (uefiopue pauayu)
B|Rlet=t= 1 RR [=H(8 2|5k = Pl a0 7




¢paliluapl usaq ‘038 's}s00 SO $3Sd| uo Joedwi ayl seH 0O
sa/nsealwiajunoy) pue ‘saijijigelaujnA
e84y |dD jo Arewwing :L-0°G 9|qel D

‘8SILWoJdWoD JO SYSII ajebijiw

0] p8Jo8|8s salnseauwliajunod Aue Ajipuspi osjy ‘mojeq

[ -0°G 8|qe ] ul sjusuoduwlod/suoilouny [eoiLo pue |49
0] SaljljigelauinA pue sjealy) paijijuapl Aue azewwing

sanseauWliajuno)
pue ‘saiijiqesauinA ‘syeadyl 0°’s 0

juswiuleIsng 10} S,
ﬂmm._mﬂ:_u_ommm‘_e.n_n_n_



uswabeuey

ysiy urey) Alddng 14 ¥l '6'89‘C  OSV UM SO J8Inoy 09s1)
INYDS ‘eoueinssy alem)yos pied
:AjIndag uonedIuNWWoY € vl ‘6 '8°C aull-gnH 11 dLIN 1a8a1Q!l

2oInep uondAioua
VSN ‘Wuswabeuey

3Siy uley) Alddng 2 vl ‘62 alempieH uondAioug
aouBINSSY

Jaddng ‘uoneinbiyuoo uonelnbiyuon

J0 abelo)s aindag L Sl ‘vl ‘6°L Anoag/weisAg
Juswabeuey ysiy ureyd

Alddng ‘3SS Jedwe | -uy 'l Gl-€L‘L'S'Y wyyoBly

(8/dwes) (pajepuell) seinseauliajunoy)
pue ‘sapjjiqesauinp ‘jeaiy] |4040 Alewwns :1-0°G 8jqel




¢,919 1502
S0 ‘S3Sd| uo joedwl 8y} pajen|eAs pue JusWUOIIAUS
YOS uauNd 8y} passasse weiboud sy seH -

"Ul9ouo0d
pue }sa.1a]lul JO ease Bbuimo.b pue BuIiA|OAd
ue si Jusawabeuepy ysiy uieyn Alddng O
'D8SS8SSe Udaq Sey jey] (4aiddns jeiusajod
10) J8ijddns jusuodwod [edi]lid §oea Jusindop ‘SjuduisSassy
1ealy | ureyn Ajdadns ayj 104 g suojss|iN Aq eaisusya.iduiod

8q pinoys 8jqel Siy| "L-1’G 9|qe Ul SJUBWINIOp
8Salj] 8oU818J8. ‘DOAIBo8. ik Sjonpo.d Jea.y)] Sy :suoijeloedxy <

S80UB18J8Y 1oNpPoid 1ediy] :L-1'G 8|qe|
sjealy] 'L°G O




92IAM9S A1uN2ag asuajeq 1,002 9e4 n

901098 AINoag asuajeq 900Z 1900 n
Aousby sousbijjsu] asusjeQ 6002 41dv 10S/SL
Kousby sousbi||eju| asusseq 6002 1dy 10S/SL
Kouaby aouabij@iu| asusjeq 1,00z uer S
AKouaby aouabijjaiu| asusjaqg 9002 JeiN SN

sweilbold
Ssossy |e10adg 1o} 90IAI8G 200z uep SN
921MI9g 9ouab|[B)ULBIUN0D 002 9o4 n
Kouaby aouabij@iu| asusjeq 2002 %292a SN
suonebnseAu| [e10ads Jo 81O £00Z 98d S
suonebnsaAu| [e109dg Jo 22O DH zooz Ine S

(o[0ties (PorepUet) sooteiojoy jonpoid Jeorql - I-F G orqeL




O]9 ‘swea) pal ‘a|npayos a|oAD JuswISSasse-al paliuap| .
c[1oneapua deayd e jou] ajewi}sa 1s09 SRO aUl
ul papnjoul Judwissasse-al AlljiqelJaujnA ayl s| O
cpajebiiw aq saljijiqeiauinA payiuspl [jim MOH -
£ PBSS8SSke-a.1 8q SailjiqelaulnA [[IM UBYO MOH -

'c’| uonoeg
ul 8/ge} ayj ui uosiad ajqisuodsa. ayj spnjoul ;Aousnba.j
jeym yum pue ‘siy) buiop 1oj 8jqisuodsal Si Oypp -

/ sjusuodwod pue suonouny [B21LI2-UOISSIW PUB |4
ay] 0] (JuswiuolIAuS Juswdo|ansp 8y] ul pue |aAS8[-WB]SAS
yloq) sanijigesauina mau Ajpuspi weiboid ayj [|IM MOH

sanjjiqeiadinA ‘¢ O




0]O S9)jewi]sd }S09D
SR O Ul papn|aul {3Sd| @1emuos ay} Jo Jed se
passaJippe sanbiuyosa) aosueinssy aiempjos
a1y 9]9A2-9}1] s,wd)sAs ay] sso.uoe uoijoajoad
ssaJppe buiuue|d uonejuswajdwi ssoq 0O
'SOUO0 yaiym urejdxs ‘senbiuyos] aoueinssy a1emjos
buisn J1 ‘seuo yoiym aqriosep ‘Ajdde seonoeid
A8y WHOS J :olj108ds ag ‘Sjusuodwod pue suolouny

[BOI1ID puB |40 108)0.d 0] pesn ainseaullajunod
yora JO uoneluswa|dwl ay) 8qLiasap Ajjouioons .

so/nseaW.idjuno) ¢°G O

JuswiuIelSNS 10} £,
ﬂmm._mE:owmm‘_e.n_n_n_ a



¢ AOAIBM
9y} 0] anp Ss)sii 10 s}oeduwl Juswuie}sns aiayj
aJe :juawuielsns ul 4O S1 oym—mainal
aipol1ad aiinbaa Janiem ayj) seop ‘ueld
1V 9y} UO PI00I/MdIA3I }jels 10 INSd @24l PId O
‘Xipuaddy ue se jwqgns
‘padojensp useq sey Jonlep) ueld |V 10 ueld [V ue | «
A4
10J Juaby eAljnoex3 pue peg| | v Jusuodwon) ay) yum
buibebus 1oj sue|d epnjou| ¢;psejejdwoo aq ueld |V

ay] [Im usyp ¢cueld | v ue buidojersp o) ejqisuodsa.
SI oym pue sjuswalinba. | Alnuspl [jIm OYpL

(Ly) 19dwej-nuy *L'¢'G D

juswuie}snsg 1oy




{(¢,{INSd ‘bu3z 1sng/bug sAg) Jusawulelsns

ul uos.ad 10 9213}0 9|qiIsuodsal

9y} sI oym :sjoeduwil }s0d S0 949y} aJe
‘s3Sd| 1oeduwi sainseawajunod op MOoH O

'SWB)SAS

Jaulied 1o 10joeljuod SS0Ior pajjiuisurily/papuey

a.e Aay] se sjusuoduwiod pue suoiouny [BaILI pue |49

1098j0.d 0) paiidde aq os|e ued sjoJjuo? v/| ‘palinboe

buleq wejsAs ay) uo Ajjeauioads vy buipuaswaiduwi

10J ueld ay] sjuswnoop Absjesls v uollsinboy

oy | ‘sjusuodwod pue suoljouny [ealjlo pue n\%\o

]SOy 10 urejuoo Aeuw jey) swajsAs uoijew.iopul pjoddns

Aue pue palinboe buiaq wajsAs ayj 1oJ JUN02oE
p/noys buiuue|d seinseawlia)unos y| :uonejoadxy

(v1) @oueinssy uoneuwiojul -2-€¢ 0

juswiuleIsng 10) SR
}S219)U] JO Sealy ddd HEEel

¥
&




¢, 019 ‘Apeas suoinjeziueb.o
aiueb.io aJe {s10)19e4]U0d ddd 10} 9@92e|d ul
S]10BJU0D 3l (S9lewIlsd 1S0I SR 349y} aJe
‘paljIjudpI sjudwaiinbal agueInssy a.em}pos
pue ysaijal yaal S10I aJe ‘ue|d uollisue.)
e 949y} SI—luawuielsns ul sailjigisuodsal
aouelnssy aiemyos sey oy 0O

¢/ Pdl1eA/pa)se] pue pajosjoid aq (ureyo Ajddns

oY) Ul paling $82.nos wo.j aiemjjos “‘e°1) ealbipad
umouxun Jo 81em)Jos pue a1emyos S 109 |/IM MOH

£, 80UBINSSY 81eM)J0S 10) 8|qISuodsal SI OUAM
aouRINSSYy 81eMYoS ‘£°€°6 O

juswiuielsng Jo) £,
1S9I91U] JO Sealy ddd st



‘paynuapl (WHOS) Hoddng Ajddns 03 sjoeduwi
aJe ‘pajepdn aq sjuswissasse jealy] |[IMm Usaym ‘juawuielsns
ul Juswabeuew Yysui uteyd Ajddns 1oy sjqisuodsals st oy 0O
¢/ pdlsenba.
8Qq SJUBWISSASSe Jealy] [Im usypa ¢ Aljiqisuodsal Siyj
sey oyp) “seainoe.ud Juswelnoold pue QuswiuolAue
juswidojanep ‘ubisap wojsAs aousn|jul 0] pasn
aq [/IM SJusWISSasse Jea.ly] ureyd Aiddns moy urejdxg

¢/ sjusuodwoo pue suoiouny [ednld pue |49
0] SYsiI ureyo Alddns ebeuew weibo.id ayj [[IM MO -

juawabeueyy ¥siy ureyn Aiddns g6 0

juswiulelsng Joj £
}SaJ9}u] JO sealy ddd -k

,\.vf....,‘



‘suoljelapIsuod |y

‘aoe|d ul sainpasoud @ sassasoid NHIOS a4k
{(3Sd]) siuawd|g 1oddnsg 1onpoad paresbajul
uo sjoeduwi aj9A9 aj1] @19y} aJe {dSIH1

3y} ul papnjoul sJISY/Apunoy paysni} aly O

¢, S8J2INIBS pa)k|al 1INalIo pajelbejul jo sieliddns
pa8]SN.] PajIpa.Idoe JO 8sSn axew weibo.id ay] [JIM MO

Juonealiqgey pajsnu) alinbal SHISY Aue [lIM -
sJ49]|ddng pajsni] 'y g6 O

juswuie}snsg 1oy




&919 :dSO1
9} Ul papnjoul }i si mmmmn__ uo wuumo_E_ 9]
Jeym jjusawuielsns ul uonjuanaad 1195191unod
abeueuw [[IM Oym {SJUBWDID LY 949yl 31y D
¢/ ooueuajuiep
pue suoneisadp buLnp uoiLesul 118418)junoo
1O XS 8y} ayebiiw weiboid sy} [jim moH ¢ 8oe|d
Ul aq [lIm sainseal uonuaaid }18,19]unod Jeyp) -«

UOIJUBABId 118J191UN0) Z2'¥'S°6 D

Juswiuielsng 10} g,
}S9.49]U] JO sedaly ddd ,..“

O



¢(Bu3 1sng) s3sd| uo joedwi ay} si jeym
‘uswiuielsns burinp ajgisuodsaa st oy 0O
/. passalppe
oq suonelapisuod ubisap A111noss WojSAS [iIm

MOH ‘ue|d bulisauibug sws)sAS ayj pue bulieauibus
A)uNoas we)sAs usemjeq abeyull ay) 8qliose(] -

¢ burisauibus A)1unoas wWojsAs 1o) 8jqisuodsal SI oUpN -
burieauibug A111n2es wWolsAS 66 D

juswiuie}sng 10j £
#mm._mﬂ:_u_ommm‘_e.n_n_n_




A1uNo8s [eLisnpu|
‘A11u1N08S [BUUOSIBH fuonBIISIUILLPY WBISAS 81n28s
‘(Juswiuolinug Juswdojenra(g) eoueinssy uoljewojul
‘bulurel | uonosjoid |49 ‘weiboid jsiA ublelo
'03SdO ‘(Juswuouiruz juswdojarsg) DISWOD -
;juswiulelsns
ul [043U09,4ybiISIaA0 SI MOY {S3SdI
UO SaJnSeaw.dlunod aLdudb Jo Joedw| O

sjusuodwoo

pue suoiouny [eainlo pue |49 jo uonosjoid

ay] 0] 8)nqLIIuoo pue m\mccomkmq\mms\.amk\:o.cm:t&E

wesbo.d |je o] Aldde opyjim jey) 8oeld ul saijinoe
A1UN28S 10 S8insealllajunog ollsusb azuewiwng

so/nseaWwliajuno) |jeilauakr) ‘9°¢°¢ O

JusWUeISNS JO) S
1S9491U] JO Sealy ddd HE-




:jusawuielsns ul 4HdO
s1 oym {judwuielsns ul a|qedijdde/iano paniied sjuswaalbe aay 0O

"SJUBWILLILLIOD
A8y 8y} Jo uondlIosep e yiim 8|qej [euolippe
ue Ul Wwayj o] uil 1o aadusaisjel ‘paubis usaq erey
sjuswsaibe Jejiwis J8yjio 1o ‘(NOW) bulpueisispun
Jo epueiowsi\ ‘(VYOW) luswasiby Jo epureiowsy)

‘SjusLlIvabYy 8oUBjSISSY [BoIUY2d [ J| :UuoleloadXT

sjuawnooq
pue sue|d pajelay-A111ndas walsAs 1aylo ‘09 D

juswiuie}sns .o}




%mmsn_mwm%:mo-ms
i9}je pawweiboid pue pauue| uipunj si
;juswiuielsns ul Hdo 9yl sl oym juswuielsns
Olul J9A0 Alled jeyl sysi pajebiliwun
10 suoljoe :o_wmm_u_E 9yl ale Jeyp\ O
‘S)SII UOIJO8]0.
weiboid doj ayj Joj ueid uonebijiw pue eqno XSl € 8pnjou| -

2SSl
pajebijiwuun Aue aJay) a4y "uoljejuswis|dull 8inseauwi8)unod
Jaye asiwolduwod Jusuodwoo pue uoljouny [eaijld pue

149 JO S¥su jenpisa. buiAiusapi o) yoroidde ay] SSnosi(] -

‘uswebeurew
)su weibold [jeieno yum paejeibsjul aq [im (1eoiuyos]
‘8INpaYos ‘1S02) S)SII U0I}08]0I4 Weiboild Moy 8qlioss(] -

S)SIY4 UO0I198]0.14 weliboid 0/ O

juswuie}snsg 1oy




¢, 919 ‘Juawuielsns ul
HdO S! oym is3Sd| uo 1oeduwl ipajusawindop
aJ19ym—ijo41uo9d buriinbai suoijeinbijuod

Jualayip aiay} ale ((YSS19) SN
BIA sjudwdalbe Ajddns aaneladood altayl aly O

‘WBJSAS 8] JO Sajes
10 Juswdojansp aAljeladooo ubialoj ‘umouy 1o ‘Ioj

sue|d Aue pue saijinnoe jeuoljeulsiul Aue azLewwng .
juawanjoauj ubraio4 08 0

juswiuie}sns 1o} 4




¢9seyd S0 buunp
pue )-S\l 191k 10} pawwelboud pue pauue|d

spunj a1e .39| ‘dJS ‘I0d ul 1s02 SO ue se
Pa199|}94 8saY] aJe ‘91942 19s JI fjuswulelsns
0} ul Jano Auied jeys sbuipuly uonosadsuijsipne
uado Aue aiayj aJe juswuielsns

0} ul Jano0 Alied suoinoadsui/siipne Jeyp\ 0O

¢ SIY} 10J 8jqisuodsa.
SI OYM ¢ padalojus 8q sjuswialinba. A111ndas 10joeijuod
[IM MOH “suoljoadsul/slipne Ajindas Jo buiwi) 8y) azuewwnsg <

suonoadsul/supny ‘L6 -

ddd Jo uonejluawajduf
pue Juswabeueyp) 10J S8SS890.1d 06 D

ﬂmm._mE:owmm‘_e.n_n_n_



pauueld 1o
passaippe sapelbdn 10 suoinesiipow aJe ‘aseyd
SR 9y} OlUl pue H-S|\I J91e piem.o) paLiIed
S9NSSI pue S)siJd ‘sbuipul} MaIA3I dJe MOH D
¢ SMBINB] 8SBY]
10J pasn 8q [/IM BLI8)110 JIXx8/A1jud U0I108]0.4 weiboid 1eyi) <

¢ SIY] 10J 8jqisuodsal SI OUAA (018 ‘Slipne uoneinbijuod
[BaIsAyd/ieuonouny ‘smainay [eaiuyos | bulisauibug swslsAS
ul passalppe aq Ssjuaswalinba.l A}11noss wWa)SAs |jIm MoH <

smainey [eaiuyos | /buliesulbuy ‘g6 -

ddd Jo uonejluawajduf
pue Juswabeueyp) 10J S8SS890.1d 06 D

juswuie}snsg 1oy




¢, 019 ‘9|qisuodsal

S| oym pue (3104) Juswuieisns

ui pauue|d si jeyl builsa) Aue a1ayj si1 ‘oseuyd

S0 9yl O1uUl pue H-SI\ J91e piemio) Alied
0] $s92%0.4d ay) si jeym ‘sbuipui} 1s9} 104 O

'SJUBLINOOP 3% | Ul UOISSNISIP JUBAS|8. O] YUl <

2SIyl 10 8jqisuodsa. si oyp) Abajel)s
uolBnNeAs pue 1saj [[eleAo ay) ojul busae) sjuswalinba.
A1uno8s wojsAs ajeibajul |im weiboid ay) moy uiejdxg <«

uonepilep pue UONBOHIIOA "£°6 -

ddd Jo uonejluawajduf
pue Juswabeueyp) 10J S8SS890.1d 06 D

juswiuielsng 1o} e
Isa13iul Jo sealV ddd



‘(¢ bu3g 1sng) JUBwWUIRISNS
ul HdO 9y3 S oym :‘arenbape uoleiusawnaop 4SH1Ss| O

‘abenbue| (dSO7)
ue|d uswuie)sng 8oA28j)17 JueAsjal a8yl 0] Yui]

2SIyl 10J 8|qisuodsa.
SI OYAA Zludwiuie)sns ul pebeuelw 8q SUOIIBIapISUOD
pue sjuaswalinba.l uoijoe)o.d weiboid [JIM MO

juaswiuielsns ‘tv'e o

ddd Jo uonejluawajduf
pue Juswabeueyp) 10J S8SS890.1d 06 D

JUSWIUIEISNS 10} =
1S3aJ9)u] JO sealy ddd -

&



‘uaye)] aJam
SUOI}oe 9AI}991109 JeyMm pue sjuand Aue uaaq
949y} 9AeRY ‘judwuielsns ayj} ui yojdxa ureyd
Ajddns 10 asiwoidwo9 |d) 10} sainpadoud
1o/pue ue|d ayj si a1aym pue Hdo 3yl st oy 0O
Jiojdxa ureyn Ajddng e 1o Juene Jedwe |

-IJUY Ue S8)njIiIsuod Jeym aulja( ¢S1ndo0 auo JiI paljijou
SI oy ¢lojdxe 1o asiwoldwod e sajnjijsuod jeyi -

‘Jiojdxa ureyo Ajddns e 1o asiwoidwod |49
e 0] buipuodsa. o) ainpsooid/ueld ay] azLuewiwing

sasiwo.idwo)
buijioday pue buiiojiuoly 104 S8sS820.1d ‘001 D

JUSWUIRISNS 10} S,
1S949]U] JO Sealy ddd =)



:2ieme NS @U1 S pue s1s09
9SO0U] 2J9M JeyMm S Olul pudlxd Sajewl}sd
1S09 dHS buiwuiojul sjusawalinbaa pig O

2 S1oB1ju0D pue j8bpng

sweiboud ayj ur papnjoul pue pajeull}se aJe Sjsoo

uolosjold weiboid ainsus o] Ajljiqisuodsal ayj sey

oy ‘18bpnq weiboid pue 4HS 8yj Ul 10) pajunoodre
8Qq 0] 8Je S]S09 U0Ij08)0.14 Wweiboid alaym a8)eaipu|

S]1S0) U0I1198]0.1d weiboid 0Ll D

&P T N
3y ot ..,n. 7
77 &v. =200

jusuwiuielsng .10j
1S9.19]1U] JO Sedly ddd ‘,. )

O




‘juswiuielsns

® suoljetado 10} sjuswalinbal 4|98

919y} dJe {SRO apn|doul pue 4dHS 10} papn|dul
S1S09 19])S0.J SS329k pue NOJSIN SS99%d aily D

21800 18]S0.

ay] JO |aurUBUIBLI pUB JUBWAOIBASBP [lIM yonuw Moy ‘pasn
aq [IM SJuBWINJISUI JBJILUIS J8Y]O 1O SI8]S0J SS820e pajilll] j| <

Juolosejoid |40 104 Ajjeaijioads
uoIjoNJ)ISUOD 8dinbal saljlioe) 81n28s 18ylo 10 SHIDS [IIM <
[lenuepy BuneladO weiboid A11unoag |elsnpu

|leuoneN]/ ‘S1S09 WOJLSIN [eWIou pasoxa jey] uoijos]oid
welboid Yjim pajeioosse S1S0o A1inoses ay) 8jewli)jsg/a)eolpul <

$1S00 A1inoas "L 'L |
S]1S0) U0I1198]0.1d weiboid 0Ll D

jusuwiuielsng .10j

Yy \l
m,l; - ¢




¢, 910 isieal 1no pue NOd Ul
s1s09 Buiwwelboad pue Huiuue|d ai1ay) aJie (d1eWIISS 1SO0I SRO
2 dOS ‘I0d 9yl Wiojul eyl SIUBWD|D 91a4ISIP 9S3AY] dJe ‘aseyd
S0 9yl Ul s1s09 uonsaloid weisboud pauuejd ayy ase jeypn o
S]1S09) U0IJ08)0.4
bunsauibug swajsAS pue uollsinboy 1 1-g L L 8|qe] -

S]S0H
u0I198)0.4 bulisauibug swalsAS pue uolsinbay gL -«

S]1S0) U0I1198]0.1d weiboid 0Ll D

Juswiuielsng 10} S5
1S3aJ9)u] JO sealy ddd -

&



Appendix C:
A Framework for Understanding Trustworthy
Suppliers, Brian Cohen

68



IDA

26 February 2015

IDA Non-Standard
NS D-5422
Log: H 15-000085/1
Copy
INSTITUTE FOR DEFENSE
ANALYSES

4850 Mark Center Drive
Alexandria, Virginia 22311-1882

INSTITUTE FOR DEFENSE ANALYSES

A Framework for Understanding
Trustworthy Suppliers

Brian S. Cohen

69



I\

The Institute for Defense Analyses is a non-profit corporation that operates

three federally funded research and development centers to provide objective
analyses of national security issues, particularly those requiring scientific and
L

technical expertise, and conduct related research on other national challenges.

About This Publication

This work was conducted by the Institute for Defense Analyses (IDA) under contract HQ0034-
14-D-0001, Task DD-5-2635, “Trusted Microelectronics,” for Defense Microelectronics
Activity. The views, opinions, and findings should not be construed as representing the official
position of either the Department of Defense or the sponsoring organization.

Copyright Notice

© 2015 Institute for Defense Analyses
4850 Mark Center Drive, Alexandria, Virginia 22311-1882 « (703) 845-2000.

Acknowledgments
Huan Lin Zhang, Vashisht Sharma, Daniel J. Radack

This material may be reproduced by or for the U.S. Government pursuant to the
copyright license under the clause at DFARS 252.227-7013 (a)(16) [Jun 2013].

70



G10zZ ‘9z Aenigae

7899-G18-€0.L
‘usyo) ueug

SMBIA JUBWUJIBA0D
Aue juasaidal Jou sSB0p pue YJom |[ealuyoa) bulobuo sjuasaidal |eldlew siy |

9|9A29417 9y} 3noybnoay |
sJa1lddng Ayjaomisnu |
Buipuejsiapun 10} jlomaweld y

2881-11E£ZZ BIUIBIIA ‘elpUBX8|Y « BALIQ J8IUSD YIEeN 058Y
sasA|euy asuaja( 10} ajn3Isuj vdal


mailto:bcohen@ida.org

610z ‘9z Aseniged
SYSu A)unoss
BZIWIUIW 10 }OBI9JUNOID ‘DIOAE 0] S8INSeauWlIsjunod 1o spienbajes ale Sjouoy)

A3o3es AI1INdo S

Arrend

.SSauIylJoMIsnl |, 0] 81ngIiuUod spiepuels
pue sadloeud Juaialip Moy puelsiapun pue aAljoadsiad A)ajes pue
‘Alunoas ‘Ajljenb e wiol) Ssaulyliomisna | Jo) Jlomawel{ e dojoAs(q =

ssaulyuomisn |
1onpoud pue Jaiiddns yjm pajeioosse S|0uod [essusb dojaAs(q =
ssaulyuomisnl) 1onpoad pue Jalddns buiquosap jo Aem e dojans( =
S)IaLI8lUN0) pue Juswabeue) ysiy uiey) Alddng o) sjqeolddy =
pajejal si Alunoas uleyo Ajddns moy pue Ajajes
pue Aljenp waisAg yum sajelbalul Allinoag walsAS moy asulwexy =

saAoalgo pue adoog s.wea] YAl



G10¢ ‘9¢ Aseniga

Juswalinbal jey) ansiyoe ybiw jeyj sjoljuod ajelidoidde josjes 0} sieAnq sjqeus usyj pue
ssaulypomsniy aijddns pue jonpo.d Jo [aA8] papasu 8y} JO UOIIUIJBP & 8]jqeud 0} SI [BoL)

uleyo Ajddns ayj ul ssaulypuomisna) 0} 8ngLuo9 jey) seingue ay) pue saonoeld uoneoslyljenb
Jus.InNd 8y} puelsiapun 0}  sjuswalinbal uonesiijenb, JO X8JU00 8y} Ul Juomawel} e dojoAeqg =
aAnoadsiad Ajajes pue Ajunoas ‘Ajijenb e wouy sialddns
JO uonesljijenb ay} Joj sayoeoldde jJualind suoneziueblo pue spiepuels MalAal pue Ajquap| =

SSaulyloMisni| aAalyoe
0] pazI|iin 8q ued jey] SpJepuels pue saodloeld JUsdInd JO JUBWISSOSSY Ue WIOHUDd =
9SUSS 9)ew S|0J1U0d Ydiym no ainbi{ =
Ssaulyuomisnl ],
1onpoud aAsiyoe 0] sAem Jualayip Bulpuelsiapun jJo Aem olisuab uowwos e Jussaidal
1ey] s|o0juo9 Buiqluosap 0} yoeoidde aalsuayaidwod pue paziuebio ue Ajjusp| =

A)UN28S UOISSIW JO Wo)SAS asiwoldwod pjnom
jeyj .sanijiqeiaujna, wodj aalj si jonpoid e isyjaym buimouy 1oj SISeq e SI SSaulyLIoMISn. |

sJollddng Ayuomisni| uo puadep sjonpold Ayuomisnl] =
$S920NG UOISSI|\| pue aduewlouad WalsAg
Jo sjoadse Ajunoas joedwi Aew (. sanljigelsunA,) ssauyeam A11uNoas Jusuodwod Moy Uo paseg =

swiia) pue s)deouoo pajejal pue Sssaulylomisnl |, o) uoniuyeq dojpasq =

yoeouddy jeniu | val



G10¢ ‘9¢ Aseniga

uoljew.Joul [eljuspIuOD
Jawo)sno |eanal pue mouy Aew Jalddns jusuodwo) =

anssI Aj1un2as wa)sAs e sajeald jey)
ABojouyoa) 1o uoljewuoul uieyjuod Aew J|asii yjusuodwo) =

(smej) uoneolyoads/ubisap)
S]09J8p |eUOI}OUN} SUIBJUOD JUBUOdWO?)) =

splezey Allunoas ale sainjes) Jusuodwod papusiu| =
aoueuaAold (umouyun 10) paljisie) sey Jusuodwo)) =
uoineolioads ay) ul 8soy) puoAaq suoljoun) SWIOLSd =
Alddns 0] sse20e JO SSOT =

sj08jep ainjes} Allunoss Jusuodwo) =

suoljouny paljoads wliolad 0] paldinbal
uey Alljiqisin/ssadoe Jajealb apinolad jey) suod jndino jndu| =

S|auueyo uoledliunwwod slelidoiddeu| =
aln|iej ainjewald wopuel UoU JO/pue WIoHUN UON =

saljljiqesau|nA Jusauodwo)  vdl



G10¢ ‘9¢ Aseniga

yiomauwe.l
3y} 1o} uoljepunoy e se payyuapl sem siyl - o £5-008 dS ‘191-008 S LSIN =
2’6 Hedgng yy4 =
0l ®}L JO 6LEZ UOHODS =
9818 GL0Z VWVAN =
oloL vaal =
8/19 dYV ‘'96¥9SV ‘V/1L9SV (Weid)LL1L9SY ‘€GGSSY —619/aVS =
9€0/Z O31/0S| =
Sdl1-O dnol uadQ =
229/-dI1SIN =
0006 OSI =
welbold uoneouenp jonguisigq YA =
}sI7 J491ddng panoiddy 1dM/VSYN =
(dD) 1817 syonpold payiend viq =
(TND) IsI7 ssainjoeynuel payiend viaq =
(3s17 sJo1jddng Buisa] paylienp) welboid 1S1O =
(@71SO) sioinquisiq Joy isi sielddng payilenp v1q =
sJolddng paysni| V3NQ =

wCO_“_.m_smwN_ pue sadljoeld ‘spiepuels jualing  vdl



PUE “SSMIAOY PRI 0O 21 ‘SRS asuapa 2 (qod DIO) Asuyaq 3o juamredaq o Jo
[e33025) J0jo2dsU] 31} 0 39FIQ I “SPUERTO) JULIEqUIC) 3} RIS FWO[ 3 PUE (SILD) FeIS
JO IR JUOf S JO WELLITEY) S JO DO S “sywstmnreda(] A 3 “aso (1)

-0y sarjdde monannsw sy e

AITTIEVITddY T

“(sg]) SUI)sAs TOTETIONTT J0 TIOTI3TIN0
PUE UONEZIIONHIE I} 10] “SIDTIFE [EINPAT IO PUE (Jo(] UM PUE ‘(JO(] UTIA SIOEJTIE
PUE SUOISII2P TONEZLIOMNE Jo 20ueldaooe [exoxdnal a1 Jof 20uepms [empadord sapaolg 2

*11 o Suareoar pue fmioydap siuauodmo)) (o Fuotre
PUE T22/13q SIOEJTLIE JO 3STI2] PUE TONEJISIINIOp GONEZUOINE JO AJIQISIA SI0a5 P

OVL AR 20 st (9 1) dnosn £I0s1ApY [EIAPRL J¥ IV A SAYEUBISPRY 2

() yEnomy (8) s20U21a720] M 0TEPIOIVE W T T (JO(T O} J51F AJUNIISIqAD 2[4
-aq] 313 safewe pue (IO V) $52001d GONENPIIY PUE TONEITINR)) 0TEISSY UONEIOFU]
qoq 2 s20e]dal JWR] 2L "IN 29 SUTTEIUTEW PUE SUNNAX2 Jof samIiqisuodsas
Sums1sse pue “Lorjod ALmdes1aqAd pajeroosse SUTSTQE)ss ‘(A 1., SE UONINNSTE ST
W 0} parijal) I goq JoF NN 2 Sumstiqe)se Aq (7) qenony (3) seouemRgay suewaidn q

((q) 20u2rg=d) 20 HH1S (QQOQ) 2402207 (O U1 AUORNE 343 gia
20mwEpIoa2E T ((E) 20u2rajay) 1070158 (IQoQ) nonongsuy (Jo(] SIUreul PUE SINSSIY B

-nomonnsul Sy, IS0 T

1 2MSO[IU 225 [SA0UAIIY
(1) £S0[0Ug23 I BOREWIoFu] (OCT J0F (AT OMIUEL] JURFEUE ST LOAIINS

O ded
—

FIOT TT U
1070158 IFINON

NOILDNYISNI
asuaJa(J Jo Juaumreda(g

yoeouaddy yiomawel4 ssauiyyiomisnil  vdAl

G10¢ ‘9¢ Aseniga

apinb Y mau ay)
UlIM S1Iole asay) aziuowiey 0}
apIinb ay] a)en|eAs ||IM Wea| =

panssi ag 0] Jnoge aping
(INY) 1uswabeue|y sy MaN

191
-008 UO pase( Sl JyJomawel

ssaulylomisni] ay| =
191-008-dS 1SIN S NHOS 0}
€G-008-dS paldepe sey ] SIN

€G-008-dS 1SIN Ul paqliosap
Se s|ojuod | SIN sAoldwg =

vi/cL/e penss!l 100168 1d0Ad =

18gAn 10}
ylomawel Juswabeue| sy
B Uo pased s! yoeoudde s, qOQ



@sswwo jo wewpndag 50
ABojouyda) pup spiopupys
4O 34nyysu| [DuolDN

1SIN

[IIE-008°dS LSIN/AZ09 DL/ 0P Xp/-ang

JALLVLLINI NOLLVINHOASNYHL
32404 MSVL INIOr

oeouddy afohn ey Aunoses v

mewwhw uoljewliojuj |eisp=4
0] jiomaleld “_.Cmem-w—._WS_
sy 8y} buiA|ddy 1oy sping

| uoisinay
££-008 uonealiqnd [e1dadg LSIN

1126-008 45 L SINGZ00"01 v iop xpyrdiy “way sfieya jo 33y ajqeene S| uogeangnd sl

G10¢ ‘9¢ Aseniga

yoeo.uddy
81940 8417 AJN28S v
:SWB)SAS uonew.iojul
[elopo- 0] yiomauwiel-
Juswsbeuepy 3SIy

ayj] buiAiddy 4oj aping) =

| UoIsIAay ‘,€-008 uoniealiqnd |erdads ISIN | VAl



G10¢ ‘9¢ Aseniga

Aubaju| uonewloju] pue WalsAS =
U0I}08]0.d uoljediunwwo)) pue WalsAs =
JUSLUSSOSSY YSIY =

9O0UBUBAOIH =

Allunoag |auuosiad =

uoljISINboy S82IAI8S pue WolSAS
Juswabeue\ welbold =

Buiuue|ld =

UoI}08)01d BIPSI\ =

aoueuauiel\ =

asuodsay juspiou| =

Buiuue|d Aousabunuo) =

Juswabeuel uoneinblyuo) =
uoljeZIIOYINY pue JUswssassy AlN0aS =
AJlligejunoooy pue Jipny =

Bululel] pue ssouslemy =

|0JJUOD) SSB20Y =

Saljled sjojuo L91-008 S LSIN | VAl



Buieys uoewloyul pue Buuojuow doueUSIUBH
aoueuajUeW APWI|

|[puuosltad aoueusjulely

9oUBUSUIBW [2I0[UON

S|00} 8oUBUBJUIBI

9aouBUBUIBW PB||0U0D

salnpaooud pue Aoljod aoueusiulew wWaisAg

aoueuauIe

asuodsal abejjids uonew.oyu|

Bunodas uspiou|

Bupuey juspiou

saunpaooud pue Aojjod asuodsal juspiou|

asuodsay juapiou|

S9OIAJ9S SUOIIBDIUNWWODDS |
ays Buissaooid ajeuls)y

a)is abelo)s ajeusa)y

ueld Aouabunuon

salnpaoold pue Aoijod Buuueld Aousbunuon

Buiuue|d Aouabunuon

2J/eM}yos paj[ejsul-Jasn
(suonouysas abesn alemyos)

ueld juswabeuew uoneinbyuoD

swa)sAs 0} sjusuodwo)

AJojuanul Jusuodwod walsAs uonewlolu|
Ajljeuonouny jsea

sbues uoneinbyuon

abueyo Jo} suoNoL)Sal SS90y

sisAjeue joedwi Ajunoag

josju0d abueyd uoneinbyuo)

uoljeinByuod auleseqg

salnpaosoid pue Aoljod juswabeuew uopneinbiuo)

juswabeuey uoneinbyuon

(1) sionuo) pue saljiwed Aindag NYIS 10|

Bunoyuow snonupuo)

uonezuoyine Ajunoag

S9UO}S9|ILl PUE UOIJOE JO Ue|d

SUOI}08UUODJBYUI WBISAS

sjuswssasse A)unoag

sainpadold pue ssioljod uoljeZIIoYINE pue JusWSSasse AJINdaSg

G102 ‘9¢ Aseniga

uoljezIIoYINy pue JUBWSSASSY AJINJdS =

Bunipne jeuoneziuebio-ssoi)

2INSO[OSIp uoljewlojul Joy Bulioyuopy
uojessuab ypny

uoneipndal-uoN

Sjuand JIpny

sainpasoid pue Aojjod Ayjigelunodde pue Jpny

Ayqejunosoy pue jipny .

(Buiuresy Ayunoas paseq-aj0y)
salnpasold pue Aoijod Bululely pue ssaualeme Ajndag

Bujulel] pue ssauaiemy =

SUOISIOdP [0JJUOD SSBIY
JusU0D B|qISSadde Ajolgnd

Bueys uonewloyu|

S92IA9p / Sjuauodwod / swialsAg
SWA)SAS UONBWIOJUI [BUJSIXS JO BSN)
S9INOP B|IJOW JO} |0JJUOD SSBIY
SS900B SSORIIM

SS900E 90wy

(ebapinud iseaT)

sannp jo uojeledeg

JUBWIBDIOJUS MOJ} UOLeW.ojU|
JUBWISDIOIUD SSBIDY

Juswabeuew JuNoooY

saJnpaosoud pue Aoijod [04jU0D SS9y

|]OJJUOD SS8IIY L]

vdadl



ol

uojuajes pue Bulpuey uojew.ou] =

AjubBajul uonjewlojul pue ‘eiemullly ‘9Jemyos =

SOAIJOBJIP pue ‘SOLOSIAPE ‘suBle AJuNdag =

Buloyuow we)sAs uonewloju] =

uonelpawal me|4 =

sainpaooud pue Aojjod Ayibsjul uonjewuojul pue WoisAS =
fAubaju] uojewoyu] pue wajsAs

Aunoas suonesadp =

sjpuueyd pueg-jo-iNQ =

abeloys pue Buisseoosd painquisiq =

UON}O2JIPSIW PUE JUSWIEAOUOD) =

AyousboisoloH =

}S3J J8 UOIJBWLIOJU] JO UONOB]0Id =

suoneoldde juspuadapurl-wiopeld =

9poo J|IGON =

Aubsjul pue Ajjenuspiuod UOISSIWISUBI] =

sisoy painbiuod Ajjeuoneziueblo -uou woi4 =

uopnosjold Alepunog  w

uonoajold 99IAIBS JO [elUsq =

$90JN0SaJ PaJeys Ul UOHeW.oU| =

salnpaooud pue Aoijod uonosjoid SUOHREOIUNWWOD pue WRISAS =
U0I1}99}0.d UoljedluNwWwWwo?) pue wajlsAg

JUBWISSOSSE YSIY =

uonezuobaeo Ajundag =

sainpaoold pue Aoljod JUSWISSASSE YSIY =
JUDWISSOSSY YSIY

aoueuanold Joy ajgisuodsal sajos Bunipny =

auleseq e buidojpasp pue aoueuanosd Bupoel] =

salnpaoold pue Aojjod aoueUSAOld =
9oueudaAnOId

Aunoas [puuosiad Aued-piy] =

sjuawaalbe sse0oy =

sainpaooud pue Aojjod AlINoas |ouUUOSIdd =
Aunoag |auuosiad

(2) sionuo9 pue saljiwed Aindag NYIS 10|

sjuauodwod waysAs pauoddnsun

Buiusasios JadojansQg

sjuauodwod [eonod Jo JuswdojeAsp paziwol}snd
Ayonusyine yusuodwo)

uoljo9)ep pue asuelsisal Jadwe |

ubisep pue ainjos)ydJe Ajundas JadojnsQ

. Buiuiesy papinoid-1adojenag
s|00) pue ‘spiepue)s ‘sseooid Juswdojreq

sishleue Ayjeanu)

uonoajold ureyo Alddng

uonenjeas pue bunsa) Alnoas Jadojeaaqg
juswabeuew uoleinbiyuod Jadojreqg

S9OINI9S WBISAS UOlewIoUl [BUISIXT

so|diound Bunssuibus Ayinoag

uo[JejuUSWINIO0P W)SAS UOHEWIOU|

ssao0ud uonisinboy

9[9Ao ay1] Juswdojersp wWa)sAS

$92IN0SAI JO UONeI0||Y

sainpasold pue Aojjod uonisinboe saoinies pue wolsAg

G10¢ ‘9¢ Aseniga

uonisinboy saoiAIag pue WalsAg

welboid sssuateme jealy]

. uoniuyep ssadoud ssauUISNg/UOISSI
$904N0Sal AJINOSS UOIeWIO|

19210 AJUNJSS UONEeWIojuUl JOIUSS

ueld weiboid Ajunoss uonewloju|

. juowabeuey weibold =

ainjoa)yole AJINdas uofew.olu|
ued Anoas weysAs
saJnpaosoud pue Aojjod Buluueld Ajunosg

. Buiuueld =

uoljezijiues e|pajy
uodsuels) eipa|y
salnpaooud pue Aoljod uonosloud eips|y

. uol}09)0id BIPBIN =

vdadl



bl G10¢ ‘9¢ Aseniga

jJInsaJ Aue Juasaidal Jou soop pue JeuoijoN SiI a|qe} SIy |

9D
JUAUBIUDYUD (047102 U] paplaodd aouppin8 pjuswa)ddng (38apanrg 1589)| V JAEDS)
aq 01 siusuodiuios 4of Ajji1qo dfiiea o1 sp.appupis pasvqg-spiopupvis puv djddns ajdujnu
Jo dupiqonvap aunsua oy s4a1jddns apdiznu wof sejduips jusuodutod jsa] pup ma1aad S422UI3Ua oM}
Suiany 40 ‘uwyo (jddns sy ur sjusuodiuiod vo Suip12ap 4of jpuuos.iad jusuiaanao.id ay) wiodf siaypu
SaA uo1s132p 021Uy Suyppipdas apnjou; sajdwwxy uwyd (ddns suoyvziund.io Sulsus sjuzsuodiiod _ s
Jd0f aovd uy a4p suoysajo.d aypnbapp vyl aunsue o1 sdjay saunp fo uonp.pdag “siusuoduiod IV WHOS
adnonasoafin wioy2 qddns 11 puv wiaisds uonvuiiofil yioq o uoyisimbov ayj Suinbad
SUOISII3P L0f PaYys1iqpisa S1 saunp o uonv.wdas aiplidoaddp 1oy} 241SU2 PJROYS UODZIUDS.40 31 | sanun( Jo uonereday
‘(DIppDI2W PAID]2.L
Aup pup pipp jusuodiwos “3°a3) vipp aivlido.iddp (uv 4of pajusius)dus] 40 sa.nsvaL 10112210.4d|
WRWIUIWL D 10 T0Y] 24NSU2 PJROYS SUODZIUDSAO) “Syiomiau 21jqnd Surdviaaa] uaym Ajjoroadsa
‘Burduajoy2 adout Ljay1] s1 421]ddns uasaz pup ‘12piaodd 2210428 [DUAIX3 ‘LOIDAB2IU] Ud]SAS
SJ1 pup UoPDIIUDS.40 2y} uzamjaq molf uoypuLiofin Suissaappo usasmoly a]quadoupiu 3q (o Alvvw
suoyp.2do SuopZIUDZA0 241 UILIIN JOAIUOD MO '2]qIsDaf a4ayfm HoypuLiofil 2yl Jo jo.431100 molf fo SN0 UODULIOfUT B
Juaua3vunud ay sv [Jam sp uonputiofin Jo Suipoajosd 4of (Suds (pudip “3-3) spoyiaut uonddioua Jo uoupivdas [pardoT
‘apduinxa J4of ‘Buipnjoul pajustdjdil] 2q UPI SUISTUDYIAUL SNOLD | MO uoDULIOfil]l 2.4MJoN.01sD.4fid1 / [Po1sAYy g | juswasiofug
upys Addns 1] pup wapsds uoypvuiofin oy fo uoyv.indes 2y} 24MSU3 PJROYS UOYDZIUDS.A0 31 | moj g uoypuLiofiy
"o 1onddng | : 2Io1ya)
Aq)Iom)snay, suopdisaq duIeN [01)U0) RIDS
0) JURAIPY I91-008
dS LSIN

jueAs|ay aie sjoauo) Yaym buikyyuep) | YAl



IDA Mapping Vulnerabilities to Controls

UOoI1BWIOU| |BIIUBPIIUOD
J3WO035NJ |BAARM pue
mouy Aew saiddns juauodwo)

2nss| AJINoas WIsAs B S23189.0
1By} ASojouyoa} 40 uoleLLIOU|
ule3uod Aew §|asi Jusauodwo)

(smeyy
uolleaijioads/ugisap) s1d9)ap
[EUOIIDUNY SUIBIUOD JuaUOdW o)

spaezey A1undas aJe
S21n3ea} Jusuodwod papualy|

@aueuanold (umouyun
10) paijisies sey Juauodw o)

uolleaidads ayy ur asoy}
puoAaq suoj1ouny swJiopad

Alddns o1 ssaaae Jo sso

$109)ap
21n3ea} AJundas juauodw o)

payioads wuiopad 03 padinbal
ueyl AHJIQISIA/SSD208 191BaU3
apinoad 1ey31 spod ndino indu)

sjouueyd
uolledlunwiwod ajeudosddeu)

alnjiey ainlewa.d wopuel
Uou J0/pue WIoHun uoy

- g
o i
b wslo®E £
- O Slc =T
Q = [T ]
oo © = +~
o N S|l g 5§ ¢
w|= € O'G.QO
ol @ S ez
HQ_ED -EENEE
3 (@) “1nlc o c
al— ° maq:ho (o]
| v C ﬁm-.ou': prer}
O|w O ol =V ©
U = clolg — € 5
c|l= ol o|l.2 o
o=z = S| > 905 =2
| = o ol =2 E @ n &
oo w» cl5lxe g o2
L“%EI—'EPBI—E:F
-] =
a8 &8 o|o|le|T a o 5|¢c
oo Q9 9E|S|3 vw'E o2
N € 22| =o€ e = nlZ
= =
-—PH S
To) It M
\ NN
|} LI ) e |
q:l <|:I‘ﬂ:le'tl <tId:l
= = =22 =2
< || x|
| QIQIQ Q9
[} V|| \n | K

This table is Notional and does not represent any result

12

February 26, 2015



IDA Mapping Controls to Standards, Practices and Regulation

7'6 Ledgns yy4

0T 9L JO 6TET UONIRS

9818 STOZ VVAN

0TOT v3adl

"7LT9SY ‘(WeIa) TLTOSY
‘€6SSSY —61D/AVS

9€0£Z 231/0SI

sial|ddns paisnd] yIIAd

Sdl1-0 dnoug uadp

CC9L-YILSIN

0006 OSlI

welgold
uoleallen Jonquisia va

ST
Jaijddng pasosddy 1dr/vSYN

(1d0)
3517 539NpoId paiy|end y1a

(IAD) 351
slainjoejnueln paijlenD yld

{1517 s4anddng
Bunsa) pauliend) wesdold I1S1D

{31SD) s10INquUIsia
104 1817 sda1jddns paijl|end y1d

_ ‘o
b ol B E

- o Slc =T

o | O

bp O + e}

o N S|l g 5§ ¢

= Cc O-—.Qo
v wv
ol @ w U= o=
= (@) slels = c
o|— 0= = 0O o
\-|—€I.Jé 'ng:o" e}
O| w O Nols O o

U = clolg — € 5
c|l= o| |2 o
o|l.=> > Sl E w5 =3
| = o ol =2 E ® o &
oo w E—nﬁuemm
o 7 Y Ll = ol
M| O = === 0 = |1
alg v 0| 0|2|T o 0 5|<
olo Q w33 vk olg
i € 2= e = nlZ

= =
‘—PH S

N o oS M
. NN
|} LI ) e |
q:l <|:I‘ﬂ:l<tl <tId:l
= = =22 =2
o || | oc
| QIQIQ Q9
%] n|n|n V| wn

This table is Notional and does not represent any result

13

February 26, 2015



142 G10¢ ‘9¢ Aseniga

X0(Q|00]} e JO juswdo|ana(] =

HIOM
ay] auljal 0] Allunwwod Japeolq e BUIA|OAU| =

apn[oul suoljoe IXaN =
SHap8UN0) pue NYOS 03 yjog saljdde siy] =

.adeospue],
9] JO M3IA peouq e aAIb [|IM }nsal 8y =

Jaiiddng Ayuomisnig , e aq
0] sueaWw ]I Jeym JO uoien|eAs ]slij pue JyJomawel)
e Jayiebo) bunind si wes) bupjiom ||lewS =

Apnig sJailddng Ayuomisni| =

sdea)s 1xaN | vdl



REPORT DOCUMENTATION PAGE

Form Approved
OMB No. 0704-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching
existing data sources, gathering and maintaining the data needed, and completing and reviewing this collection of information. Send comments regarding this
burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Department of Defense, Washington
Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-
4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a
collection of information if it does not display a currently valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YY) 2. REPORTTYPE 3. DATES COVERED (From — To)
02-26-2015 Non-Standard DF
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER
A Framework for Understanding Trustworthy Suppliers HQ0034-14-D-0001
5b. GRANT NUMBER
5c. PROGRAM ELEMENT NUMBERS
6. AUTHOR(S) 5d. PROJECT NUMBER
Brian S. Cohen DD-5-2635
5e. TASK NUMBER
5f.  WORK UNIT NUMBER
7. PERFORMING ORGANIZATION NAME(S) AND ADDRESSES 8. PERFORMING ORGANIZATION REPORT
. NUMBER
Institute for Defense Analyses NS D-5422
4850 Mark Center Drive H 15-000085/1
Alexandria, VA 22311-1882
9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR’'S/MONITOR'S ACRONYM
Mr. David Pentrack DMEA
Defense Microelectronics Activity 11. SPONSOR'S / MONITOR'S REPORT
4234 54th Street, McClellan, CA 95652-2100 NUMBERG)

12.

DISTRIBUTION / AVAILABILITY STATEMENT

13.

SUPPLEMENTARY NOTES

Project Leader: Brian S. Cohen

14.

Numerous practices and standards have been developed as a means of protecting against the possibility
that counterfeit or altered components may be introduced into systems. This study develops a
framework for viewing those practices and standards against a common set of criteria as a way of
understanding how they are related and what they can achieve if applied.

ABSTRACT

15.

SUBJECT TERMS

Counterfeit, components, altered, standards, practices, framework

17. LIMITATION OF
16. SECURITY CLASSIFICATION OF: ABSTRACT
a. REPORT b. ABSTRACT |c. THIS PAGE - -
- - o Unlimited
Unclassified Unclassified |Unclassified

18. NUMBER
OF PAGES

19a. NAME OF RESPONSIBLE PERSON

Mr. David Pentrack

14

19b. TELEPHONE NUMBER (Include Area
Code)

(916) 231-1576

Standard Form 298 (Rev. 8-98) 8 5
Prescribed by ANSI Std, 239.18



Appendix D: Attendees

John Adams, The Aerospace Corporation

Michael Adams, DLA Land & Maritime - VQC

Christopher Alberts, Software Engineering Institute

Brett Attaway, Synopsys, Inc.

Nicholas Avdellas, LMI Government Consulting

Jennifer Bisceglie, Interos Solutions, Inc.

Brent Bolner, NAVSEA 06L

Thomas Boydston, The Charles Stark Draper Laboratory, Inc.

Jon Boyens, National Institute of Standards and Technology

Theodore Bujewski, OSD/AT&L/Manufacturing and Industrial Policy
Chandra Caldwell, Air Force Office of Special Investigations

Dudley Caswell, IMTI-Integrated Manufacturing Technology Initiative
Mary Chung, Air Force Office of Special Investigations

Brian Cohen, Institute for Defense Analyses

Mark Cornwell, Decisive Analytics Corporation

Douglas Cummings, The Aerospace Corporation

Stephen D'Amour, Air Force Office of Special Investigations

Don Davidson, Trusted Mission Systems & Networks Office of the DoD CIO
Daniel Deisz, Rochester Electronics, LLC.

Karen Dixon-Brugh, Deputy Assistant Secretary of Defense (Sytems Engineering)
Timothy Drumm, The Roosevelt Group

Glen Duke, National Security Agency

Jason Elder, Air Force Office of Special Investigations

Gerald Etzold, Aurora Semiconductor LLC

Tracee Gilbert, Engility

Jim Gobes, Intrinsix

Jason Gorey, Six O'Clock Ops, LLC.

86



John Hallman, MacAulay Brown, Inc.

Russell Haymes, Battelle

Larry House, Battelle

Alan Howard, F-35 Joint Program Office

Walter Jaron, Northrop Grumman

Charles Johnson, Decisive Analytics Corporation

Jon Johnson, Natel Engineering Co Inc.

Scott Jordan, Jazz Semiconductor Trusted Foundry
George Karalias, Rochester Electronics, LLC.

Harry Kellzi, Teledyne Microelectronic Technologies
Suzanne King, Air Force Office of Special Investigations
Ira Lashinsky, Cobham Semiconductor Solutions
Kenneth Lebo, Van Dyke Technology Group

Eric Levy-Myers

Douglas Litten, Leidos

Henry Livingston, BAE Systems E & IS

Michael Lyden, Air Force Office of Special Investigations
Robert MacDowell, Applied DNA Sciences

Matt MacGregor, F-35 DMS Program Manager

Jeff Magee, IBM

Jay Mandelbaum, Institute for Defense Analyses

Daniel Marsh, Plexus Corp.

Greg McCarthy, ON Semiconductor

Janice Meraglia, Applied DNA Sciences

David Meshel, The Aerospace Corporation

Robert Metzger, Rogers Joseph O'Donnell, PC

Jeffrey Miller, Northrop Grumman Electronic Systems
Joseph Misanin, Misanin Technology Ventures, LLC.
Yaw Obeng, National Institute of Standards and Technology



Stewart Ocheltree, BAE Systems

Catherine Ortiz, Defined Business Solutions

Doug Palmer, Booz Allen Hamilton

Gregg Panning, Honeywell Corp

Andrew Parlock, Battelle

Sydney Pope, Deputy Assistant Secretary of Defense (Sytems Engineering)
Jimmy Poplin, Defined Business Solutions

Paul Quirk, National Secure Manufacturing Center
Fred Schipp, Naval Surface Warfare Center Crane
Michael Scott, Jazz Semiconductor, Inc.

Joe Spruill, Lockheed Martin Corporation

Perry Tapp, Kansas City Plant

Peter Wheatley, Trusted Access Program Office
Melinda Woods, Department of Defense-OSD
Carol Woody, Software Engineering Institute
Edwin Yarbrough, Honeywell International

Ghassan Zamat, IBM Corporation

88



	NS D-5422 - A Framework for Understanding Trustworthy Suppliers....pdf



