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The Evolution of DoD SW Acquisition and Measurement

DSB SW
Feb 2018

DIB SWAP
May 2019

7 recommendations
• SW factories
• CID
• Risk reduction, metrics
• Current & legacy programs
• Workforce
• IV&V for machine learning

https://innovation.defense.gov/software/

Defense Innovation Board (DIB)
Software Acquisition and Practices (SWAP)

• 3 Themes
• 4 Lines of Effort
• Top 10 recommendations
• DevSecOps
• Implementation plans

CY18 Q1 CY18 Q2 C18 Q3 CY18 Q4 CY19 Q1 CY19 Q2 CY19 Q3 CY19 Q4

2018 NDAA 
(Sec. 872)

• DIB analyze SW regs

CY17 CY20 Q1

2019 NDAA 
(Sec. 868)

• Implement DSB 
recommendations

Defense Science Board
Design and Acquisition of 

Software for Defense Systems

2020 NDAA 
• Implement DIB 
recommendations

http://www.ndia.org/divisions/systems-
engineering/studies-and-publications

NDIA/INCOSE/PSM
CID WG
Mar 2019

Industry recommendations for
Implementing DSB findings

Aug 2018

National Defense 
Strategy 2018

“Performance at the
speed of relevance”
Streamline rapid, 
iterative approaches

Metrics

DSB
Category:

Category Rank 3 4 5 5 4 1 6 2 1 2 1 3

Overall  Rank 8 14 11 9 6 1 13 10 2 4 3 12

Velocity
Cycle Time

(Control Chart)
Cumulative 

Flow

Time from 
Launch to MVP

(initial lead 
time)

Time to Field 
High Priority 

Functions
(incr lead time)

Time to Fix New 
Security Hole
(patch cycle 

time)

Time from Code 
Commit to Use
(factory cycle 

time)

Time for 
Automate 

Regression Test
(reg test cycle 

time)

Time Required 
to Restore 

Service
(MTTR)

Automated Test 
Coverage of Test 

Specs / Code

# of Bugs 
Caught in Test 

vs. Field
(defect 

containment)

Change Failure 
Rate (rollback)

Usefulness

Least Favorable  (N):

Most Favorable  (1):

Sample Count 53 54 53 52 54 56 53 53 53 55 55 53
Mean 2.30 2.41 2.55 2.30 2.11 1.72 2.73 2.48 1.70 1.83 1.80 2.55

Median 2.00 3.00 3.00 2.00 2.00 1.00 3.00 3.00 2.00 2.00 2.00 3.00
Std Dev.S 1.05 0.99 0.87 0.77 0.87 0.88 0.80 0.76 0.74 0.57 0.87 0.87

Var.S 1.09 0.98 0.76 0.59 0.75 0.78 0.64 0.57 0.55 0.32 0.75 0.76

Effectiveness

Least Favorable  (N):

Most Favorable  (1):

Sample Count 33 33 34 31 35 31 30 31 33 33 30 30
Mean 2.39 2.82 2.94 2.90 2.89 2.61 2.83 2.87 2.45 2.24 2.20 2.93

Median 2.00 3.00 3.00 3.00 3.00 2.00 3.00 3.00 2.00 2.00 2.00 3.00
Std Dev.S 0.90 0.92 0.98 0.98 0.83 1.05 0.91 0.88 1.18 0.97 1.00 1.05

Var.S 0.81 0.84 0.97 0.96 0.69 1.11 0.83 0.78 1.38 0.94 0.99 1.10

Code Quality Metrics
Evaluation and Ranking of DSB Measures Evaluation and Ranking of DIB Measures

Response Rate Deployment Rate Response RateDSB
DIB Industry Surveys (NDIA, INCOSE, PSM)

Hon. Ellen M. Lord
USD (A&S)

Jeff Boleng
Special Ass’t for
SW Acquisition

PSM User Group
CID Workshop

Sep 2019

Draft A&S SW 
Metrics

CID Measurement Framework
PSM/INCOSE/NDIA

Jan 2020

• Information Needs
• Measurable Concepts
• Indicator Specifications
• Guidance

SW Acq Pathway
Interim Policy and Procedures

Jan 2020 Adaptive Acq Framework
Guidance, training

https://aaf.dau.edu/aaf
Jan 2020

SW CID
Measures

…

PSM Continuous Iterative Development (CID) Measurement Framework
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DoD Acquisition Pathways (DoDI 5000.xx)
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Interim Policy

•Policy
•Responsibilities
•Procedures
•Glossary (acronyms, definitions)

Software Acquisition Products Key Concepts and Considerations

•Capability Needs Statement (CNS)
•User Agreement (UA) (end user engagement)
•Acquisition Strategy (AS)
•Cost estimates
•Product Roadmap
•Test Strategy (DT/OT)
•Secure Software & Cybersecurity Plan
•Metrics plan
•Value assessments (annual)

•Acquisition agility, tailoring
• Integration (SW, SE, PM, Security, DT/OT)
•Enterprise services
•DevSecOps pipeline (secure software, Continuous ATO)
•Architecture-centric development
•Rapid delivery (MVP, MVCR)
•Continuous integration/delivery 
•Actionable performance measures

Pl
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n 
|

Adaptive Acquisition Framework

Published on DoD Directives Division website as of 1/12/20: 
https://www.esd.whs.mil/Directives/Recent-Publications/

DoDI 5000.74

DoDI 5000.80

DoDI 5000.81

aka “DoDI 5000-SW”

Guidance: https://aaf.dau.edu/aaf

http://www.psmsc.com/CIDMeasurement.asp
https://www.esd.whs.mil/Directives/Recent-Publications/
https://aaf.dau.edu/aaf
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Overview – SW Measurement Framework
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ICM 
Table

Automated Test 
Coverage

Burndown 
(Sprint/Release)

Committed vs. 
Completed

Cumulative Flow

Cycle Time / 
Lead Time

Defect Detection Defect Resolution MTTR / MTTD

Release 
Frequency

Team Velocity …

Measurement
Specs

PSM, NDIA, and INCOSE collaborated on development of a consensus 
industry measurement framework for agile/CID

Information 
Categories

Measurable 
Concepts

Questions 
Addressed

Measures

Information 
Needs

What do we want to achieve in 
order to satisfy our business 
goals?

What questions will help us 
plan & manage progress 
toward our goals?

What measures are necessary to 
answer these questions?

(aka Objectives)

Do these measures provide 
sufficient insight to drive 
business impact?

D
ra

ft 
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k

NDIA WG recommendations: DSB #3 (measures)

• Information Categories
•Measurable Concepts
• Information Need (team, product, enterprise)
•Potential measures

• Information Need
•Measures (base, derived)
• Indicator description, sample

•Analysis model
•Decision criteria
• Interpretation, guidance
• Implementation considerations

V1.0 of the PSM CID 
measurement framework 
prioritizes the most 
critical information needs 
and measures based on 
stakeholder surveys and 
feedback
http://www.psmsc.com/CIDMeasurement.asp
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PSM CID Measurement Framework

Examples
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PSM Continuous Iterative Development (CID) Measurement Framework
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PSM CID Measurement Concepts
Terminology, Releases
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See glossary for terms and definitions used in PSM CID measurement framework

PSM Continuous Iterative Development (CID) Measurement Framework
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Measurement Context
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ICM Table (Excerpt)
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Example PSM CID Measurement Spec

PSM Continuous Iterative Development (CID) Measurement Framework
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• Description
• Relevant Terminology
• Information Need
• Base Measures
• Derived Measures

• Indicator Description and Sample
• Analysis Model
• Decision Criteria
• Additional Analysis Guidance
• Implementation Considerations

• Information Category
• Measurable Concept
• Relevant Entities
• Attributes
• Data Collection Procedure
• Data Analysis Procedures

http://www.psmsc.com/CIDMeasurement.asp
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Example PSM CID Measurement Indicators

PSM Continuous Iterative Development (CID) Measurement Framework
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Automated Test Coverage Burndown Committed vs. Complete

Team, Product, or Enterprise Measures

Cumulative Flow Cycle Time / Lead Time Defect Detection

http://www.psmsc.com/CIDMeasurement.asp
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Example PSM CID Measurement Indicators

PSM Continuous Iterative Development (CID) Measurement Framework
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Defect Resolution MTTD / MTTR

Release Frequency

Team, Product, or Enterprise Measures

Team Velocity

http://www.psmsc.com/CIDMeasurement.asp
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Next Steps
Publish PSM v1.0 CID measurement framework

• Collect community feedback. Publish source specs for org tailoring. Support adoption and use.

Consider additional Phase 2 measures to address highest priority business needs
• Value assessment. Size/cost estimating. Security. 
• Additional focus on enterprise-level and end user information needs and measures.
• Workshop kickoff: Feb 12-13, 2020   (Lockheed Martin Global Vision Center, Arlington VA)

(POC: Cheryl Jones, cheryl.l.jones128.civ@mail.mil) 

Ongoing community participation to improve the PSM CID framework
• Join the PSM/INCOSE/NDIA WG (bi-weekly teleconferences)
• Outreach and engagement with stakeholder groups (e.g., Security WGs)

PSM User’s Group and Workshop, Aug 10-14, 2020

PSM Continuous Iterative Development (CID) Measurement Framework
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