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Cyber Division Charter

ESTABLISHMENT
The Cyber Division was established in February 2011, and NDIA Division being led by
the members of AFEL and NDIA affiliates and operated by NDIA

DIVISION OBJECTIVES
The primary objective of the Cyber Division of NDLA is to enhance the security of the

United States by promoting co: ons and on between industry,
government and military on Cyber policy, legislation, requirements and technology.

The charter of the Cyber Division is to facilitate industry/government interaction in
policy, legislative, legal and technical areas directly related to protecting cyber assets,
maintaining access to the cyber domain, and conducting information operations. Such
interaction is intended to promote the development of a secure, resilient and reliable
cyber domain for the United States and its allies, and provide for an exchange of
information and an interchange of views between industry, government and military
representatives. The effective cooperation between these three groups is essential if we
are to establish and maintain superiority in the cyber domain.

Specific Objectives:

»  Advocate for national policies that leverage private sector and defense
industry cyber capabilities.

» Enhance information exchange, mutual understanding and collaborative
problem solving

» Advocate for education initiatives to increase industry and government
awareness of cyber challenges and opportunities

» Coordinate member response to possible legislation affecting the Defense
Industrial Base

MISSION RESPONSIBILITY
Facilitate national exchanges between the Defense Department, government agencies
and industry, of information relating to the design, development, acquisition and
support of national security systems.

ORGANIZATION
The Cyber Division shall be managed by an Executive Board. It will be co-Chaired by
one member each from AFEl and NDIA. A supporting Director shall be assigned from
the NDIA staff by the Vice President, Operations, of NDIA.

Executive Board

The Executive Board shall consist of the current co-Chairs, immediate past co-Chairs,
AFEI Board Chair, and up to 5 active division members appointed by the current co-
Chairs.
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Objectives

Advocate for national policies

— leverage private sector and defense
industry cyber capabilities

Build public private
partnerships

— Enhance information exchange and
mutual understanding

Support education initiatives

— Increase industry and government
awareness of cyber threat and
technology

Coordinate member response
to proposed legislation

— Affecting the Defense Industrial
Base

Perform systems engineering
and related technical work

— Help advance the state-of-the-art in
secure systems
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Initiatives

NIST DFAR

Defense Federal Acquisition Regulation Supplement

Part 252—Solicitation Provisions and Contract Clauses

NIST Special Publication 800-30 i (b) If an alternative line item structure is proposed, the structure must be

Managing _l nformation consistent with subpart of the Defense Federal Acquisition Regulation
Security Risk Supplement and PGI 20: A sample line item structure and a proposed alternative
structure are as follows

Organization, Mission, and Information
lSr System View Solicitation: N I ST

National Institute of TTEM | SUPPLIESSERVICE | QUANTITY |UNIT | UNIT | AMOUNT
Standards and Technology NO. PRICE
U.S. Department of Commerce JOINT TASK FORCE 0001 g%‘a%“_{;:;ai%ggb‘g?a 20 EA

TRANSFORMATION INITIATIVE and Mouse

Alternative line item structure offer where monitors are shipped separately:

INFORMATION SECURITY TTEM SUPPLIES/SERVICE | QUANTITY | UNIT |UNIT | AMOUNT
30?)1 Computer, Desktop with | 20 EA PRICE NIST Special Publication 800-171
CPU. Keyhoard and
Mouze
0002 Monitor 20 EA

(End of provision)

C;’cm‘:fi“jm‘;fgmmm 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident . .
N wte of Standards and Technok Reporting.
o WD asca sy Teenalesy As preseribed in 204 7304(c). use the following clause: Protecti ng Controlled Unclassified
SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT Information in Nonfederal Information
REPORTING (DEC 2015) . .
et 2011 Systems and Organizations

(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the

o
AN\ AN consequences and probability of loss, misuse, or unauthorized access to. or modification
H " of information
. .
% ] “Compromise” means disclosure of information to unauthorized persons, or a violation RON ROSS
%, & of the security policy of a system, in which unauthorized intentional or unintentional PATRICK VISCUSO
e o6 disclosure, modification. destruction, or loss of an object, or the copying of information to GARY GUISSANIE
unauthorized media may have oecurred KELLEY DEMPSEY

MARK RIDDLE
“Contractor attributionaliproprietary information” means information that identifies
U.S. Department of Commerce the contractor(s), whether directly or indirectly, by the grouping of information that can
Gy Locha, Sacraey be traced back to the contractor(s) (e g, program description, facility locations),
personally identifiable information. as well as trade secrets, commereial or financial
information, or other commercially sensitive information that is not customarily shared
outside of the company.

Mational Institute of Standards and Technology
Parick D Gallagher, Diractar

o s available free of
AT T ki)

1998 EDITION 9252.204-11

RMF

National Institute of
Standards and Technology
U5, Depariment of Commerce
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NN Seminar and Meetings

FAR/DFAR & NIST 800-171 Impacts & Implementation Seminar

Speakers
e 7 Dec 16 « Mary Thomas, AT&L - DFAR Scorecard

* Vicki Michetti, DoD CIO/DIB CSI/IA

* Northrup Grumman o :
* Dr Patrick Viscuso, Assoc Dir CUI,

Corporation NARA
« Annapolis Junction . Mark Riddle, NARA
« U.S.Only « Scott Lane/Kyle Hoover TBD, MDA, CDI
study
« Darryl DePriest, SBA Advocacy Office
* Corey Averitt, Davidson Technologies,
2016 Meetings: med size business lessons learned
* 9 Nov @ 1000 - Robert Metzgar, Rogers, Jospeh,
* 29 Nov @ 1000 O'Donnell Law, implications and

implementations of 800-171
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