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EXCUTIVEOREWORD

In May 2014the National Defense Industrial Association DIA) presented to the Undersecretary of

Defense (Acqusition, Technology & Logisticsa report highlighting an emerging threat to U.S. national

security. This threat stems from actions by nations and individuals exploiting cybersecurity
weaknesses inherent imetworked industrial control systems on shop flooref defense contractors

and suppliers.

These gber-attacks against OEA AAZAT OA ET AOOOOEAI AAOA j$)" qh x
produced, havesignificantnational security implicationsThe 2014eport investigated the nature and

scope of the threat and offered recommendations for mitigating the impastof cyber-attacks on
manufacturing networks.

As a followon action, with cooperation and support from several Office of the Secretary @efense
(OSD)organizations NDIA formed a joint working group charged with providing specific ideas for
implementing the recommendations in the original report andeveloping a coordinated approach
across government agencies to addreghis rapidly escalating prokem.

The Cybersecurity for Advanced Manufacturingoint Working Goup (CFAMJWG)focused on the
protection of manufacturing networks from cyberattacks in the defense industrial base where
intensifying cyberespionage calls for an urgent response

The goup identified waysfor the Department of Defense (DoD) and its prime contractot® assist
manufacturers, particularly small and medium enterprises &MEs) to improve cybersecurity by
implementing evolving policies and contract requirements, enhancing seity practices developing
technologies and offering workforce cybersecurity training.

The recent release of Presidential Executive Ordd3806 0! OOAOOET ¢ AT A 3 00AT C
Manufacturing and Defense Industrial Base and Supply Chain Resiliency o6theE OAA 3 OAOAO6
2017) makes this White Paper both timely and appropriatdDIA is proud to offer this study to assist

OEA s$is$ AT A OEA |1 AT OEZAAOOOET ¢ ET AOOOOU ET OAAOQOEI]
cyber-attacks and cyberespionage, and to engage in further activity that enables better protection of

important national assets.

Herbert J. Carlisle
Genera) USAF (Ret)
President and CEO
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EXECUTIVE SUMMARY
In 2014 the National Defense Industrial Association (NDIAD OAT EOEAA A 7EEOA O0ADPAON

Al O ! AGAT AAA - AT OEAAOOOET ¢chd AT AOI AT OET ¢ OEA COI «
attacks and offering recommendations for improving the security ahanufacturing processes. Since

then, the threat has grown in bothscale and potential for damage. In 2015, the NDIA organized the
Cybersecurity for Advanced Manufacturing Joint Working@up (CFAM JWGX)onsisting of members

of industry, government agenas, academia, and research organizationso implement the
recommendations from the 2014 reporand recommend further actiors to develop an effective risk

management program. Their findings and recommendations are reported in this 2017 White Paper.

TheU8 | AT OEZAAOOOET ¢ ET AOOOOUNK T1T1TT¢c A AOI xAokE 1T £ OE
rapid global trend toward digital manufacturing and advanced interconnectivity fueled by the Internet

network. As this connectivity increases, aficious actors are developing more soptisated ways to

infiltrate manufacturing systems through a variety of hacking technique#\n increasing arsenal of
cyber-attack tools is available to individuals, organized crime, and nation states, further elevating the

risk. Denials of service, ransomware incidents, theft of intellectual property and destruction of

facilities have already occurredBetween 2014 and 2016 the number ofber-attacks against the

TACET 160 AOEOEAAIT 1 Al O AkdidxieinEréaging Gthaktidenads of thedl@dd U AT O
traveling through manufacturing networks and the relative ease with which these networks can be
penetrated.

The implications®&l O OEA 1 AOET 1 6 O adiebsafkybér-ditacks@d anyArhaAutattingC d,

network can jeopardize product integrity,steal sensitiveintellectual property (IP), and threaten

production availability and safety Coordinated attacks can damage enérindustries ortarget supply

chains that producematerial critical to building and sustaiingT OO [ ET1 EOAOUS8 GForx AADIT 1
defense systemsgyber-espionagecan provide an adversary with the abilitio leapfrog their existing
capabilitiesand, more mportantly, to develop countermeasures to U.S. technologies.

Astronger, more resilient, andmore flexible cybersecurity risk management process is needtm the
nation to have confidencethat the U.S. manufacturing capacity will meet defense and econami
security needs Developing effective risk management processhas been hampered by lack of a clear
understanding of the differencesin the priorities of Information Technology (IT) and Operational
Technology (OT)Unlike IT environments, OT networks aneot highly adaptableand the impacts of
attackscan be more acute: tamperingan lead to safety systemfiluresor unreliable product® both
with life-threatening consequences and the loss of IP can diminish our technology superiority.

Creating effective solutions to improve cybersecurity is notsolely a matter of concern for the
Department of Defense (DoD). In fact, a®residential Executive Order13806 0! OOAOOET ¢ Al

! Corey BenhOOh O0$(3qd #UAAOAOGOAAEO 11 # OE O EHe AHIll 15 AdnBrEABIB.O0ET C 4
http://thehill.com/policy/cybersecurity/26608Hhs-critical-manufacturing-cyberattackshave-nearly-doubled
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Strengthening the Manufacturing and Defense Industrial Base and Supply Chain Resiliendiie

51 EOAA BIMA Zohydrididates, many government agencies have a stake in a secure
manufacturing system.Some agencies aredirectly involved with manufacturing firms; others are
AEAOCAA xEOE OAAOOET C OEA 1 Adillingldéiebse Adhinst attdcks By ET £OA
foreign governments and norstate actors. Hence, eaclorganization can and should playa role in

preventing cybercrime, cyberterrorism, and cyberwarfare and in helping build a manufacturing

system in which vulnerabilies are minimized while operating efficiency is maintainex improved.

Some solutions have already been developed aatk beingimplemented. The government instituted
contract requirements to protectcontrolled unclassified data. Neverthelesshese requrementswere
developed primarily for IT environments andose challenges fomanufacturers particularly for smal
and midsizedenterprises(S&ME)that comprise much of the defense supply chairfrurther action is
required to both affect the environmenton the shop floor and strengthen countermeasures against
cyber-attacks and cyber espionag. These actions include providing enhanced training personnel
on the shop floorto detect cyber breaches and installingcountermeasuresthat can detect, thwart,
and report attempts to infiltrate production systems, particularlyindustrial control systems (ICS)
Because of limited resources, S&MEnay require asistance from prime contractors and the Federal
government, particularlythe DoD, DHS, and NISTo implement cybersecuritypractices

41T AAUBO $)" EO A £l OEA AseAnanifactudng Eapabililds @lovh some x EAOA
measure of industrial surge and mobilization from neDoD suppliers, when neededBased on its
assessment of the current situationthe CFAM JWG recommends that DoD addhe following vision
statement to guide future actions in securinghe U.S. industrial base, including and beyond the DIB,

OAPEAIT U O1 1 AOEITd ihplem&AtAOWWGIBENHE CRAK A® @rdposeour broad
recommendations for improving themanufacturing cybersecurity environment:

i Establish, and adequately fund, a new program for Manufacturing Cybersecurity Capabiliti¢se
Industrial Basewith a Deputy Assistant Secretary of Defense @5D-evel Champiorto improve
the visibility, policy integration and implemetation of cybersecurity measures that address the
special needs of manufacturing systems

1 Establish a Publi®rivate Partnership for Security in American Manufacturirtg create a cost
shared consortium for government and industry collaboration focused dfie niche needs of
cybersecurity in manufacturing.

9 Incentivize Modernization for CyberSecure Manufacturingto modernize factory production
systems to improve security while increasing productivity and enhancing quality.

9 Giwe high priority to Research andDevelopment R&D) in G/bersecurity for Manufacturingto
invest in technologies that can improve cybersecurity in critical defense manufacturing
applications but lack a demand signal and a path to transition.

viii © 2017 National Defense Industrial Association. All rights reserved.
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Manufacturing is Under Attack

Cybersecurity for Manufacturing Networks - NDIA Cybersecurity for Advanced
Manufacturing Joint Working Group

Cyberattacks against U.S. manufacturers are
increasing rapidly in number and severityin
2016, the manufacturing sgfor attracted the

Education

Filitic
UTHITIES

All Others

5%

highest percentage of cybeespionage attacks
(see Figure 1)Most manufacturing systems are
not nearly as well protected as many busines$
systems. This situation leaves the U.S. industrial
AAOGA AO GCOAAO OEOEN
economic stability and military advantage.

Individual cyberattacks on any manufacturing
network can jeopardize product integrity, risk
valuableintellectual property (IP), and threaten
product or production reliability. Coordinated Figurel Percent of 2016 Cybespionage Attacks, By Industry
attacks can damage ente industries or stymie

OEA DPOT AGAOQGETT 1T &£ I AOGAOEAI

Source: 2017 Verizon Data Breach Imvestigations Report

AOEOEAAI Oi AOEI AET C A
The danger is exacerbated by a rapid global trendtoward digital manufacturing and advanced
interconnectivity throughout the supply chain.These developments have been fueled by the rapid
emergence of the Internet of Things (loT) andhe growing value ofthe data that comprises a
~~~~~~ T A Q Ar e@eENGréasinydt @ ialof Adphis@ct€xdyBetattack tools

is availalbe to individuals, criminal organizations, and nation states, further elevating the risk
Many authoritative journalistic and industry reports clearly indicate that manufacturing is a key cyber
target for traditional and industrial espionage and extortionAccording to IBM Security Services, in
2016ransomware and digital extortion got a foothold in nearly every industry and regibrin one
incident, a precast concrete and construction services company with contractual ties to the US Navy
was targeted by a attacker who threatened to sell stole data unless a ransom was paid

’’’’’ ET 1T A ARorditad60d AAAET C
of the manufacturingrelated cyber incidents in the 2015 Verizon Data Breachelstigations Report
were attributed to cyberespionage, nost by Gcompetitors trying to obtain IP, whether that be

2y " - jTPZQQ8 O02A1 011 xAOAg (IOAT ARAT OGIALOFokd RésdadiP/ndGB0O A O

01.ibm.com/marketing/iwm/dre/signup?source=mferm-
10908&S_PKG=0v55738&ce=1SM0484&ct=SWG&cmp=IBMSocial&cm=h&cr=Security&ccy=US

3 https://www.databreaches.net/thedarkoverlordrevealsthree-more-attacks-with-more-to-be-revealed/
4ay" . jTPzwqgs O! 3000AU T &£ OEA #UAAO -BofcA ReddaroHt
online]
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DOl POEAOAOU | AT OEZAAOOOET ¢ DOT ARné 68\ &timabsittatnho@Oh A A C
than $400 billion worth ofIP leaves theU.S.each year®

The 2017 Verizon Data Breach Investigations Report confirms earlier findings about the growing

1T O0i AAO T &£ OAAOOEOU AOAAAEAO ET OEA TAOEI T80 i Al OFE
recent incidenswas a 2016 attack that led to aistributed denial of service (DDoS)ffecting hundreds

of websites in theU.S; in this instance, the MiramalwareemployedloT devices to carry out its attack.

While the effects were relatively minor, the implications for industries reliant dndustrial control

systems (CS that are part of the loT are most troubling. Even morealarming was the recent

campaign by the Petya ransomware (also known as WannaCuyhichinfected and denied access to

both IT and OT systems worldwide. The later variant calledtPetya, which initially appeared to be
ransomware, waseffectively wipeware capable of permanently destroying data and potentially

causing physical damage to IT and OT systems.

DIB manufacturers are not exempt from such malicious cybaampering. The Deartment of
Homeland SecurityDHS)reported that between 2014 and 2016 the number oyber-attacks against
OEA TAOEI 1860 AOEOEAAI | Aj addEdeimarifackiiing se@dk dittaétsGhel AAOI1 U

superiority through loss of intellectual property

Most troubling for the manufacturing industry is a report issued in February 2016 by the Defense
Intelligence AgencyDIA)that warned of the potential for Russian government hackers to penetrate
U.S.ICSnetworks. Software beingcreated by a Russia#dased company is capable oéxploiting
vulnerabilities in supervisory control and data acquisitioSCADA)software used in nearly all
manufacturing facilities and infrastructure systemsOfficialshave expressed concerns that hackers
could gain control over the electrical grid, oil andag networks, and water system8.These same
vulnerabilities can be exploited in manufacturing systems, which offemauch larger attack surface
contain much more valuable informationand present different constraints for potential solutions.

47T AAUBO | A1 OEAAOOGOET ¢ AT 6EOiITi AT O BT OAO O1T ENOA AU
technical complexitiesinherent in cyberphysical systems. Thesehallengesstem from fundamental

differences between information technology (IT) in the business enterprise and operational
technology (OT) in the manufacturing environmentToo often, organizational stovepipes separate

engineering, management and decisiommaking processes for enterprise business operations atite

53EEEAE jTPzwqgs8 OTPzIY¥ -AT OFEAAOOOETI C 2ADPI 00d 4ABDEDTC &
http://www.sikich.com/insightsresources/thoughtleadership/whitepapers/manufacturingeport-2016, Sikich LLC.

O000ARO

6 https://www.fbi.gov/video-repository/newssthe-companyman-protecting-americassecrets/view

7"1Ag AT 1T AOOR O4i b #UAAOOAAOOEOU 4EOAAGO OF - Al OEAAOGOOEI C E
https://www.mbtmag.com/article/2017/03/topcybersecuritythreats-manufacturing-2017

8#EOAA ET *Ei &EITEI-AGORAEBOS8I DADAVOGBARDOOBRAD / OEAO )T AOOOOEAQ
http://www.insurancejournal.com/news/national/2016/01/15/395281.htm

9"E1 1 ' AOOUR O%$)!d 2000EAT 37 £ZOxAOA #1 O1 A 4EOAAOAKh201838 )1 ADC
http://freebeacon.com/nationalsecurity/diarussiansoftware-could-threaten-u-sindustrialcontrol-systems/
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production environment, a problem exacerbated bthe inherently change and riskaverse culture on

the shop floor. Both the DoD and private industry facesignificant challengesin protecting the
manufacturing process from nation-state cyberattacks that OAOCAO /4 OUOOAI O AO
Ol AAOAAT 1 Ud 1.A£ OEA AT OAODPOEOA

Importance of a Secure, Adaptable U.S. Industrial Base

Since the outbreak of the Second World War, thé.S.hasbasedboth its warfighting and deterrence
strategies on its powerful, innovative, flexible, and balanced industrial baJéis innovative flexibility
was tapped in unprecedented scale beginning #939,asmanufacturing facilities designed to prduce

consumer goodsNOEAET U AAAAT Ah AT 11 AAOEXTAa dddptaldity dnabfed OO AT Al
a shift back to a peacetime footing and sustaine

economic growth in the 1950s and 60s. >50°e”;£'oyees

The U.S. economy is the largest in the worldand 20500

manufacturing isa vitalAT | BT 1T AT O 1T £|OER empzlg%ees

economic engine.U.S. manufacturers continueto <20

OAODBIT T A OT neéHohwalfighting rndtedals employees

74%
while concurrently producing gooddor domestic and

global commercial marketg markets that demand the
same flexbility as thedefensesector. With more than
250,000 manufacturers, the U.S. industrial base i
dominated by small operations with fewer than 20
employees (see Figure 2).

"4

Source: http://www.nam.org/ Newsroom/Facts-About-Manufacturing/ 20170615

Figure2 Total U.SManufacturers 251,901 CompaniBy, Size
Today the path from design to production to

distribution to employment of Americanmanufactured goods may begin in one part of the country
(or the globe) and extend across the nation (or across continentd}.is standardpractice on large
manufacturing tools (presses, drills, welders, automated assemblersnany of which are from
overseas)for the original equipment provider to maintain amata link with the tool for diagnostic and
upgrade purposes, O O gabaliZatond can occur even when all physical processes are performed
in the U.S. This accessanprovide an unintentionalbackdoor into the system.

Theemerging digitalmanufacturing environment, often referred to as Industry 4.0, is a system built

on automation, cyberphysical systems, cloud computing, and tHadustrial Internet of Things(lloT).

New technologies allow manufactures to produce reliable products efficiently ando adapt to

changing requirements from both civiin and military customers. \ith this integration and flexibility,

however, comes the potential for malicious actors to infiltratekey systems by gaining accest
manufacturing networks. When successfulpad actors can extort ransom (in exchange for access to

data or system control) copy sensitive proprietary information that can be sold to other companies

or other governments, or install software that can af& O A D OT AOA O &l paeht@AEl O AT 2
consequences for national security cannot be ignored.
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National Security Implications

As Figure 3 illustrates,he 2014. $ ) ! 7EEOA 0APAOh O#UAAOOAAOBOEOU
outlined threats to the DIB posd by malicious actors seeking to steal critical manufacturing
information or to sabotage manufacturing systems by gaining access to the software used in OT,
including the ICS used to assure

product quality, reliability, and Cyber risks'in defense‘ industrial base are
integrity. The White Paper also|| MR e neone securly coneeme
offered recommendations for a Theft of technical info -- can
Cybersecurity for Advanced CYBERSECURITY Confidentiality  compromise national defense
FOR

. and economic securit
Manufacturing (CFAM)program to ADVANCED MANUFACTURING i
improve cybersecurity in the DIB. In , Alteration of technical data -

. . o : can alter the part or the process,
2016, NDIA organized a Joint Integrity . P P
Worki G ¢ id wring ivision with physical consequences to
orking roup 0 proviae a o mission and safety

blueprint for implementing the e Disruption or denial of process
recommendations of the 2014 White Availability ~ control - can shut down
Paper; their work is included s production and impact readiness
Appendices A through D. Figure3: NDIA Semil Study on Manufacturing Cybersecurity

A partnership between the Federal government and the private sector is essential to address the
serious implications for national defense posed by cyber breach&sidence already exists that state
sponsored efforts to infiltrate and steal information from companies involved in defense
manufacturing have led to the development of military equipment remarkablike U.S.systems it is

no coincidence that several of the planes,rdnes, and vehicles deployethy China and Russia bear
striking resemblances to ones in the U.S. inventory.

Equally troubling is the fact that adversaries who penetrate the security systems in processes used to
produce arms and equipment for the U.S. military may have the capability teeaor halt production
processesOi AEZEFAAO OEAOA EOAI 66 OAI EAAEI EOUh OAEAOD

Uh
OEOE AT A [ ACGAOEAI 1T U AACOAAET ¢ Osubceed dnitie Badlefield. £ OE A

Hence, developingand maintaining effective methods to secure the production process from
conception to delivery of equipment to military units is essentialhe U.S. industrial base, howeves
comprised of tiers of contractors and supplierspossessing varying levels of gbersecurity
sophistication. A large defense prime can shareessitive technical and program informationwith
subcontractors in its supply chain but if the subcontractors have weaker cyber protections, the
information can be vulnerable to exfiltration ortampering. The Federal governmentan mandate
regulations and specific protections for their prime contractorand, through contract flowdown
requirements, can mpose such requirements throughout the supply chaiWhile prime contractors
should minimize the flowdown of information requiring protection, some flowdown to lesswell
prepared firmsmay beinevitable.

4 © 2017 National Defense Industrial Association. All rights reserved.
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Stakeholders Beyond DoD

As the foregoing discussion makes clear, cybersecurity is not a matter of concerndoD alone. In
fact, as Executive Orde 13808° indicates, manygovernment agencies have a stake in a secure
manufacturing systemthe Department of Homeland Security, Department of Energy, Department of
Commerce,Department of the Interior, Department of Justice, Department of State, Departmerof
Health and Human Services, Department of the Treasury, Department of Labor, Department of
Transportation, Department of Agriculture, and the National Security Council. Many of these agencies
are involved in overseeing or working with manufacturing fins; others are charged with securing the
non-state actors. Hence, each can and should play a role in stoppighbercrime, cyberterrorism, and
cyberwarfare to help build a manufacturing system in which vulnerabilities are minimized while
operating efficiency is maintained.

Private sectormanufacturingfirms also have a stake in making their systems secure against infiltration
and protecting the lloT so they can increase the likelihoodthat their products and processesare
reliable and secue from potential sabotage. Pime contractors engaged in or supporting defense
manufacturing must haverobust, active risk management andybersecurity programs that conside
their suppliers. They must also have wetEl OT AAA AT 1 £ZEAAT AA E1T OEAEO AOOE
programs before enabling connections intended to support critical osensitive communications.
S&MEs also have a stakégoth ensuring continued accesgo government and commercialcontracts
and protecting corporatelP make it imperative thatfirms implement measures to secure their OT and
ICS from compromiseHence, dforts of DoD to partner with the manufacturing industry to implement
CFAMrecommendations may serve as a model for other agencies to find ways to link with the private
sector in promoting strong cybersecurity.

UNIQUECONSIDERATIONS
Operational Technology Environment

The risk management procesdescribed in National Institute of Standards ahTechnology (NIST)
Special Publication 807, Guide for Applying the Risk Management Framework to Federal
Information Systems was written for FederallT systems. Effective application toapplication OT
systems equires a clear understanding of the diffences betweenIT and OT. Compared to OTJT
systems and related business processes are more established and more focused orusadsupport
and efficiency. OT systems are developed outside the typical IT infrastructure, follow different
standards, and hae different priorities (e.g., safetyreliability, productivity) (see Figure 4)Unlike IT,

10White Househ @AADOOEOA | OAAO zvYi Pwh O! OOAOGOEI ¢ A
30pPI U #EAET 2AO0EI EAT AU 1T £ OGEA 51 EOGAA 30A0

o =
o >
3¢
(o]}
0O
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the OT environment is not highly

Nascent
ICS systems are

adaptable to change, which is often ; : || cybersecurity
L . e  a . long-lived capital 4
OEAxAA OODPOGAERBGO A investments BT ETEEn

. i ; limited workforce
what are often custom-built production (1z20year ite) training

systems. In some cases, the potential

benefit of a security update would notbe | “Production
. . . . mindset” with little

considered worth the risk of disrupting tolerance for OT

operations and degrading productivity oy Him

on the factory floor. Thus, change

management is approached very
differently in the OTenvironment. Figured: Operational Environment Characteristics

Manufacturing
production
processes bring
executable code

into system

‘ Technical data flowing through the system is highly valued by adversaries

The lifespan of anOT systemhampers implementing accepted IT cybersecurity practicedardware
in business systems ight be updated every few yeardut the averagelife of U.S. industrial equipment
is measured in decadesGiven historical equipment lifecycles, espedly in the DIB, many existing
manufacturing systems will ben use for more than 1&0 years.Existinglegacy systems were not
designed with cybersecurity or thelloT in mind; they are inherently unsecure, especially when
networked. Frequently,legacy OT systems cannot handle theentral processing unit CPU load for
realtime processing; thus, concern abouhe impacts of latencyon production impedes adoption of
some cybersecurity solutions (e.g., active scanning and intrusion detection systems). Silgijlthe OT
environment is resistant to the usef software patches andupdates that might interfere with legacy
system operations.

In terms of corporate culture, communicationand engineeringgaps remain between IT and OT
personnel because the two envonments have traditionally beenseparated physically and
organizationally. Nevertheless, as business realities drive the need for teak data from many
functions (including produdion) and the potential benefits of new technologies fuelthe desire to
connect production and nonproduction devices on the factory floor, the boundaries becoeablurred.
Thus communications and collaboration between IT and OT personnel must increase to identify and
mitigate risks, especially where these systems connect.

Expetts from the SANS Instituté! declare that/ 4 OUOOATI O AOA OAAOGECT AA EI
configurations that require the attacker to have extensive knowledge to impact them in a meaningful

and designed wayd They also note that poperly architected IG containGmany layers of systems and

detection sensors that an adversarynust traversed OT AAAAOO OUOOAI 6 OOAA
Connecting OT systems to the Internet, however, either directly or by proxy through another Internet

connected system, significantly utiermines the inherent security advantages of a properly architected

ICS Additionally, the impacts of attacks on IT versus @&n differ greatly. WhileOAAT EAT 1T £ OA0O
an IT system may be extremely significan 01T A A O O EmadipdI&ingBs&sora dr Prachsses

1 OO0AT OAh - EAEAAT *h AT A 21 AAOO -8 , AAEAERPEXQ8! OBEAT VIOEOOOAE /
https://www.sans.org/readingroom/whitepapers/ICS/industriatontrol-systemcyberxkill-chain-36297 p. 7.
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in 1CSAs more disturbing because it could lead to the failure of safety systems designed to protect
human life orcouldET AOAA OEA DOI AAO® O ET EOOA PAOOITTAI 86
The rik is heightened becausgroduction personnel are typically driverby the need to get new
technology (e.g., sensors, mobile devices, 3D printetiggstalled and running, which can overshadow
security considerations. Given this Is¢ée to deploy, 10T will likely be adoptednore quicklythan it can
be secured The situation $ analogous to whenWi-Fi emerged z it was installed everywhere, yet
appropriate security protocols lagged by several years.
417 1 OAOAT T A OEOI A1l AEI AT OEiIT o6 AEAIT AT CAOh AT OPT OA
understand and addreswyalid shop floor concerns and priorities Doing so wilimprove the likelihood

the firm will successfully adopboth usefulcyber hygienepracticesand effective technology solutions
in the near-and longterm.

For small businesses, thisutcome is a potentially sigificant challenge; organic IT resources may be
very limited, and OT personnel often do not consider their operation$ interest to threat actors.

Small & MediumSized Enterprises (S&MES)

Small and mediunsized enterprises (S&MESs) present apecial chaknge for cybersecurity in
manufacturing environments.S&MEs are critical to defense manufacturingecause they produce

most of the components that are integrated ito our weapons systems; yetthese companies are

often the most vulnerable to cyberattacks. The 201Ponemon report on thirdparty data breaches,

illustrates the challenge relevant to defense prime contractors: 56% of the respondents confirmed that

they had experienced a data breach caused by a supplier and 42% repaoht@idcyber-attacks againg

OEEOA DPAOOEAO OAOGOI OAA ET 1 EOOOA 1T &£ GEAEO Al i PAT U
Many S&MEs lack the technical staff to pwide robust cybersecurity; andunaware of the threat

complexity, are unable to createa business case foinvesting in OT cybersecurity. An adversary

seeking defense IP would likely target small component suppliers with lower cyber barriers than would

be found at a single systems integratoiaving gained access to a small supplier, the attacker could

find either the information they seek or the means (targets and data required to create a more
AEEAAOEOA OPAAOEEOEETI C 10 xAOAOET ¢ EH1 A AOOAAEQ O
As the 2014 CFAM White Paper noted, efforts B&ME couldbenefit greatly £01T | &rid $hé&irO

PDOEI A AT tefnbidalfadd fidabdal assistance. Enabli@&MEsto be key partners in cyber

defense is critical to succesd.oday, as reported by Ponemon, 57% of the respondents are unable to
determine if their vendors have adequate cyberotections.

12Assante and Lee (2015), p. 11.

13Ponemon Institute LLC. (2017, Septemberata Risk in the Thifdarty EcosystenRetrieved October 4, 2017, from Opus
Global Inc.: https://www.opus.com/ponemon/
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Increasing cybersecurity protections at S&MEs and alignihig and OTpracticescan convey specific
advantages by minimizing costsfor projects, procurement, licensing and overall support of the
infrastructure. Nevertheless creating such alignment reqgues an even more concerted effort to

determine the extent and impacts of cybersecurity threats from a holistic, systemfisystems
perspective.Thuh EO EO OAOOAT OEAI OEAO )4 AT A /4 OAAOOEOL
fully engage the emgineering community to uncover the scenarios that could be harmful at various
AAAEI EOEAO Oi EAI B OEAI O1 AAROOOAT A “OEA bi OAT OEAI
Neither the manufacturing industry nor DoD can unilaterally assure improvements in cybersigwon

the shop floor, elsewhere in the supply chain, or in the many peripheral activities that are key
components of manufacturing. Therefore, to be effeéte, DoD or DoBsponsored personnekhould

be deployed to partner with S&MEsto implement cybersecOEOU | AA O Gephriee $1 $6 O
implementing Lean Six Sigma may be instructivefactor increating the environment for significant
improvementswas achievedhrough high-impact personal relationshipsamong other activities

The implementation of DFARS l&use 252.204012,Safeguarding Covered Defense Information and
Cyber Incident Reportindnas enabled cooperation tdbegin. As stated in the memoQmplementing

DFARS USA002820FDPARL, 6 | Al PEAOGEO AAAAAQ

The Department is working to assist the defens#ustrial base in executing itesponsibility for ensuring
that its supply chain, including small and msided businesses, meethe requirements of the
cybersecurity regulations. The Department routinely provigidsrmation and assistance to our defense
industrial base partners at industry associatimeetings, joint government and industry meetings, small

business training events, and quartertyeetings of the Defense Industrial Base Cybersecurity (DIB CS)
Program.

To further facilitate communication wih small businesses, the Department is leveraging the

Procurement Technical Assistance Program (PTAP) to provide information addressing implementation
of DFARS Clause 252.Z2.Administered by the Defense Logistics Agency, the PTAP provides
matching furds through cooperative agreements with state and local governments andpnauiit
organizations for the establishment of Procurement Technical Assistance Centers (PTACs). These centers,
many of which are affiliated with Small Business Development Cemtéisther small business programs,
form a nationwide network of counselors who are experienced in government contracting.

The Department is also partnering with NIST Manufacturing Extension Partnership (MEP) to assist|small
and midsized U.S. manufactureimplement NIST SP 8GD71MEP is a nationwide system with centers

located in every state. MEP centers are-poufit organization that partner with the Federal government
to offer products and services that meet the specific needs of their local manuwéast

The CFAMWGapplaudstheseeffort sand recommends that the DoRS&ME partnership bextended

AAUT T A $&!'23 Al ipi EATAA O AAAEOEI T Ai AAOEOEOEAO

15Assante and Lee (2015), p. 12.
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Specifically, DoD should conductjaint effort with ind ustry to:
1 Improve the climate of cybersecurity awareness,
9 Identify workable solutions to minimize risk,

1 Implement solutions on the factory floor and throughout the supply chain timclude machine
tool providers as an integral part of the procesand

1 Investin peoplethrough direct DoD participationhas a highpotential to immediately improve
S&ME cybersecurity.

S&ME Spotlight: Micro Craft Inc.

Current challenges faced by manufacturers, particularl
S&MEs, are illustrated in the experience of Mictrdt, a 57
employee firm focusing on design and production of
components for the defense and aerospace industries.

While DFARS Clause 252.Z21.2 does not require certification

of the NIST SP 80Q71Micro Craft has been working aggressively to improve lmgrsecurity in their
manufacturing systems. The company has revised business practices and implemented intg
Ai1TO001T 16 O0i OAEACOAOA AAOA OEAO Z£AT 1 O O1AA
O#1 1060111 AA 51 A1 AOOE £E A lany to/ledd DRAGECIalis8252.2a40 £
requirements bythe December 31, 20Xdeadling and is implementing the requirements of NIST 80
171 in business processes and management systems.

Micro Craft participaesin the DODMANTECH Securing American Manufaring effort8 - EA Ol

goal is to meet DoD requirements for secure OT systerBait the costs associated with assessment

implementation, and continuous monitoring impact their bottom line. Security infrastructure
hardware and software upgradesand maintenance costs have increased overhead costs.

Of evengreater concern for DoD, one of the OEMs with whom Micro Craft does business has inforn
the company that some suppliers will no longer support the OEM because it will be too costly|
implement DFARSClause 252.264012 However, to date only one OEM has contacted Micro Craft
inform the company of the requirement to implement mandated upgradesAlso, Micro Craft
executives have found that the increased costs to improve cybersecurity put themaatompetitive
disadvantage.

Unless some effort is made to incentivize S&MEs to implemeahe NIST SP 80Q71 requirementin

DFARS Clause 252.20@12 and, DoD may find thagfver companies will beable to comply with the
terms and conditions of the contact making themineligible to provide parts and components to prime
contractors involved in defense manufacturing. These incentives must support the small and-gite
enterprisestbusiness model to ensure supply chain sustainability and viability.

ned
to
o}

Y
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ACTIONTO IMPROVE MANUFACTURING CYBERSECURITY
Addressing the Challenge

The United States has already experience(

= Training at all organizational

the deleterious effects of worldwide levels
. . * Raising cybersecurity awareness
hacking schemes in other sectors, and thg  ih operators
2017 Verizon report citecarlier indicates | ° :‘ncsntivesfor improving cyber
ygiene

that attempts to penetrate oT and ICS in * Implementing selected IT best
industry are increasing.Nevertheless as DL

,,,,,, * Increasing interaction with IT

" O U AT 3AOOEI h 6 A C) E U network personnel and

. . . production engineers Shop floor concerns and priorities
of Global Security Services, points out] . Including component security need to be understood and addressed
xEEI A T C') U O C) A E c’) features in selection criteria to improve solution adoption

the [cybersecurity] basics well makes a
A E ££A & kiskoh goandational action
by industry and DoD is critical to thwartingfforts to compromise, cripple, or sabotagerocesses

OANOGEOAA O DHOi AOCAA |1 ACAOEAT & O OEA TAOEIT660

Figure5: Solutions are Needed Specifically for the OT Environment

A threat as complex as cybersecurity for manufacturing calls for multiple, interconnecteisk
mitigation efforts. The overarching solution is to develop a strongFAMprogram that can function
effectively throughout the manufacturing ecosystem (see Figure 5The CFAM JW@lentified six
activities to address the manufeturing cybersecurity clallenge, discussed below. Theseactivities
establishthe foundation upon which the subsequent recommendations were formed.

1. Raise awarenessof the manufacturing cybersecurity theats to heighten management
awareness andncreaseresources for solutions Throughout the CFAM JWG research phase,
raising awarenesshroughout manufacturing organizationswas repeatedly listed as the single
most powerful activity to improve manufacturing cybersecurity Many manufacturers,
especially S&MEs, are genuinely unawaretbé threats to their OT networksand would likely
address the threats if the danger of inaction wasell understood.

2. Providetraining at all organizational levelsfrom equipment operators to business owners, to
immediatelyimprove cyber hygiene and hanat lastingvaluefrom awareness campaigns. The
CFAM JWG found that companies with security clearances from thefense Security Services
(DSS)had greater cyber protections in placéhan noncleared companies because & 3 3 6 O
Center for Development of Seatty Excellence.Additional training programs to include
providing enhanced training topersonnel on the shop floorso they cannot only prevent but
alsodetect cyber breachescould dramatically decrease network penetration detection time.

3. Aggregatemanufacturing cybersecurity activitieghat exist, or are being created, across the
Federal governmentto raise visibility, consolidate resources, and improvéne pace of

16Quoted in ShaunWat®i AT h OG6 AOEUI T80 Al 1T OAT AAOA A OARybdrdeoos2A Apfil 00d7. E O
https://www.cyberscoop.com/verizonrannuakdata-breachinvestigationsreport-depressingdbir/
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progress. During the CFAM JWG study effortpockets of manufacturing cybersecurity
activities were found throughoutDoD and the Federal government; many of these activiti@s
managerswere unaware of similar or adjacent efforts in other government officesThe
national securityimperative and S&MEdominance in the defense supplghain makeDoD the
logical lead to aggregate these activities under a single effort.

4. Enablecollaboration among, and within, organizations working to better secur&oth OT and
Y4 ET 1 Al O&£A A OroeckAMOIBVG folind iouktificopportnities for collaboration
to improve manufacturing cybersecurity, includingmong government offices; government
and industry; IT and OT network technicians; design and production engineers; cybersecurity
service providers and operations managers; and, manufacturing companies, thestomers,

and their equipment suppliers.

5. Provideincentivesto manufacturersto upgrade facilitiesthat will improve cybersecuritywhile
enhandng productivity, and to equipment providers to improve security in their product3he
CFAM JWG found a gap bsten cybersecurity offerings anaghop floor prioritiesthat must be
understood to improve the creation and adoption ofviable solutions. Factory equipment

with customers that value those improvements during the purchase selection process.

6. Develop technologyalong two paths immediately deployable improvements andlong-term

comprehensive solutions Specifically, DoDcould create or add to existinggovernment-
sponsored research programs designed to discover vulnerabilities within existing and
Ai Aoceic 1 AT OEAAOOOET C 1T AOxT OEO8 %w@mthce]l AO EI
1 60T 1 AGAA 51 AT T OAT OET T AT 3AT O oqn $!1 2018680 6 %4
firmware); D 20! 8 O ( ! #ssGrange(Cyber Military Systems), a program designed to
create technology to construct highassurance cypePEUOEAAT OUOOAI 6n AT A $
(Rapid attack detection, isolation and characterization), which can be employed in conjlioct
xEOE OEA -)42% #1 ODP1I OAQGEI 180 !440#+ j! AOAOO!
Knowledge), used to characterize and describe pesbmpromise adversary behavior in an
enterprise network. Combining elements from these efforts into an overarching system to
AAl EOGAO Al ADBbiOd D ERAORNOT DAEDHQGU 11T AT A AT 01 A
cybersecurity while more comprehensive solutions are developed.

All the above initiatives must be pursuedaa specific, measurable approadhat collects the evidence

required to ensure that the initiative is achieving the desired impact.
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Vision for U.S. Manufacturing Cybersecurity

The CFAM JWGecommends DoD adopt and implement the following vision statement, which is
intended to guide future activities in support of manfacturing networks operating in a globally
connected environment:
$1$ AT A AAEAT OA POEI A Ai 1 OOAAOI
AUARMOEI EAT O 5838 EI AOOOOEAI AA

~s N

i AT OEZAAOOOET ¢ T AOxT OEO OAIA OO0 OAO®

Specific recommendations to implement this vision follow.
Recommendations

Much progress has been made since the 2014 NDIA white paper, espedaiale areas ofprocurement
policies and contract requirements for protecting networks andontrolled unclassified information.
. AOAOOGEAT AOOh $1$860 EI bl Al AT OAGET1T AIPEAOGEO O1 AA
practices, withonly limited attention to OT, especially shop floor ICS systems and networKkere is
recognition of the importance of ICS securitgutside Do) but this isprimarily in critical infrastructure

Federal cybersecurity policies and programs.

Absent recognition d implementation challenges and availability of DoD/OEM assistance for smaller
manufacturers, the difficulty of compliance may drive some suppliers to exit the defense business.
There is an opportunity for DoD leadership based on national security needghvthe potential for
much broader impact across the entire U.S. industrial base. To seize this opportunity, we recommend
that the USD(AT&L) successor organization:

1. Establish, and adequately fund, a new program for Manufacturing Cybersecurity Capabilities
the Industrial Basewith a DASHevel Champiorand participation from DHSTheD OT C Qdld 6 O
is to advocate improved visibility and policy integration, as well asimplementation of
cybersecuritycontrols that address the specialequirementsof manufacturing systems as part of
the overall DoD cybersecurity program. Specific ne@rm actions include:

a. Work with DoD stakeholders in cybersecurity policy, acquisition policy, sustainment
policy, and procurement policy to ensure manufacturing requirements eaadequately
addressed in policy documents and implementation reviewsand develop separate
guidance to protect OT networks where needed

b. Work with the DoD @ief Information Officer (QO), Defense Comtact Management
Agency (DCMA)Defense Security Seree (DSS)Defense Logistics Agency (DLANnd
industry to increase awareness of the importance and speciaéquirements of
manufacturing systems security. This task should be part of an overall cybersecurity
campaign aimed at participants in supply chainsimilar to other types of security and
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safety awareness campaigns, (for example, the cybersecurity awareness campaigns run

c. Sponsor programs in partnership with other governm# agencies (e.g. DHS, NIST, DOE,
AT A 1T OEAOOQ AT A ET AOOOOU OiF AAOGAT AA OOAETET C
about culture change at every level, and equip S&ME to become smart buyers of
cybersecurity services and solutions.

d. Establish & EvidenceBasedManufacturing Cybersecurity prograndesigned tol)ensure
that the various cybersecurity initiatives and campaigns have their intended effgcand
2) enable the compilation of data that can show which cybersecurity initiatives
(technology, tactics, training, or procedures) have the best overall impact for a specified
amount of resources.

2. Establish, and share the cost of, a Pubkleivate Partnership for Security in American
Manufacturing. Use an innovative funding vehicle such a8 1 $8 O / (&cfio® AuthQrify
(OTA, described in 10 U.S.C. § 2371 and § 28783tablish a cosshared consortium for
government and industry collaboration focused on the niche needs of cybersecurity in
manufacturing. Participants would include DoD and other intested Federal agencies, defense
prime integrators, manufacturers in defense supply chains, commercial manufacturers,
academia, standards organizations and solution providers (e.g. providers of ICS and sensors,
technical data systems, IT/OT convergence sees, and cybersecurity solutions and services).
The partnership should:

a. Develop and deliver workforce training in conjunction with OEM/prime contractor
outreach to suppliers.4 EA  $AZAT OA | T CE ORddevkement T@dhhicAlUG O | $
Assistance Program (PAP) could be leveraged to support this recommendation(This

effort may provide a delivery channel for recommendation 1.c above)

b. Serve as arinformation Sharing and Analysis CentdtSAC)to gather information on
cyber threats to manufacturing, solutions,and best practices, and to providéwo -way
sharing of information between the private and public sectoin coordination with other
ISACsand the DIB Cybersecurity Program

c. Coordinate industry use of manufacturing testbeds and cyber ranges for demonstrai$o
and penetration testing. Build on the currenSecuringAmerican Manufacturing program.

d. Develop a set of practices and implementation guides that appghe NISTFramework for
Improving Critical Infrastructure Cybersecurityaka Cybersecurity Framewotko meet
the cybersecurityneeds of industry members

e. Perform additional functions defined in the process of structuring thegartnership.
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Incentivize Industrial Modernization for CybeBecure Manufacturing Through The Use of
Innovative Contracting Authorites.Current ICS architectures, networks, processors, and sensors
are much more secure than the legacy equipment in widespread use in most U.S. manufacturing
operations. Industry experience shows that modernizing such systems can improve productivity
and quality as well as security, yet most manufacturers are unable to justify the investment until
current equipment reaches end of life. Dobould tip the balance on such investment decisions
by, for example, subsidizing ICS vendors to offer discounts to maacturers working on defense
contracts. We recommend that:

a. DoD issue a Request for Information (RFI) inviting industry concepts for incentivizing ICS
cyber modernization for defense suppliers, including a business case for the concept.

b. Based on favorable reponses to the RFI, allocate resources to execute the program and
obtain Congressional support for the initiative.

4. Give High Priority to R&D in Cybersecurity for Manufacturittough Targeted Project Funding.
Ongoing DARPA work in this area is promisirag, are emerging commercial technologies. Existing
OSD and Service programs and the Small Business Innovative Research (SBIR) program have the
latitude to invest in technologies that can improve cybersecurity in critical defense manufacturing
applications,but need a demand signal and a path to transition. We recommend designation of
this topic as a priority for S&T planners and offer the technology ideas in Appendix D as examples.
Specific actions are for the USD(R&E) to:

a. Direct the appropriate Relianc2lCommunities of Interest to identify and coordinate
increased S&T investments in cybersecurity for manufacturing systems

b. Includecybersecuritytopics in future SBIR announcements, and give fast track priority to
any promising SBIR Phagefforts that result.

DoD
X X X X X X
program
Public-
private X X X X X X
partnership
Modernize
L X X X X
facilities
R&D X X X

Figure6: Findings to Recommendations Crosswalk
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Summary

Combining nanufacturing innovation and secure technological superiority will enable the United
30AOAOG OiF OAI AET OEA x1T Ol A6O0 AT T ETAT O 1T EIEOAOU DI
national ecanomic performance, making it a critical enabler in fielding advanced technology weapon

systems. The benefits companies are gaining by adoptingat manufacturing technology ardueling

a quick, permanent transition to the Fourth Industrial Revolution (Indtry 4.0). This revolution,

however, opens gaping holes in security systems, expands the attack surface, increases vulnerability

of the manufacturing supply base, and creates serious threats to national security.

Implementing the Cybersecurity for Advance ManufacturingJoint Working Group recommendations
detailed in this report will deliver high value for the warfighters and taxpayers. Creating higimpact

collaborations willstrengthenOEA 1T AOET 180 OAAET T 11 CcU OAlI OAoAEAET h
OEA DPOEI A AT 1 OOAAOGI OO xEI 0OOPPI U I OAE 1T &£ OEA 1 AOA
OEA Oi Ail AOOETI AGOAO OEAO 1T £EAO OAI OAAT A ETT1 OAQE
growth.

The nation will benefit significantly by iwesting proactively in building a more secure DoD
manufacturing infrastructure, creating a smarter defense against malicious actors, and allowing the
United States, and particularly the Defense IndustrialaBe, to stay ahead of the cybedhreat
throughout the supply chainNDIA looks forward to continuing to work with DoD to realizthe vision

of a robust cyberresilient U.S. industrial base connected through trustworthy manufacturing
networks that respond rapidly to national security needs
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APPENDIX ANDIA CYBRSECURITY STUDIES

In 2013 the National Defense Industrial Association (NDIA) launched a study to examine the

001 T AOAAEI EOEAO OT ENOA O OEA $ADPAOOI AT O 1T &£ $AEAIT
cybersecurity challenges to industrial conticsystems (ICS) emerged. The white paper issued by the

study team in May 2014 ha

become essential  for NDIA Cybersecurity Studies Timeline
understanding the
. NDIA-DoD Cybersecurity for
complexity faced by DoD | NDIAManufacturingand Cyber  Advanced Manufacturing Joint
Divisions recommended actions Working Group (CFAM JWG) CFAM JWG report,

manufacturers. The to improve cybersecurity in organized to develop including implementation

. defense industrial base implementation paths for recommendations
document included manufacturing networks those recommendations (under development)

recommendations to the

Undersecretary of : ‘ \
Defense for Acquisition,
Technolagy, and Logistics 2014 2015 2016 2017

(USD (AT&L)) to better DoD USD Frank Kendall DFARS amended to require
endorses report's findings and defense contractors to
secure the Defense asks DASD Kristen Baldwin to impleant r]:HST ':;P 800;71
T AAAAA = A3 direct implementation controls throughout the
) I AOOOOEAI I development organization and supply chain

ma’m{fa‘cwrmg networks. Figure7: NDIA Cybesecurity for Advanced Manufacturing Studies

endorsement and support from the Deputy Assistant Secretary of Defense for Systems Engineering
(DASD(SE)), a second study effort wdaunched in November 2015 as a governmamdustry joint
x] OEET ¢ ¢cOIl Ob OAOEAA xEOE AAOGATTPEITC EIDIAIATC
recommendations.
More than fifty members of the
NDIA Cybersecurity for Advanced
Manufacturing Joint Working Grop
Cyber DoD Office of the Chief Information Officer (CFAM JWG) examined the defense
manufacturing environment, the

Four NDIA divisions: Corresponding DoD offices:

Logistics Joint Staff J4, Knowledge-Based Logistics Division
policy and regulatory landscape, and
Manufacturing Manufacturing & Industrial Base Policy available and emerging technology
Systems Office of Deputy Assistance Secretary of Defense solutions. The findings of these
Engineering for Systems Engineering .
working groups are presented as
Figure8: CFAM JWG Government Participation Appendixes B, C, and D of this

report. They represent vork
accomplished over a Hmonth period in a highly dynamic environmerit. While some parts of this

17 This Study complements the recently released National Center for Manufacturing Sciences White P&adsncing
Productivity and Security: The New Cybersecurity Challenge for Manufac¢tesgranding the findhgs of that study and
offering more detailed suggestions for cooperation between government and industry to improve cybersecurity in
manufacturing.
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paper undoubtedly will be outdated by publication, the implementation paths for the original study
OAAI 60 OAAT I 1 AT AAOGETT O EAOA itiAdAdbiditionsl waHinOtheAWODRA A OT
Government, manufacturing operations, and cybersecurity practices.

The NDIA Cybersecurity for Advanced Manufacturing Joint Working Group

The NDIA CFAM JWG aligned NDIA divisions most germane to the manufacturing cybeisecu
challenge (Cyber, Logistics, Manufacturing, and Systems Engineering) with their counterparts within
the DoD. Team members included representatives of firms ranging from large companies to a woman
owned small defense manufacturer, academia, trade orgaations, and federally funded research and
development centers. Government participants included representatives from two branches of the

Office of the Secretary of

Define the boundaries of the manufacturing

Manufacturing EnvironmentTeam oo study Defense (Office of the Chief
Team Leader: Marilyn Gaska Identify actions and activities that can have the greatest | |nformation Officer and
; i impact to improve cybersecurity in the manufacturing C

Lockheed Martin Corporation - . ACC]UISItIOﬂ, Technology &
Review existing policies and regulations for applicability LOgIStICS)’ the Office of the

Policy Planning & Impacts Team T Joint Chiefs of Staff, and the
Determine additional administrative actions that could .

Team Leader: Sarah Stern, strengthen manufacturing cybersecurity Department of Energy- Active

The Boeing Company Assess breach reporting and communication processes involvement from such a large

for improvements

number  of  organizations

Technology Solutions Team Evaluate existing technical solutions available or under demonstrates the hlgh interest
development to impact cybersecurity in the . .

Team Leader: Heather Moyer, manufacturing environment in, and deep commitment to,

Cl dsC Iting LLC iviti . .

rossroads Consulting Recommend new technology development activities protecting manufacturlng

lntegratfan Team Create the CFAM JWG charter and scope netWOI’kS |n the DIB The CFAM
* . =2 A A .

Team Leader: Catherine Ortiz, Supportotherteafﬂshas nfeede:? 7 0 O erseA I:Tin@mbershlp

Defined Business Solutions LLC Integrate teams’ findings into final report E E C E ‘I E (; E O C’) c") E E O O O A E‘
dependencies across functional

Figure9: CFAM JWG Teams and Work Scope
areas.

To develop implementation plans for the 2014 recommendations, the JWG was organized into four
teams: Manufacturing Environment Team; Policy, Plans, and Impacts Te@aghnology Solutions
Team; and Integration Team. A list of Team Members is included at the beginning of the White Paper
to which this report is attached as an Appendix. The NDIA CFAM JWG Terms of Reference, Appendix
E, were created by the Integration Teanto guide teams in their analyses and developing
implementation paths for the 2014 recommendations. Each team selected a leader who set the
method and tempo for team meetings. All four NDIA CFAM JWG teams began work by the end of
February 2016.

Summaryof4 AAT 68 &ET AET CO

The Team on Manufacturing Environment examined relevant cybersecurity threats and vulnerabilities
in the manufacturing environment and determined ways these can be mitigated; the Team also
explored options for creating a methodology for masuring risks and monitoring threats and
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vulnerabilities. An extensive review determined that currently there a notable gap exists between
those involved in providing security folT and those charged with securin@T, the integrated systems
used in manufaturing. The Team determined that additional training of key personnel and increased
focus on challenges faced by small and méized manufacturers will be required to develop a culture

of awareness and improve human performance and automated systems t@shT COEAT OEA E

AAPAAEI EOU O OExAOO OEA AEmEI OO0 1T &£ I Al EAET OO
report is at Appendix B.

The Team on Policies, Plans, & Impacts identified relevant federal regulations, industry publications,
mandaed policies, and current practices that affect cybersecurity in the DIB. Their investigation
revealed that numerous government agencies either mandate or provide guidance for cybersecurity,
but that most documents focus on ITrather than OT. As a resultthe Team Report (Appendix C)
includes recommendations for modifying existing publications to provide specific directives or
guidance applicable to manufacturing.

The Team on Technology Solutions looked at existing or planned technology solutions that ihigh
increase cybersecurity in manufacturing. To complete their task, the Team developed three case
studies that focused on key components of cybersecurity: confidentiality, integrity, and availability.
Their analysis revealed more than a dozen potential vamabilities in OT systems. Additionally, while
the Team found that technology solutions are available to mitigate or eliminate some of these
vulnerabilities, the need for changes in business practices is as important as the employment of
technology if realimprovements are to be made in securing components of manufacturing systems.
A4EA 4AAIT 80 OADPI OO EO AO ' PPAT AED $8
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APPENDIX BREPORT OF CFAM JWG TEAM ON MANUFACTURNG ENVIRONMENT
THE MANUFACTURING CYBERSECURITY THREAT
Understanding the Defense Manufacturing Environent

The NDIA Cybersecurity for Advanced Manufacturing Joint Working Group (CFAM JWG)
Manufacturing Environment Team (MET) was tasked to answer the following three questions about
cybersecurity for advanced manufacturing in the Defense Industrial Base:

1 What are the relevant cybersecurity threats, vulnerabilities, and consequences?
1 How can cybersecurity risks in manufacturing environments be identified and mitigated?

1 How do we create a methodology to continuously measure these risks and constantly monitor
threat and vulnerability?

4EA T OAOAOAEET ¢ NOAOOGEI 1T EOh O7EAO0 AAT $i1$ AT A EI
AT A O0O1 1T AOAAEI EOEAOh 1 EOECAOA OEOEOh AT A AiT1 OET OI
The first step in addressing thesguestions was to develop a clear understanding of the context in
xEEAE O$1$ AT A ET AOOOOU 8 ri OO0OY xI1 OE OI CAGEAO OIi
I £ OEA AT OAOPOEOAR ®1 Al OAET ¢ OEA EAAOI OU EI 11 0856
The Defense Manufacturing EnvironmentDME) (Figure 10 shows the digital thread as digitally
created, stored, and exchanged information that supports the manufacturing and sustainment
processes of modern products. The digital thread exists throughout the product lifecycle. The DME
includes mgor manufacturers and their networks of smaller suppliers, R&D labs, and OEMs that
manufacture and support the industrial control systems (ICS) they use.

Nearly every organization is connected to the Internet and has perimeter cyber defense capabilities;
generally, however, smaller suppliers have far less capability and cyber expertise than larger
companies, making them far more inviting targets for cybeattacks, especially once their affiliation
with a larger supplier becomes public knowledg€ Cyberattacks could affect one or more of the
production functions shown at the bottom of the figure.

18 NDIA (2014).Cybersecurity for Advance Manufacturing: A White Papdational Defense Industrial Associain
Manufacturing and Cyber Divisions, Arlington, VA, p.1.

19 See Appendix Gfor more details, including sample use cases involving attacks against the confidentiality, integrity and
availability of elements of the DME.
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Research and Product Lifecycle
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FigurelQ The Defense Manufacturing Environment

To represent the sustainment phase, a diagram like Figdi@would also include the U.S. Government
Sustainment System, which exchanges relevant data with smakeippliers and major manufacturers.

A vast set of potential attack opportunities present themselves in this even more distributed system
of systems. It is critical to recognize that, in addition to vulnerabilities inherent in this portion of the
life cyck, every product used to sustain or maintain fielded DoD capabilities was created by a DME like
the one shown in Figure®.

The DME diagrams and use cases (AppenHjxhow that the digital thread is long and may present
adversaries opportunities to stealor alter critical design, product, and process control data. As
continuing research indicate? this threat is magnified when one realizes that test machines used to
validate products can be compromised just as easily as design and production machines. The
discussion in the rest of this report is founded in this reality.

Research has also shown that cyber attackers, even those with state sponsorship, prefer to use easy,
cheap penetration methods whenever possible. Hence, program managers, manufacturersi atiner

20 See, for example, the work of the Wginia Tech Applied Research Corporation referred to dtttps://www.vt -
arc.org/appliedr-d/
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suppliers can examine the digital thread to identify potential threats to individual suppliers and
manufacturers. They can also highlight points at which risk management may be the weakest, because

these will be places cyber attackers will try toxgloit as part of what the SANS Institute ICS team
AAOAOEAAO AGI EAEAQOAABOBDOT AOO AAOAAEOGI T U PIATTAAR X
AT A AAEOOOI AT 6066 OEAO AAT T1#AAOO OI GAO OEA Al OOOA
Operational Technology versus Informé&in Technology

As reported in the NDIA 2014 CFAM White Paper, business and financial concerns are accelerating the

drive to increase interconnectivity among manufacturing systems and connect them to enterprise

business systems and information resources. i, therefore, imperative that firms engaged in or

supporting defense manufacturing develop robust, active risk management and information security

programs. They must also have wefEl OT AAA AT 1T £ZEAAT AA ET OEAEO AOOE]
programs before enabling connections intended to support critical or sensitive communications. As

the use cases in Appendix G show, this is especially true when the firm plans to digitally transmit or

receive data related to product design, production, test, or maiahance.

47T AAUBGO | AT OEAAOOGOET ¢ AT OEOiITi AT O BT OAO O1T ENOA AU
technical complexities of cybephysical systems. These challenges stem from fundamental
differences betweenlIT and OT, organizational stovepipes thaseparate management and decision

making processes for enterprise business operations and the production environment, and the

inherently change and riskaverse culture on the shop floor.

IT systems and related business processes are more established amgtenfocused on eneuser

support and efficiency. OT systems are developed outside the typical IT infrastructure, follow different
standards, and have different priorities (e.g., safety, quality, productivity). IT systems run interruptible

business processeand can be backed up frequently with relative ease; the nature of the risk in an OT
environment is much more physical (loss of product, compromised quality, equipment or facility

damage, human safety). The OT environment is not highly adaptable to changkich is viewed as
OAEOOODPOEOAB8G )1 Oi i A AAOAOh OEA bi OAT OEAI AAT AEE
the risk of disrupting operations and degrading productivity. Thus, change management is approached

very differently in each environmat.

Another fundamental difference is the life span of an IT system versus an OT system. Hardware in
business systems might be updated every few years because of technology advancements, but the
average age of US industrial equipment is more than 10 yedB$ven historical equipment lifecycles,
especially in the defense industrial base, many existing manufacturing systems will be in use for
another 1020 years. These legacy systems were not designed with cybersecurity or the Internet of
Things (IoT) in mid and are inherently unsecure, especially when networked.

21http:/fics.sans.org/media/controkystemsare-a-target-poster.pdf
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Frequently, unlike IT systems, OT legacy systems cannot handle the CPU load fetimeaprocessing;
thus, concern about latent impacts on production impedes adoption of some cybersecurity soluo
(e.g., active scanning and intrusion detection systems). Similarly, the OT environment is resistant to
the use of software patches and regular updates that might interfere with legacy system operations.
On the shop floor, the cost of security is timer(ithe form of latency or downtime), which equates to
inefficiency and risk; this drives cautious and conservative decision making.

In terms of corporate culture, a communication gap remains between IT and OT personnel because
the two environments have taditionally been physically air gapped and organizationally separated.
Today, as business realities drive the need for réiahe data from many functions (including
production) and new technologies fuel the desire to connect production and ngoduction devices

on the factory floor, the boundaries are becoming blurred. As a result, communications and
collaboration between IT and OT personnel must increase to identify and mitigate risks, especially
where these systems connect. For small businesses, thia @tentially significant challenge; organic

IT resources may be very limited, and OT personnel often do not consider their operations as being as
interesting to threat actors as IT. The risk is heightened by the fact that production personnel are
typically driven by the need to get new technology (e.g., sensors, mobile devices, 3D printers)
implemented and running, which can overshadow security considerations. Given this haste to deploy,
the IoT will likely be adopted faster than it can be secured, analagoto whenWi-Fiemergedz it was
installed everywhere, yet appropriate security protocols lagged by several years.

When applied correctly, the characteristics of OT systems conveedhate advantages from &
cybeisecurity perspective. But these advantages disappear when OT systems are directly or inc
connected to the Internet.

511 EEA )4 OUOOAI Oh /4 OUOOAI 6 AOA OOEAPAA AU OEA
ways and configurations that require the ahcker to have extensive knowledge to impact them in a

meaningful and designed way. [IJn a properly architected ICS, there are many layers of systems and
AAOAAOGETT OAT 01 OO OEAO Al AAOAOOAOU EAO O OOAOA
Connecting OT systems to the Internet, however, either directly or by proxy through another Internet

connected system, significantly undermines the inherent security advantages of a properly architected

ICS. Moreover, not all manufacturers have the technical andncial wherewithal to create a properly

architected system of systems on their own. Additionally, the impacts of attacks on IT versus OT can
AEEEAO COAAOI U8 7EEI A OAATEAI 1T &£ OAOOGEAA O1 Al )
DOl AAGiBh 6O GHA )i ATEDOI ACGETT 1T £ OAT 01 00 1O OGOEA DOT A/

22 Assante and Lee (2015), p. 7.
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to the failure of safety systems designed to protect human life or induce the process to injure
DAOOT BT Al 86
Threats, Vulnerabilities, and Consequences

Many authoritative journalistic and industry reports clearly indicate that manufacturing is a key cyber

target for traditional and industrial espionage and extortion. For examples far back as\pril 2009,

the Wall Street JournaDA BT OOAA OEAO Or OYofigals fafiaOwith e maiteh £l O1 A
confirmed that the [F35] program had been repeatedly broken into. The Air Force has launched an

ET OA OO ECThe nBlicdtiad & that technology stolen from the-BS program was instrumental in
AOAAOQGEIT T BuaAiftwéenhéeratidndstalthr fighter. 2> More recently, IBM reports that their
OAOAOACA AT EAT O AiTPATU ET OEA 1 AT OEAAOOOEIT ¢ EI
pharmaceutical companies] was found to have experienced just over 58 million securitgrész or 10
DAOAAT O i1 OA + OEAT OADPI OOAA ET OEA TPzZIX OADPI 0O
AAAAOGO EAO OAEAT EITTA AO OEA 1 AAMokitan 68% OGfGhe 1 /£
manufacturingrelated cyber incidents in the 2018erizon Data Breach Investigations Report were
AOOOEAOOAA O1I AUAAO AOPEITACA8 O-100 ATiIiT17T1UR A
obtain intellectual property, whether that be proprietary manufacturing processes, patents, designs

IO & & 61 A085bd

Of
ET

Sound risk management requires each organization to develop a rich picture of relevant threats and

001 1T AOAAEI ECEAO8 4EEO DPEAOOOA ET Al OAAO O1 AAOOGOAT A
(TTPs). Manufacturing firms and their supplier netwoskmust assess their vulnerability to each type

of threat source and each relevant vulnerability category. THRéST Risk Management Framewdrk

advocates a ninestep approach?® to this task. Good risk management requires knowledge and

experience from multipledisciplines.

Experience has shown that the use of shared language makes it far easier for firms and governments
to understand and address common issues. Fortunately, publications such as NISTIR 7621, Revision 1,

23 Assante and Lee (2015), p. 11.

2Gorman, S.A.Coleand Y. Zv& AT j TPPYQh O#i1 i pOSGAD® DEEhEGFADRE JolirBahceeBsedE O A O

4 Nov 2016 ahttp://www.wsj.com/articles/SB124027491029837401

B0ET O OEA ' EOI ET AOO8T AO AYEERAS EO#T PUAEOCAAGRATIDEDR OneT PARQRT €
September 23, 2015, accessed 7 Nov 201éitgi://www.defenseone.com/threats/2015/09/morejuestionsf-35-after-new-
specschinascopycat/121859/

%)y . jTPzwgs O! 3000AU 1T &£ OEA # UARAO Fordk R&entk!) accebsdd 4NREBHK £ O |
https://public.dhe.ibm.com/common/ssi/ecm/se/en/se912351usen/SE912351USEN.PDF

3 EEEAE jTPzwqgs OTPzWw - AT OEAAOCOOCEI C 2ADPI 0069 4AEEI C Ui OO AOO
http://www.sikich.com/insightsresources/thoughtleadership/whitepapers/manufacturingeport-2016 Sikich LLC.
28 http://csrc.nist.gov/groups/SMA/fisma/framework.html

29 http://csre.nist.gov/groups/SMA/fisma/documents/risknanagementframework-2009.pdf, slide 3. The steps are:
Categorize the system (including framing and assessing the risks), Select baseline controls, Refine controls based orkthe ris
assessment, Document the controls a system security plan, Implement the controls, Assess their effectiveness, Determine
firm-level risk and tolerance, Authorize system operation informed by the assessment, and Monitor and adjust the
effectiveness of controls over time.
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Small Business Information Security: Thaendamentals®® the NIST Cybersecurity Framewdtiand
related Special Publications, including the emerging NIST SP-88QNICE Cybersecurity Workforce
Framework (NCWEF¥ offer useful lexicons that define key cybersecurity concepts and roleNIST
SpecialPublication 80882 revision 2 is a particularly valuable resource for organizations seeking to
understand cyber threats, vulnerabilities, and consequences to manufacturing.
.) 3480 OAAT I T AT AAA DPOT AAOO ‘Mbedns WthA delinDghEthiehtlo AT A | A
the organization within the context of the external environment. Applying the risk model requires
identifying one or more threat sources and characterizing vulnerabilities. As Figure 4 shows, NIST SP
800-82rZ35 lists four types of threat souces (adversarial, accidental, structural and environmental)

and six categories of vulnerabilities, along with sdigpes and subcategories (see Tables-Cz G7 in
the NIST SP for details). Note that vulnerabilities can be mutually supporting.

CyberattaE AOO | AU OOOEEA &£ O A OAOEAOU 1 £ Ohikegiydl O OT AR
I OAEI AAEI EOU6 OOEAA8 2A0AAOAEAOO OAOA OEA %¥0A1 AOE(
which JWG members mapped to the CIA triad, from easiestmst difficult:

Compromise ICS Security (Confidentiality)

Exfiltrate Information (Confidentiality)

Disrupt the ICS (Availability)

Damage the ICS (Availability)

Low Confidence Process Effect (Integrity)

High Confidence Process and/or Equipment Effect (Intég and Availability)

=A =4 =4 =4 =4 -4 =4

Successful Attack with Réttack Option (Confidentiality, Availability, and Integrity)

30 Seehttps://doi.org/10.6028/NIST.IR.7621r1
Slhttps://www.nist.gov/sites/default/files/documents/cyberframework/cybersecuritframework-021214.pdf
32http://csrc.nist.gov/publications/PubsDrafts.html#SB00-181
33http://nvipubs.nist.gov/nistpubs/SpecialPublications/NISHP.80082r2.pdf

34 NIST SP 8030 rl Guide for Conducting Risk Assessments
http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication8Dr1.pdf

35 Guide to Industrial Control Systems SecyriRgvision 2http://nvipubs.nist.gov/nistpubs/Special@blications/NIST.SP.800
82r2.pdf

I AADOAA mEOI T ' OOAT OA AT A ,AA jTPzXxqgqh O)#3 | OOAAE S$EAZEAOI OU
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A 4EOAAOG OAT U Ari oith he po@dihl foladvér@ly ikgaét organization:
operations (including mission, functions, image, or reputation), organizational as:
individuals, other organizations, or the Nation through an information system
unauthorized access, destruoh, disclosure, modification of information, and/or denial
OAOOEAAS8G

A 4EOAAO 31 OOAAd O4EA ETOGATO 1O 1T AOGET A A
AEOEAO ET OAT OEIT AT 10 O1TET OAT OETTAI 1 A{

A 60611 AOAAEI EOUY OA xAAdni (hbing Bh ICSH,Tsystén gebut
procedures, internal controls, or implementation that could be exploited or triggered k
OEOAAO Oi OOAA86G

A OOAAEODPI OET ¢ #I11TAEOQOEI T O OPOI PAOOEAO
architecture, orinformati T OUOOAI O OEAO Ai 1 OOEAOOA O

A 4EOAADO %OAT 6 OAT AOGAT O 1T 0 OEOOAOQEII
AT 1 OANOGAT AAO 1T O Ei PAAOS8G

A YT AEAAT 0 O7EAT A OEOAAO AOGAT O 1 AA Onbedy
jeopardizes the confidentiality, integrity, or availability of an information system or
information the system processes, stores, or transmits or that constitutes a violatiol

imminent threat of violation of security policies, security prooees, or acceptable usi

policies8 0
I OOAT OA AT A ,AA T AEA A AOEOEAAI DIET O AAT OO OEA OF
cases, there is significantly more valu 8 ET DAO&I Oi ET ¢ AOPEI T ACA OEAI
AOOAAE OEAO x1 O1I A ET Al OAA OEA AAOOOOGAOEIT 10O 1 ATE

identify and remediate adversary intelligence effortg even if there is no immediate danger or
AOOET AOO¥ Gifiehtalfysaitacks can enable adversaries to identify individuals for
subsequent targeting, discover and devise ways to defeat specific military capabilities, and ascertain
patterns of capability use that can be exploited when neede All of these outcomes can threaten
critical DoD capabilities at critical times.

I OAE1I AAET EOU AT A ET OACOEOU AOOAAEO AAT AA AEOEAO
disrupts the ICS is significantly easier to achieve than manipulatihg process in a designed way or
01 OAAEEAOA £EO1 ACEI T AT EIPAAO Z£A11 ET O OEOAA AAOD
loss of view, @knial of view, manipulation of view, denial of control, loss of control, manipulation of

71 OOAT 6Ah - EAEAAT *h AT A 21 AAOO -8 ,AA jTPZIxqs O4EA )T AOOOOE,
https://www.sans.org/readng-room/whitepapers/ICS/industriatontrol-systemcyberkill-
chaind36297#__utma=195150004.1133142235.1475771286.1475771286.1477498978.3&___utmb=1951500042093B7&7 499
__utmc=195150004&__utmx&  utmz=195150004.1475771286.1.1.utmcsr=(direct)|utmccne@fuemcmd=(none)&__utm
v=&__utmk=14654967p. 6.

38 Assante and Lee (2015). 10.
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control, activation of safety, denial of safety, manipulation of safety and manipulation of sensors and
ET OOO0OP AT O0O86
Fortunately, meaningful availability and integ@U AOOAAEO OUDPEAAI T U OANOEOA ¢
AT AAT A0 AAAAOGO AT A POl OEAAO OOA&AZEAEAT O ET & Of AOCET
adversary is in his or her campaign can enable defenders to make beitdormed security and risk
manaCAi AT O AAAEOETT O 8 " U O1 AAOOOAdrdhitedted ICO RefvorksT EA OAT
and by understanding adversary attack campaigns against ICS, security personnel can see how defense
EO AIAAIORSCOEOU AOOAAEO OA Aeduiprhelt inipaEt rédir€ adéerEtidsAT O D O
to become intimately aware of the process being automated and the engineering decisions and design
i £ OEA )Yy#3 AIT*A OAZEAOU OUOOAI 846
Campaigns require adversaries to first plan and execute one or more confidentiaitycks to conduct
reconnaissance and imbed communications capabilities within the network, unless the targeted firm
has ICS components that can be accessed directly or indirectly via the Internet. Adversaries must then
study information collected by theirreconnaissance probe to identify desired targets, gain access to
targeted data and systems, and create tailored means to affect them. This complex series of events
offers defenders more opportunities to detect attacks, mitigate losses, and even defeat atks. For
this reason, JWG members concluded that DoD suppliers must place prime emphasis on preventing,
detecting, reacting to, mitigating, and recovering from confidentiality attacks. Small and nste
i AT OEAAOOOARAOO AOPAAEAI I Wkperehcd bl hefpAd ke nd éxexluté $1 $6
effective manufacturing cybersecurity programs. In concept, DoD could provide this help in the form
of training provided by:

9 military or civilian personnel fromeither or both the Active Duty, Reserve and Guard
components;

1 programs affiliated with other government entities and programs (National Initiative for Cyber
Education (NICE), NIST ManufacturifgxtensionPartnership(MEP)); or

9 commercial providers, with DoD subsidizing costs as needed, possibly under auithesr
granted to the Office of Economic Adjustment.

Breaking the kill chain and thwarting the objectives of attacks of all types requires watnned and
focused efforts that hinge upon a sound and continuous effort to identify and mitigate risks.

39 Assante and Lee (2015), p. 11.
40 Assante and Lee (2015). p. 1.
41Assante and Lee (2015), p. 1
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National Defense Implications

R&D Efforts

These are Not Cooperative @
Cyberattacks on any
manufacturing network can
jeopardize product integrity,
risk precious intellectual
property, and threaten
production operations. In the
$)"h  xEAOA ¢
equipment is produced, cyber
attacks have natimal security
implications. Evidence already
exists that statesponsored

~—+ _-Russia’s A-50
W —y—

Dongfeng EQ2050

efforts to infiltrate and steal iibiie
|nf0rmat|0n from Companles st 26.35 2018 pape2 | Distnbution Statement A — Approved for public release by DOPSR on 1012172015, SR Case # 16-5-0130 applies. Distributon is unlimted
involved In defense Figurell Threat to Defense Superiority

manUfaCturmg have led to the Credit to Brian Hughes, Director of the Office of the Secretary of Defense Di
development of  military Joint Acquisition Protection and Exploitation Cell

equipment remarkably similar to U.S. end items;ist no coincidence that several of the planes, drones,
and vehicles deployed in by China and Russia bear striking resemblances to ones in the U.S. inventory.

Equally troubling is the fact that adversaries who penetrate the security systems in processesluse
produce arms and equipment for the U.S. military may have the capability to alter production to affect
OEAOA EOAI 66 OAI EAAEI EOUh OAZAOUR T 0O OAAOOEOUN
AACOAAET ¢ OEA AAEI B@Morced & beGshcBessiuliod thé batledield £EEnEeD
developing and maintaining effective methods to secure the production process from conception to
delivery of equipment to military units is essential.

Education, Training and Awareness

Decision makersnust recognize these realities and must have the ability to understand and manage
risk to manufacturing. Tight connections between IT and OT systems directly affect security needs and
risk. Mechanisms on both sides of the IT/OT divide must adapt, req@rdecision makers to address
issues including, but not limited to:

1 Ownership and accountabilityWwhen considering the pros and cons of connecting OT and IT
systems, decision makers must ensure they understand and appropriately balance the
priorities of knowledgeable individuals from the business, operations, security, and
technology communities.Simply put, IT and OT systems should only be connected when the
readily achievable upside far outweighs the potential downside

1 Conflicting culturesEach communityin an organization may have its own culture. In terms of
cybersecurity, this culture has a direct impact on the perceived importance of each element of
the CIA triad, and the five dimensions of Trustworthiness highlighted in the 2006ST

B9 © 2017 National Defense Industrial Association. All rights reserved.
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Framework for Cyer-Physical Systenf$ Individuals who work directly with OT often prize
Availability above the other triad elements and Reliability and Safety above the other
Trustworthiness dimensionsFinding positive ways to overcome cultural resistance is key to the
success of industrial cybersecurity efforts.

1 Cooperation versus maintaining competitive advantagée digital thread inherently makes
AEOI O bl OAT OEAIT T U OOITAOAAT A OF OEAEO DPAOOT AoC
interest to help its supgiers simultaneously become both more secure and more efficient, it is
ET AAAE AE£EOI 80 EI OAOAOO Oi EAI P EOO PAOOTI AOO E
of business relationships in the DoD and commercial marketplaces can often motivate ragfai
cooperation. Decision makers at smaller firms may need help coping with the reality thatry
decision about when and how much to help others has the potential for both good and bad
strategic impacts

The JWG members agree that alignment of IT and ©n convey specific advantages in terms of

minimizing costs regarding projects, procurement, licensing, and overall support of the infrastructure.

However, creating such alignment requires an even more concerted effort to determine the extent

and impactsof cybersecurity threats from a holistic, systerf-systems perspective. As a result, it is
OAOOAT OEAT OEAO )4 AT A | 4 OAAOGOEOU DPAOOITTAI h AO
engineering community to uncover the scenarios that could be haruaifat various facilities to help

OEAI O1 AROOOAT A OEA bi OAT OEA® AsAhk BEACFAM Wilte RapeAl O 1 £
noted, efforts by small and midDEUA | AT OEZAAOOOAOO AT OI A COAAOI U AA
financial assistance. Therefer, JWG members recommend that DoD create or add to existing DoD

sponsored academic research programs designed to discover vulnerabilities within existing and
emerging manufacturing networks. These programs could be executed under the purview of an

existing DoD-sponsored University Affiliated Research CentetJARQ like the Systems Engineering

Research Center (SERC).

42 Section B.4 of the CPS Framework addresses five interdependent dimensiohsystem trustworthiness: reliability,
resilience, safety, security and privacy. See https://s3.amazonaws.com/nist
sgcps/cpspwg/files/pwgglobal/CPS_PWG_Framework_for_Cyber_Physical_Systems_Release_1_O0Final.pdf

43 Assante and Lee (2015), p. 12.
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Specific Concerns for Small and Medium Size Manufacturers

As mentioned earlier, small and mediwsized manufacturers often do not have the stg expertise,

or financial wherewithal to develop effective cybersecurity measures on their own. These firms are
often challenged to balance requirements of production with the need to provide appropriate
security. The demand for efficient manufacturingréquently takes precedence over concerns about
vulnerabilities caused by their interconnectedness via electronic means.

* Often lack cybersecurity

Cost is another significant challenge.
knowledge and resources

Based on feedback from subjeet
matter experts, the annual cost of
compliance with DFARS Clause

252.2047012, Oct 2018s anticipated

to be in the millions of dollars for Tier 1
suppliers. It is unlikely that second
S&MEsareCn'tl'caltoDefenseManufacturing‘ and third-tier Suppliers will have the

* Most have no full time
cybersecurity staff

* Believe they are not targets, so
they focus on perimeter
defense for IT network

* Many lack a business case for
investing in OT cybersecurity

technical skills, knowledge, or
funding to comply, though DFARS
Clause 252.204012requires every prime flow down the clause to subcontractors only when
performance will involve operationally critical support or covered defense informatipmvhich is in
generalfor a certain percentage of business. Also, international suppliers must be made awdre o
these requirements, and primes must work with them to leverage their native cybersecurity policies
and correlate them to DFARS requirements. If these firms do not compilge prime contractor can
work with DoD to resolve the concern through other mechasins.

Figurel2 Small and Mi&ize Enterprises (S&MES)

Workforce Collaborations

Collaborative efforts to train and equip the workforce are essential for effective cybersecurity. The
JWG believes the following initiatives can have significant impact:

9 Better integration of cybersecurityinto engineering, computer science, and management
curricula to increase awareness and mutual understanding of cyhmtysical challenges and
solutions across relevant disciplines; better education will develop a skilled workforce capable
of implementing smart manufacturingnfrastructure.

1 Frequenttraining for certification, assessment, and qualificatiaf workforces to keep abreast
of latest technologies, standards, and guidance for cybersecurity for advanced manufacturing.

1 Renewed focus on science and engineering eduaatito cultivate a manufacturing workforce
that can manage highly technical systems and allow for greater automation, freeing
employees to put their talents to work on R&D, redefining the meaning of a career in
manufacturing.

1 Creation of a platform to enable workforce mobility of documents, realtime data,
collaboration, and workflows from their existing enterprise systems directly to frodine
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workers, using smart glasses that do not require them to take their hands off their equipment
or break from theirtask to consult a manual or computer terminal.

Human Factors

While advances in technology may be of great assistance in thwarting efforts by adversaries to
infiltrate the digital thread and affect production, the JWG believes the key to effective cybecseity
begins with a trained, committed, and capable workforce. Therefore, the JWG recommends the
following actions to address the human factor in creating effective cybersecurity in the DIB:

1 OUSD(AT&L})hould support workforce training specifically focusgaround the advances and
implications of the digital thread, deployment of systems connected to networks and to the
Internet of Things (loT), and appropriate ways to manage a sensitive and vulnerable
environment.

1 Workforce training in the use of advancetbols like Augmented Reality (AR) and Virtual Reality
(VR) is critical, as deployment of these systems adds additional threats if appropriate
DOAAAOGOGEIT O AOA 116 1 AT AAGAA AO PAOO 1T &£ OEA 04
increasingly becomepart of the digital thread as the move to the Virtual Factory floor takes
place. Future training sessions should be focused on these matters, and may be facilitated by:
o 30PpPI OO0 &I O 40AETETC #1 OO0OAO AAET C 1T £AFEAOAA A
(Augmented Reality for Enterprise Alliance) in the area of functional requirements for AR
in manufacturing.

o Development of a Guidance Document to support the concept of Virtual Manufacturing as
an outcome of the digital thread to get ahead of the curve forae of simulation, AR, and
VR to allow the design, development, and fabrication of new products. DMDII has recently
released the first version of its Digital Commons, so this vehicle can provide a good beta
test case and can be adapted before widespread eake into the industry.
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APPENDIX C REPORT OF CFAM JWG TEAM ON POLICIES, PLANS, & IMPACTS
REGULATIONS, POLICIES, AND PRACTICES

The CFAM JWG Team on Palicies, Plans, & Impacts (PPI) was tasked to identify and review federal
regulations, industry publications, mandad policies, and current practices that affect the practice of
AUAAOOAAOOEOU ET OEA $)"8 4EA 4AAI 60 TAEAAOEOAO
1 Where and how to augment existing policies, regulations, and standards; and
9 Best practices for breach repoihg and communication.

The JWG Team found multiple government offices that issue cybersecuniglicy, guidance

regulationil O I AT AAOAOh ET Al OAET ¢ OEA $ADPAOOI AT O T A& #1711

Technology (NIST); the Department of Energthe Department of Homeland Security; and several DoD
organizations: The Office of the Undersecretary of Defense, Acquisition, Technology & Logistics
(AT&L), the Missile Defense Agency, and tiwD Chief Information Office. However, most existing
cybersearity policy andguidance focuses on protecting IT rather tha®T.When OT is includedh the
requirement, the guidance can be overwhelming for themall andmedium enterprises (S&ME) that
manufacture most of the components and parts used by DoD.

For ther analysis, the PPI Team reviewed:
1 Applicability of existing policies, regulations, and standards
1 Gaps in policies, regulations, and standards

1 Results of a survey of manufacturing OT network breach reporting and communication
processes

1 Constraints on indgtry and the government
1 Breakdown of current activities on the protection of manufacturing networks

In completing their work the Team received support from the American Society of Mechanical
Engineers (ASME), the Industrial Control Systep@yber EmergencyResponse Team (IGSERT),
JacobsTechnology Groupthe Office of DoD CIO (Defense Industrial Base Cybersecurity), the Office

X

i £# OEA 51 AAOOAAOAOAOU T £ $AEAT OA j 001 ACOAI AT O AT A

PC.
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4EA AOI E 1 £ s@dsdarchOcentereddoh Axisfing policies, regulations, and standards
surrounding cybersecurity on the manufacturing floor. To include all possible initiatives and guidance
documents, the PPI Team reached both across and beyond DoD to include:

9 Office of the Secretary of Defense (OSD)
o Acquisition, Technology & Logistics (AT&L)
1 Systems Engineering (SE)
1 Logistics & Material Readiness (L&MR)
1 Defense Procurement Acquisition Policy (DPAP)
1 Defense Contract Management Agency (DCMA)
o DoDChief Information Officer (CIQ
o Missile Defense Agency
1 Department of Commerce (DOC)
o National Institute for Standards and Technology (NIST)
o National Cybersecurity Center of Excellence (NCCoE)
o Hollings Manufacturing Extension Partnership (MEP)
1 Department of Energy (DOE)
o Idaho National L&éoratory
1 Department of Homeland Security (DHS)
o National Protection & Programs Directorate (NNPD)
1 Cybersecurity and Integration Center (NCCIC)
A Industrial Control Systemg Cyber Emergency Response Team (ICBRT)
o Office of Infrastructure Protection (OIP)

1 Gitical Manufacturing Sector (CMS)
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Existing policies, regulations, and standards

While emerging cybersecurity mandates and
guidance documents show promise for
ET AOAAOGET ¢ OEA $)" 80
found a lack of applicable policies or regulatien
that directly address security of networks and
AAGEAAOG 11 OEA EAAQI
Publication 80082 (SP 8082), Guide to
Industrial Control Systems (ICS) Securit
provides guidance on how to secure industrial
control systems; however, its lagth (247
pages) can be overwhelming for S&MEs that
manufacture most of the parts and
components used in military hardware and
systems.

Unlike IT cybersecurity processes or
protections developed for information and
communications technology (ICT), electrdc Figure13 Policy Gap Between Acquisition and Manufacturing
systems used in manufacturing operate in a

unique environment. The factory floor is not just another server room; its ICS network is critical
infrastructure, as it drives devices ranging from those controlling energy systems to ones

Z oz A oz oas

manufacturingthe AOET T 60 11 00 OAT OEOEOA AAEAT OA OUOOAI O8

Currentlaw, policy, regulations, andyuidance that may be modified to include protections for the
factory OT environment includes:

1 DoDI 5000.02Defense Acquisition System
o Program Protection Planning
1 DFARS Regulains

o DFARSProvision Section 252.2047008, Compliance with Safeguarding Covered Defense
Information

o DFARS Clause 252.20a09, Limitation on the Use or Disclosure of THRdrty Contractor
Reported Cyber Incident Information

o DFARS Clause Section 252.284.0,Cloud Computing Services

o DFARSClause252.2047012 Safeguarding Covered Defense Information and Cyber Incident
Reporting

1 NDAA FY2016 Section 16&EX/ALUATION OF CYBER VULNERABILITIES OF MAJOR WEAPON SYSTEM(
OF THE DEPARTMENT OF DEFENSE
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