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PSM Measurement Methodology NDIN %ﬁf INCOSE

* A collaborative decision environment founded on objective information and
open communications enables the measurement results to positively impact
program objectives

* Practical Software and Systems Measurement (PSM) principles are used to
define relevant measures

- What you measure is driven by what you need to know - information needs

- Measurement definitions and methods are determined by program and/or enterprise
processes - process integration

- The environment you work in drives how the measurement results are interpreted -
decision context

- Action must be taken to realize any benefit from measurement - fact based decision making

See Part 1, Section 5 for more information
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Information Needs NDIA ﬁﬁ INCOSE

* Based on objectives and issues from the team, program, and enterprise levels

- Objective - a project goal or requirement

- Issue - an area of concern that could impact the achievement of an objective, including risks,
problems, and lack of information

Measurement Construct - Levels

Information Need v - Information Product N information
Can be addressed by Information Need [issirme The measures and Product
many different measures interpretations
! i
Measurable Concept P E— |
Measzurable Concept Measurement Construct !
Describes possible ideas Measurable Documents the detailed '
to satisfy information ~ Concept defiritonof amessie i
needs 1 i
1 1
' !
Entities and Attributes -
: Specific products and :
Entity m parametersto be }
measured

Attribute

Adapted from ISO/IEC/IEEE - Measurement Process

See Part 1, Section 4 for more information
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Information Needs, Categories, and Measures
ICM Table (Excerpt)

NDIN Psi ok

Information Team Information Product . . Potential
. Measurable Concept . Enterprise Information Need
Categories Need Information Need Measures
Schedule and Work Unit Progress |Are story points delivered as |Are features/capabilities Are capabilities delivered as [Burndown
Progress (team, product) committed? Are we still on delivered as committed? Are |committed? Are we still on Committed vs.
Milestone track to deliver all story points|we still on track to deliver all |track to deliver all capabilities [Completed
Completion per roadmap? (on plan) features/capabilities per per roadmap? (on plan) What |Velocity
(enterprise) roadmap? (on plan) What are |are the capabilities at risk of
the features/capabilities at  |not being completed as
risk of not being completed as|scheduled?
scheduled? Are all
capabilites/requirements
allocated to releases?
Work Unit Progress Did we deliver expected Is the user satisfied with the |Feature or
capabilities / features? Is the |delivered products? Do they |Capability

roadmap still valid?

provide the desired
functionality when needed?

Implementation

Work Unit Progress

Is the integration and test
progress proceeding as
planned?

Test Progress

SED - Apr 2021

See Part 1, Section 7 for more information
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CID WORK DECOMPOSITION

Term

Synonyms

Description

Continuous Iterative
Development (CID)

Agile, DevOps,
DevSecOps, SAFe

A method of managing development, testing, and release of
software, or systems, to continually, or iteratively, provide
working functional systems of increasing capability to
internal and external customers.

Roadmap

A high-level description, with text and visual, that maps out
the vision and direction of product offerings over time. It
describes the goals and capabilities of external releases.

Dependencies between features/capabilities might be
visualized. Relevant milestones, e.g., large-scale projects that
interact with the product offerings, might be included.

Capability

Epic, Mission
Requirement,
Objective

Higher-level solution typically spanning multiple releases.
For DoD, these may be reflected by a Capability Needs
Statement (CNS) or JCIDS capabilities. Capabilities are made
up of multiple Features to facilitate implementation.

Feature

A service or distinguishing characteristic of a software item
(e.g., performance, portability, or functionality) that fulfills a
stakeholder need and includes benefit and acceptance criteria
within one release. Features are used to complete capabilities
and are comprised of multiple Stories (or tasks, use cases,
etc.).

In some contexts, the term feature might also refer to software

systems (capability-level scope) that ingest data, process data,
and deliver a certain product/output to the stakeholders.

Story

Use cases

User Story. A small desired behavior of the system based on
a user scenario that can be implemented and demonstrated in
one iteration. A story is comprised of one or more tasks. In
software development and product management, a user story
is an informal, natural language description of one or more
features of a software system. User stories are written from
the perspective of an end user or user of a system.

Use Case. In software and systems engineering, a use case is
a list of actions or event steps, typically defining the
interactions between a user and a system (or between software
elements), to achieve a goal. Use cases can be used in
addition to or in lieu of user stories.

Story Points

A subjective value assigned by the developing team to a story
to provide a relative measure of effort and complexity. Story
points are a unit-less value: they are a scalar indicator of
relevant complexity. Story points are generally not
comparable across teams.

Task

Steps to be completed to satisty a Story.

SED - Apr 2021
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Figure 1: CID Work Decomposition

See Part 1, Section 2.1 and 3 for more information
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Aligning the PSM framework and measures

with DoD SW policy and enterprise improvement

Automated Test Coverage
Burndown (Sprint / Release)

Committed vs. Completed

Cumulative Flow

Cycle Time / Lead Time

Defect Detection

Defect Resolution

Mean Time to Restore /

Mean Time to Detect
Release Frequency

Team Velocity

SED - Apr 2021

“== Development =P &=

« Automated test coverage of specs/code (internal, external)

+ Defect detection efficiency
(# of bugs caught in test vs. operations)

Operations

NDIN 75w

e r/
Smw,

INCOSE

v

(rollback

» Change failure rate

deployed code)

Backlog Factory Deployment Operational Use
(or Representative Environment)
Change Request | _ Lead Time . ‘ o
(Feature or Defect) " | i < - »
< ,E:E?ﬁje >le Cycle Time " " De{’?l‘_:tu Total repair and r::z;:;m:eé?::unuss;;:m“ may include
vy uinerabdili
1 Code committed to usg =,
Release n-1 > < o
Vulnerability —f————» Regression » MTTD&D
g Design, Coding, Test Defect < Rr-?élrj.:atxo
Defect ~ Functional Test N ‘(Amomated)L ” Escapes Detection . | .Diagnosis . | RestoreTime |  Operations
B b 1 Time | | Degraded Ops | | i
Start End Failure or Ops Ticket Operations
(Iteration, (teration,  \Vulnerability Generated Resumed
Release) Release) Occurs

le l |
I | a

Defect Backlog Implement Deploy to Ops

From the time ticket is issued until fix depioyedio Ops

Figure 2: Measurement Context Diagram

See Part 1, Section 2.2 and 3 for more information
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RELEASE - ITERATION - DEFECT TERMINOLOGY

* An ontology and definitions are
provided

* Terms provide a foundation for
consistency — different teams,
programs, and enterprises may use
different terms

- Synonyms provided

SED - Apr 2021
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Candidate Operational
Release Release Release
External
Internal Internal (Operations)
Development Team (Operations) Customer

tions
cts originated)

Iter

(de

Containment

team errors, defects
lad

Internal Releases

e.g., ~ | External Releases
Integrationand e.g., to End Users
Test
Formal Test

Released — Deployed
(Fielded)
defects, escapes

Released - Delivered
defects, escapes

Factory

Ll | 1 ]l

Representative Environments

Development/Integration and Production

: Operationally Relevant l!‘.I.'lr.naratin:mal
Environment Environment

See Part 1, Section 2.3 and 3 for more information
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Figure 3
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PSM CID Measurement Framework

Example Indicators - 1

Burndown

Release Burndown

Is completion of work on plan?

Cycle e / Lead Time

Cycle Time Histogram
6

50%

o 70%

4
3
2 2 2
30%
i i 1 11 50
I IIIIIII“)%
0%
8

9 10 11 12 13 14 15 16

12 3 4 5 6 7

Committed vs. Complete

NDIN ¢

Team Velocity

~ Vs,

Stories Completed vs Committed

Team Velocity

35 100% 25
i g —— ] o :
80% & 20! Velocityforteration 4 '
g 25 5 1
g 5 1
s 9
2 20 60% £
a o
s 15 40% €
i g 10
£ 40 v B
£ 0% &
3 5
2 5
0 0%
1 2 3 4 5 6 7 8 9 10 11 12 §
Iteration 1 2 3 5 6 7 9 10
- Stories N Stories =% Completed
Committed Completed e, WL

mmCycle Time (Days) ——Percentile

n=40

Is work delivered as committed?

Release Frequency

Release Duration - Tango (2018-2019)

Wi

—

Software Product Releases

Is the team performing as expected?

Cumulative Flow

How much work can be accomplished in future iterations?

Cumulative Flow

Arrivals: 554 -7 = 475 (1.29 /day)
Departures (Throughput): 40 - 0= 480 (131 /day)

R A
R G A

e o ¢
&

5 @
Uy

HCTDDsplojed WD Bene PO InAogres TR Tome

Is work flow moving through value stream?
Is the throughput of work predictable?

How long does it take to deploy a feature/capability?
What is the cadence or frequency for product release?

How long does it take to release a viable product?

http://www.psmsc.com/CIDMeasurement.asp

See Part 2, Section 8 for more information
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PSM CID Measurement Framework
Example Indicators - 2

Defect Resolution MTTD / MTTR

Defects Detected vs. Defects Resolved Operations Outage Summary
50
. 59 o - o ol m 3 & 1
3% 2 * 100 = L
g 50 = 3 -
S a0 35 37 ; 0 7 n 5
235 = y I P - - = [~ « om0
S L i I “
10 . =
3 = = S
e AR i i 2 IF
Iteration o 12 3 &4 5 6 7 8 9 10 11 12 13 18 15 16 17 18
m Defects Detected W Defects Resolved Operations Outages
NN Detect NENEN Repair Restore = = MTTR Rolling Avg (10)
When are detected defects resolved? (aging) How long does it take to detect and restore service incidents?

Defect Detection Automated Test Coverage

Defect Resolution Lag Time Automated Test Coverage (Project)
As of 19 Dec 19 o 100% I ol | 350
g 90%
(Iteration) £ 309,
5 0% |
Defects 12 ]3]a]s]s 2 o ‘ 20 2
0f 200 E
3 [Legacy| 0 H
g 1 82PN 2 150 §
39 2 123 71 100 §
32 H
af[ 3 282 60 Blank " 0%
g€ £ s0
E= = 112 s B e R |
= 3 0% ol o
a 5 7] 2 (1 Iteration 21% & 12345678 910111213141516171819202122232425
3 54 ame Iteration 38 - Weeks
Total] 20 [ 29 [212] 99 [ 47 | 244
660 = stomted Test E=TManualTest B ot Addressed —mPlanned ——Tatal Reqfs
How many defects were released How much of the testing is automated?

(saves, escapes)?

http://www.psmsc.com/CIDMeasurement.asp

See Part 2, Section 8 for more information
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Sample PSM CID Measurement Specification

PSM Continuous Iterative Development
Measurement Framework

Developed and Published by Members of:

7’ NDIN 1o

8.2  BURNDOWN (TEAM, PRODUCT, OR ENTERPRISE MEASURE)

Measure Introduction

Bumndown is used to monitor completed work items (e.g., stories, features, capabilities) vs. planned work
items for an iteration, release, or capability. Wﬁmsmymdm(&ﬁm(o&,nﬂmd:ﬂmmmng

Dexcription activities (e.2., and quality Progress
toward completing planned work is depicted graphically to provide an indicator of the likelibood of meeting
planned goals.

= See Section 3: Omiology and DeBnitions

Information Need and Measure Description
What is the status of the iteration, release, or capabiliry? Will all the remaining committed work be

Tnformation Mead completed as planned? What are the features/capabilities at risk of not being completed as scheduled? What
are the trends in execution relative to plan?
Planned Work (mteger scale)

Base Measure 1 (e.g., Story Points/Fearures/Capabilities)
Completed Work (integer scale)

Base Measare 2 (e.2., Story Pomts Fearures/Capabilities)

Open Work = Planned Work - Ci leted Work

Derived Measure 1 o=

(e.z., Story Points/Fearures/Capabilities)

SED - Apr 2021

* Description

* Relevant Terminology
* Information Need

* Base Measures

* Derived Measures

Indicator Specification

NDIN 7sw

;_,m;‘%
INCOSE

Tn Figure 1, the teal line represents the number of open stories over time, while the blue line indicates the
planned burndown. This chart shows a 2-month release, with weekly increments, where stories are
completed.

Additional Information

Release Burndown

ndicator Description
ind Sample

e Dlanned

——oOpen

> o o o
RN
& AV A\ A

Use this metric with the velocity metric and other work unit progress metrics (e.g., test progress, cumulative
flow). The velocity mefric supposts the planned story points for each iteration. The actual completed story
points from the iteration is an input to the velocity meric. Review with other work unit progress metrics

Figure I: Release Burndown
At release planning, work items representing 60 stories were committed. While little progress was made
during the first week to a planned training event, the teams recovered and is projected to complete the
planned work by the end of the release.

‘At the team level, the focus is generally on stories or story points open through the iteration. Is the team
completing the committed work items? Are they significantly behind or ahead of the burndown plan? Are
items blocked? What is the likelihood of meeting the commitment on time? Can additional backlog storics

\nalysis
be brought into the iteration? Are teams improving execution over time?

Vodel
At the product level, the focus turns to features or capabilities across releases. At the enterprise level, the
focus is generally on capabilities for external releases.

‘At the team level, lack of progress (c.g. not reducing open story points at all over several days) and variances
from the plan (e.g., 5%) should be reviewed for action by the team. Data is generally not shared externally to

Jecision Criteria the team.

At the product level, variances of over 10% are reviewed for causes of roadblocks and consideration of
replanning.

* Indicator Description and Sample
* Analysis Model

* Decision Criteria

* Additional Analysis Guidance

* Implementation Considerations
See Part 2, Section 8.2 for more information

Distribution is Unlimited

Glil:nce - may support an assessment of overall risk and may impact prioritization of work for furure iterations.
Consider bounds of estimated burndown based on historical performance, e.g , best case, worst case, Monte
Carlo analysis.
'l_-lg-man- Some teams may use hours instead of story points (or may map story points to hours).
Additional Specification Information
Information Category | Schedule and Progress
Measurable Concept | Work Unit Progress
Relevant Entities Product
Story Points, Features, Capabilides
At the team level, story points commirted for each iteration are determined at the iteration planning meeting.
‘This value is determined from the velocity metric. Based on the average velocity and other factors (e.g.,
vacations), the team commits 1o a number of story points for the next iteration. Work items (e.g., stories,
Data Collection tasks) are selected to march this commitment. Work items are closed when completed and meet their
Procedure evaluation criteria, and burndown progress is updated daily.
At the product level, mbmnd::pabﬂmuwmmdﬁmmmumdemdmmun
planning C: ‘may be replanned as work is d change.
Fumzmaumnnlyudm)ymcmmnmiMumadm'e-awnmnazwnmﬂu
stoTy points dals The final story poi value is an input to the velocity
Data Amalysis metric.
Frocedure For the project, Burndown is analyzed periodically (e g., monthly, quarterly, by release). For the enterprise,
Burndown of capabilities for major events is analyzed.
.
* Information Category
* Measurable Concept
ey
* Relevant Entities
.
* Attributes
.
* Data Collection Procedure
°

Unclassified Distribution Statement A: Approved for Public Release
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V2.0 - Additional Focus Areas
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V2.0 Measurement Focus NDIA %ﬁf INCOSE

Product Value (Part 2, Section 8.11)

- PSM Product Value Measurement (PVM) provides a scalable, and flexible approach to measuring product
value from three stakeholder perspectives: user, acquirer, and supplier

Additional enterprise indicators for current measures (Part 2, Section 9)

Software Assurance Measurement (Part 3, Section 10)
- Working Group evaluating appropriate security measurement
Technical Debt (Part 3, Section 11)

- Technical debt consists of design or implementation constructs that are expedient in the short term but
that set up a technical context that can make a future change more costly or impossible. May be related to

architecture, design, structure, duplication, test coverage, comments and documentation, potential bugs,
complexity, or coding practices.

- Excludes mission debt such as functional deficiencies, required capabilities or features that should have
already been implemented but are missing (distinguished from a backlog of features not yet prioritized for
implementation), or missing functionality or performance issues in COTS for a COTS-intensive system.

* Prioritization

- Enhancements, product value, technical debt, mission debt, and security all need to be identified and
prioritized in iterations and releases

SED - Apr 2021 Unclassified Distribution Statement A: Approved for Public Release 13
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Product Value Measurement NDIA %jgﬁ INCOSE

PSM Product Value Measure (PVM) provides a scalable, and flexible approach to measuring product value from
various of stakeholders perspectives

- Product value can have different meanings for different stakeholders
- Product value is based on satisfaction of multiple attributes or characteristics which are important to the stakeholders

* This measurement approach can work for software, hardware, systems, projects, and services if pertinent
stakeholders can agree on related attributes that need to be evaluated

* The PSM PVM depends on identifying the objective and key stakeholders of the measurement: The objective
and stakeholders determine the product attributes that will be evaluated and their importance

* The measure determines the percentage of available score assigned to each attribute by the subject matter
experts performing the measure
- The results can then be normalized to the desired units and scale and combined in terms of attribute categories, subject matter
experts performing the measure, or even stakeholder interests

* A common set of product attributes and common stakeholders are included as a starting baseline in the PSM
PVM

- Related sets of attributes are grouped into attribute categories

* Attributes can be added to the measure or tailored as needed to meet the objectives and stakeholders of the
measure

See Part 2, Section 8.11 for more information

SED - Apr 2021 Unclassified Distribution Statement A: Approved for Public Release 14
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Product Value Measurement NDIN | '

Product Value Depends on Perspective Example - Product Value Attributes by Category
* Which stakeholders? Product Value Stakeholders Attributes for Performance Category

* User - Acquirer - Supplier Attribute Stakeholder User; Acquirer; Supplier=> | U | A | s
. Based on WhICh factors or dimensions? 8 Does the system, product, or capability, perform to expected system measures of performance and effectiveness within UiAis

expected, or contractual, system resource limitations?

* Categories - Attributes - Characteristics 9 | Does the system behave gracefully when approaching resource limits such as large number of users or transactions or U iA

 Evaluation criteria increased demand?
Ti li (| t of Del ) 10 | Does the system, product, or capability provide the results within expected, or needed response time? u
. Imeliness (Impact ot Delay,
Commor 11 | Does the system meet or exceed the most important specified mission technical performance objectives, thresholds, or | U | A
* Cost Values

properties in an operational environment?

12 | Does the system provide sufficient margin for future growth in performance required to accommodate anticipated future Als
mission needs?

¢ For which measures?

* Qualitative - relative
* Quantitative - tangible

Establishes a scale by which holders can i the importance of capabilities, or products of interest.
Product Value Measurement Concept Core Attributes of User Stakeholder Value
ProductValiie Categories (6) Stakeholder Groups (3) * From the perspective of the end user or operator (ex. Pilot, infantry, maintenance technician, car driver,

Comprised of Attributes(27) ~ ZZ "~ "7 T ) phone user, tablet user, etc.)

2

[ - -

Usability and | Lostof Value ! + Usability and Operability

Operabi | i 1.1s the system, product, or capability, easy to use and operate?
| i = 5 ystem, product, or capability, easy e

1,| Product User i Value 2.mve il i inth system, podust,or capabity?
} Value 1 i 2 (Attribute Score; * Weighting;) « Functionality

Functional I : ’ 3.00es orcapabilty, i or required?
I 1 4.Does the systs duct, or capabiliy i ission needs?
] | 6. Does the systt duct, or capability 2
} 1 7. Are there operational or sustainment issues with the system, product, or capability?

Perf | | * Performance

'erformance | Product : 8. Does the systs duct, or capability P i jithi 1, or contractual, systs

- Acquirer T Product Value 9.Does the i P— b o sérs
| val 1 10. Does th duct, or capebilitypr ithi or needed response time?
} Value 1 1. Does the system meet or exceed the most important i thresholds, or

Di il | : « Dependability
I | 13.Is the syst duct, or capability, reliable and
I | 14.Did you get the syst duct, or capability,
} 1 16. How easy does the system, product, or capability, recover operation from failure mode?

Safetyand Security | Product : « Safety and Security
“ Supplier [T 19.Is the system, product, by
| 20. Does th duct, or cap: a t y
} Value | 21.Isthe syst duct, or capability,
i Value ‘ [ SR |

See Part 2, Section 8.11 for more information
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PSM Product Value Measurement Terminology

Term

Definition

Product Attributes

Characteristics of the product, system, or capability that are important to a set of stakeholders.

Product Attribute
Assessment

A value assigned by the SME to indicate satisfaction of the product to the attribute criteria. Each SME assigns a score for each attribute.

Product Attribute Weight

A value between 0 and 1 indicating importance of the attribute to stakeholders. The sum of all attribute weights for a product evaluated by a SME is 1.

Product Value

The satisfaction of Product Attributes that are important to the product Stakeholders. It is the aggregation of the Product Attribute Assessments.

Product Value Categories

Categories of Product Attributes related to product value.

Usability and Operability: Ability of a product, system, or capability, to be easy to use and operate and effectively utilize personnel resources such as
manpower and skills.

Performance: The degree to which a system or component meets or exceeds technical requirements or delivery of capability that meet mission
objectives with efficient system response and resource utilization measured or estimated under specified testing and / or operational environmental
conditions.

Functionality: Ability of a product, system, or capability, to provide or facilitate all the specified tasks and user objectives with the correct results and
the needed degree of precision; and meet mission capability needs.

Dependability: Ability of a product, system, or capability, to consistently performs it’s intended functions over time, recover from any failure condition,
be available and operable when needed. Includes availability, reliability, recoverability, maintainability, and maintenance support.

Safety and Security: Ability of a product, system, or capability, to resist cyber and/or physical interruption, intrusion, spoofing, or degradation of its
expected operation and functionality.

Business Value: Ability of a product, system, or capability, to satisfy: customer initial and total cost targets; supplier contract performance, including
delivery when promised; and supplier financial expectations throughout its lifecycle.

Stakeholder

A group, or individual, that has vested interested in the Product Value, i.e. User, Acquirer, Supplier. An organization may have multiple interests in a
product and therefore they may belong to multiple stakeholder groups. For example: a company may be a supplier, acquirer, and user of a product.
User: perspective of the end user or operator

Acquirer: perspective of the purchasing organization, or buyer of the product

Supplier: perspective of the company or organization that develops and provides the product to the Acquirer

Value Point

Unit of measure of product value based on evaluation of attribute criteria weighted by importance to the stakeholder.

See Part 2, Section 8.11 for more information




Example Use of PSM Product Value Measurement NIDIN jﬁjﬁ INCOSE

* Program Manager X will use the Product Value Measurement to determine which of 3 capabilities will be
developed next

- This assessment will be repeated as the first capability approaches completion to prioritize the next capability to develop
- The PM will look for the highest product value across the 3 capabilities but would like an emphasis on improving user experience

* Objective: Determine the highest value capability out of a set of 3 candidate capabilities to be developed

* Ground Rules:
- There are 3 candidate capabilities. (A, B, and C)
- The assessment will be performed by 3 SMEs (SME1, SME2, and SME3)
- The SMEs are required to use attributes: 1-8, 14-16, 19-22. The weight for the others will be set to 0
- The SMEs may set individual attribute weights as long as the total of attribute weighting will be 1.0. YWTa=1.0
- The scale used for the raw score will be max of 100 for all attributes.

- To emphasize improving user experience attribute category weights will be used as follows: Usability = 0.25; Functionality = 0.20;
Performance = 0.15; Dependability = 0.10; Security = 0.10; and Business Impacts = 0.20

- A maximum target score of 100 will be used to normalize the final product value scores
- The highest score will be selected for development

* The product value total score will also be used to scale the progress measures to indicate how much value is
incrementally being added for each increment

* Raw Scores of each capability generated by the 3 SMEs are in Additional Information section

See Part 2, Section 8.11 for more information
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Example: Results

Product Value

——CpA =mmC2pB =—mCapC

Usability and Operability

Functionality

Safety and Security Performance

Dependability

CapA CapB CapC

Category WTc  Achieved Achieved Achieved
U Usability and Operability 0.25 18.7 17.1 16.7
F Functionality 0.20 14.7 13.2 13.0
P Performance 0.15 9.9 9.3 8.7
D Dependability 0.10 6.4 59 5.4
S Safety and Security 0.10 7.1 6.0 5.6
B Business Value 0.20 13.0 11.1 15.5

N\
100 699 > 626 649
\_/

0

NDIN P/ nicos:

Attribute Category for Each Capability

performance y Business Value

Usability and Operability Functionality Dependability Safety and Securit

MCapA MCapB WCapC

15 out of 22 attributes were used for the Product Value Measure

Capability A has higher overall score and higher score in most attribute categories
Capability C did have more Business Value than A

Usability, Functionality, and Performance were the highest weighted categories and
Capability A had higher scores in all three of these categories

Capability A was selected for development even though Capability C scored higher
for Business Value

The Product Value of 69.9 was divided into the 4 planned increments to represent
value provided by each

See Part 2, Section 8.11 for more information
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CID Enterprise Measurement NDIA %j?( INCOSE
* Team and product measures are used for insight and action at those respective

levels, AND also to meet the higher-level needs of the enterprise, including:

- Governance
- Ensure effective performance on programs

- Measures may be summarized, aggregated, or transformed

Information Needs: « Business strategy, growth

» Corporate stakeholders
* Vision, standardization, flow down

e How are our projects or products
H * Busi Its, perfi

performing? , B S e

e Are we meeting commitments? O il i
. . . (cost, efficiency)

e What is the quality of products or services

we deliver across the enterprise? N S

. . . . (2]

e Is productivity improving?

» Program monitoring (Tactical)
* Performance objectives

* Risk mitigation

* Corrective action

* Resources (tools, staffing)

* Organizational improvement

Function, or
Product Line

Integration

e How accurate are our estimates? + Planning
e What is the process efficiency for : EFEE;ZSSS
programs, businesses, or products? =ons

See Part 2, Section 9 for more information
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Enterprise Indicators - 1 NDIN 7sw. INco,sE

‘W‘.'r

Committed vs. Completed

Estimate Accuracy

Software Estimate Accuracy As of: 10/04/20
Project Stoplight Summary (Monthly)

Estimate Accuracy % Completed: 83.0%
Stories Committed vs. Completed

1400 100.0%
o 5:"7 > m"m . /w;a"'i% e How accurate are our estimates? : s
978 73.9% . . 7
S TS " o P Are commitments being met g s 5
msu 0% . &£ 5
“" 25 Booo consistently (plan vs. actual)? £ s s
600 5% u4u 0% w5 3 2z 2 2
o % o = : II 11 1 IHI 1 1
200% : A W | m
_éw 10.0% Cur:9/20 Prev: 8/20 Cum: 10/19-9/20
S0 0.0%
© . Feb Mar Apr May Jun m100% < EA<120% m80%<EA<100%, ([60%<EA<80%, MEA<60%
2020 120% <EA <140%  EA >140%
= Stories Committed W Stories Completed = = % Completed

stimate Accuracy - by Stoplight Threshold Criteria
80%<EA<100% | 100%<EA<120% | 120%<EA<140% QLTI

EA <60%

Estimate Accuracy Stoplight Status
(% Committed vs. Completed)

989%  B04% 79 ¥4 948%  985% 847% 10.9% 93.7% 97.%

1000% 1000% 1000% 1000%  939% 902%  909% 109.3%| 1000%|| 98.1%| 10.0%

79.0%)| .8 k 488%  119.2% 35.3% 55.8% 989% 18B.% 57.9%  97.8% A3

71.7% E d 84.6% 87.6% 80.7% . 4 83.4%

See Part 2, Section 9.2 for more information
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Enterprise Indicators - 2

Automated Test Coverage %
o
2
]

m— Automation %
—— Automated Regts

Total Reqts

Project Test Automation Status

70%
46%
a8
104

70%

63%
2z
70

70%
22%
200
244

70%
74%
381
515

70%
71%
116
163

Profect Ave: 68%

Weighted: 1,073/1,853=73%

A B © [} E F G

70%

53%
51
97

70%
25%
230
270

What is the extent of automated
testing conducted across the
enterprise’s projects?

Cumulative Flow

100%

% of Issues

M In Progress
M Verify
M pone
M Deployed

SED - Apr 2021

Is current capacity keeping up with demand? Is the
flow of work proceeding through the value chain?

Pessimistic
Predicted
Optimistic
Unestimated
Version
4/14f2021

1/4/2021

9/26/2020 94%.3

6/18/2020
3/10/2020
12/1/2019
8/23/2019

11/6/2020
11/6/2020
11/5/2020
9%
Yoda v4.4

10/22/20

7/24/20

4 Start Date

NDIA

pfuadt

Burndown

SW Version Report

(In-Progress Release Estimates)

11/5/2020
11/4/2020
11/4/2020
11%
Frodo 1.5.0

11/12/20

99%, 10/30/20

4/15/20

— As Of Date

12/1/2020
11/26/2020
11/25/2020
0%
Luke v2.2.3

11/20/20

4/29/20

3/31/2021
3/16/2021
3/3/2021
58%
Gandsalf v2.0

15/21

As of: 10/30/20

4 Planned Release Date

Projections based on release velocity to date

(story points completed/workday)

See Part 2, Section 9.2 for more information
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How likely are we to deliver
planned releases on time?
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Enterprise Indicators - 3 NDIN 7sw. II{CO’}E

e r/
Smw,

Defect Resolution MTTR

- . # Defects: 2,405
Mean Time to Repair (MTTR) :
i i MTTR (Days): 23.7
Defect Resolution Lag Time Defeet Closed ~Stsed (Dave) (Days)
As of 19 Dec 19 300
(Iteration)

Defects 1 2 3 4 5 6 MZSU

Unknown| 0 3200

[
3 Legacy 0 Q150
g~ 1 2l 2 9
] 2 123 71 G 100
2 = 4
83 3 282 60 Blank 0% .
é = 4 112 B 2 PEZ eration 419
8 5 7 2 [1iteration  21% o
5 54 4 ——— » Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct
Total| 20 [ 29 [212 | 99 [ 47 | 244 2019 2020
660 I # Defects Avg Defect Repair (MTTR)
Velocity
How long does it to take implement How efficient are we at removing defects once
a feature or capability? Aggregate Software Productivity Avg velocity: 1,229 found? How long does it take to restore service?

Rocalasatien Net acceleration: 1.17

velocity (3 mo avg story pts)
Acceleration 1.59
3 per. Mov. Avg. {AcceleratidmiL

1.64 2500

g

123

g 8

Velocity Story Points
(3 mo avg)

Acceleration
Cur Velocity vs. 3 mo avg

924 893 201 780 843 1005 1464 1898 2024 2211 2027 2009
0

Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

2020

Is productivity improving (more
work completed per unit time)?

See Part 2, Section 9.2 for more information
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Challenges for CID Measures at Enterprise Level NDIN %ﬁf INCOSE

* Data collection
- Periodicity of Collection, Transformation, Visualization
* Roles, Authority, and Accountability
e Varying Reporting cadence
- Between multiple programs and enterprise
* Inconsistent Project Measures
- Aggregation and validation issues
* Enterprise Indicator Types
- Summarize while capturing relevant details

See Part 2, Section 9.1 for more information
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Software Assurance Measurement NDIA M INCOSE

Emphasis on informing security
considerations and measures
throughout the life cycle

* Vulnerabilities, weaknesses, defects

* Resources and execution of SW

Table 1: Recommendations for Initial Software Assurance Measures

assurance verification and validation Measurement Concepts Recommended Software Assurance Measures
(Initial Priorities)
* Software code screened and tested Identification and resolution of e Identification of vulnerabilities (CVEs) and weaknesses (CWEs)
vulnerabilities and weaknesses e Resolution of CVEs and CWEs
o Patches delivered to burn down and close vulnerabilities
Security defect tracking ¢ Counts of security defects (open, closed)

o Security defect attributes (e.g., severity, criticality)

e Security defect containment (saves vs. escapes)

Quality and security testing coverage o Percentage of code base screened for vulnerabilities and weaknesses
(developed code and non-developmental items)

o Security test coverage (code base, security controls)

o Security test case status (passed, failed)

e Trends in size of the attack surface

See Part 3, Section 10 for more information
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NDIN P/ ncos:

Software Assurance Terminology

Term

Description

Software Assurance

Software Assurance (SwA) is the level of confidence that software is free from
vulnerabilities, either intentionally designed into the software or accidentally inserted at
any time during its life cycle, and that the software functions in the intended manner
[CNSS 4009]. This ideal of no exploitable vulnerabilities is usually unachievable in
practice, so programs must perform risk management to reduce the probability and
impact of vulnerabilities and related weaknesses to acceptable levels.

Common Weakness

Common Weakness Enumeration (CWE™) is a community-developed list of software

Enumeration and hardware weakness types. It serves as a common language, a measuring stick for

(CWE) security tools, and as a baseline for weakness identification, mitigation, and prevention
effort.

Common Common Vulnerabilities and Exposures (CVE®) is a list of entries — each containing an

Vulnerabilities and
Exposures (CVE)

identification number, a description, and at least one public reference — for publicly
known cybersecurity vulnerabilities. CVE Entries are used in numerous cybersecurity
products and services from around the world, including the U.S. National Vulnerability
Database (NVD).

Common Attack

Common Attack Pattern Enumeration and Classification (CAPEC™) is a community

Pattern resource for identifying and understanding attacks. Understanding how the adversary
Enumeration and operates is essential to cyber security. CAPEC helps by providing a comprehensive
Classification dictionary of known patterns of attack employed by adversaries to exploit known
System (CAPEC) weaknesses in cyber-enabled capabilities. It can be used by analysts, developers, testers,

and educators to advance community understanding and enhance defenses.

Common Weakness
Scoring System

The Common Weakness Scoring System (CWSS™) provides a mechanism for
prioritizing software weaknesses in a consistent, flexible, open manner. It is a

(CWSS) collaborative, community-based effort that is addressing the needs of its stakeholders
across government, academia, and industry.

Common The Common Vulnerability Scoring System (CVSS) provides a way to capture the

Vulnerability principal characteristics of a vulnerability and produce a numerical score reflecting its

Scoring System
(CVSS)

severity. The numerical score can then be translated into a qualitative representation
(such as low, medium, high, and critical) to help organizations properly assess and
prioritize their vulnerability management processes.

SED - Apr 2021

See Part 3, Section 10.1 for more information
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Information Needs for Software Assurance (Excerpt) NIDIN
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Information | Measurable Team Product Information Enterprise Potential Measures |Notes Category
Categories |Concept Information Need [ Need Information Need and
Priority
Product Security - ‘What is the RMF Controls SwA-M
Quality Safety (overall)
Process Process compliance with the
Performance |Effectiveness mission-critical
Risk Management
Framework (RMF)
controls established
for a program?
Product Security - How quickly can we How rapid can the |Mean Time to Detect |Also, a schedule and |SwA-M
Quality Safety detect a software system recover to a [(MTTD) quality issue.
Process Process assurance event or known, secure state | Mean Time to Dependent on
Performance |Effectiveness vulnerability? (Monitor, |after an attack Restore/Recover identified
Detect) (Resiliency)? (MTTR) vulnerabilities (COTS
How quickly can we Is the system cyber- | Response Time issues or built-in).
respond to a software resilient? Time to Patch May be dependent on
assurance event? (Resolve, [ (Remove, recover) |Vulnerability release process (e.g.
Deploy) Software assurance  |Certifications and
How well you have Vulnerability Lead or |Assessments).
designed the system to Cycle time
recover?
Product Security - Is my program Vulnerabilities SwA-M
Quality Safety protection planning |Covered by Program
adequate? Is there |Protection
a software Vulnerabilities
assurance strategy |Removed Prior to
that maps to the Testing
Program Protection |Code Passing Peer
Plan? Review
Product Security - How much technical debt |How much Technical Debt TD-H
Quality Safety does the system have? technical debt does |Actions (Written,
[Customer What will it take to the enterprise have? | Committed,
Satisfaction remove this technical ‘What will it take to | Completed)
debt? Effort/Cost to Resolve
Publish Date: 20 January 2021 Version: v1.08 17

See Part 3, Section 12 for more information
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Technical Debt

NDIN 7S/ nicose

Technical debt consists of design or implementation constructs that are expedient in the short
term, but that set up a technical context that can make a future change more costly or impossible.

11.2

Dcbt from wcakncsscs in code constructs
Debt from design and architecture decisions
Debt from missing information items such as documentation shortfalls, missing

information, IP issues.

INFORMATION NEEDS

Information needs related to technical debt include:

SED - Apr 2021

How easy/difficult is it to update or refactor the design and code?

Can the system architecture be expanded as the system continues to be developed and
revised?

When does it become too costly or take too long to maintain the design or architecture?
How many defects are identified as technical debt?

Is the documentation sufficient for user needs and for sustainability?

When should identified technical debt be resolved, parts of the system replaced, or a new

Mean Time to Of ional services
Restore (MTTR) / Operations Outage Summary can be impacted if
Mean Time to - defects escape from
Detect (MTTD) development to

(8.8) operations. MTTR
(restore) and MTTD
.| (detect) are indicators
of how quickly full
service can be
restored.

Availability and
reliability of deployed
services, and impacts
technical debt.

o)

* Example use of CID measurement framework
* Tools

system started? * Methods
What 1s the impact of this technical debt? Is it worth the investment and schedule to
resolve it?
See Part 3, Section 11 for more information
Unclassified Distribution Statement A: Approved for Public Release 27
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Recommendations for Adopting CID Measures NDIN %ﬁf INCOSE

* Define relevant team, program, and enterprise information needs
- Start by identifying the information needs that should be addressed - not the
specific measures
* Identify specific relevant measures to address identified information needs
- Define pilots for the measures, including product value

* Develop leadership approach to review program and enterprise actions and
decisions based on the measures

* Define how leadership will use relevant measures for fact-based decision
making

* Consider guidance in CID Measurement Framework v2.0
http://www.psmsc.com/CIDMeasurement.asp
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Next Steps NDIN ﬁﬁ INCOSE

[V] * Publish PSM v2.1 CID measurement framework - 15 April 2021

Support adoption and use

* Consider additional measures to address additional priority needs

Size measures

Estimation and Cost Prediction

Draft measurement specifications for software assurance and technical debt
Additional measures for CID

Update Product Value Measure

Update all measures based on feedback from usage

* Ongoing community participation to improve the PSM CID framework

Join the PSM/INCOSE/NDIA WG (bi-weekly teleconferences)
Outreach and engagement with stakeholder groups (e.g., Security WGs)

See Part 1, Section 6 for more information
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