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Software assessed among most frequent and most critial challenges,
driving program risk on ~50% of acquisition programs.

Figure 2. Software Risk Assessed by DoD Program Office
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Figure 1. DoD Software Complexity and Growth: Explosive Growth of Source Lines of code (sLOC)
in Avionics Software®

How did we get here?
Shift from Waterfall to Agile, from Silos to Collaboration
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Figure 3. Theories of Software Development*

Developers

NDIN

INCOSE

Iternationl Councllon Systems Engncering
Newi

CheckTor dynamic faults
invariables and loghe
woekly

Check error caused
by inpens.

Support

Figure E-1. 5oftware Factory in Source Selection


https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA_Report_FINALdelivered2-21-2018.pdf

NDIN

Introduction

« Software trends on DoD programs

* Is the defense industry capable of meeting future
needs”?

— Defense Science Report (DSB) task report,
“Design and Acquisition of Software for Defense Systems”

— Defense Innovation Board

 DoD interest in commercial practices
— Iterative methods, DevOps, software factories, ...

 NDIA SE Division action (June 2018)

— Establish division level working group to provide action plan and
Industry recommendations for DoD consideration

— Collaboration with INCOSE and other industry partners



DoD and Congress are Mandating Rapid Iterative
Software Development for Defense Acquisition

National Defense Strategy

D

efense Science Board (DSB) Task Force on

the Design and Acquisition of Software for

Defense Systems

H.R.5515 - John S. McCain National Defense Authorization Act for Fiscal Year 2019

DESIGN AND
ACQUSTON CFECFFWAHE

https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA Re

https://www.defense.gov/Portals/1/Documents/pubs/20
18-National-Defense-Strategy-Summary.pdf

“...streamline rapid, iterative
approaches from
development to fielding.”

Waterfall

Agile

DevOps

port FINALdelivered2-21-2018.pdf

Recommendations:

*Evaluation criteria: efficacy of offeror's SW factory
*Adopt continuous, iterative development

*Risk reduction and metrics for new programs
*Transition for current and legacy programs in
development, production, and sustainment

*Build competency in DoD and contractor workforce
*Source selection preference for delivery of SW
factory framework to USG

How did we get here?
Shift from Waterfall to Agile, from Silos to Collaboration

as provided under subsection (b), commence i
Task Force on the Design and Acquisition of Software for Defense Systems.
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International Council on Systems Engincering,

NDAA 2019 (Sec. 868)

115th Congress (2017-2018) | Get alerts

SEC. 868. IMPLEMENTATION OF RECOMMENDATIONS OF THE FINAL REPORT OF THE DEFENSE SCIENCE BOARD TASK

FORCE ON THE DESIGN AND ACQUISITION OF SOFTWARE FOR DEFENSE SYSTEMS.
(a) IMPLEMENTATION REQUIRED.—Not later than 18 months after the date of the enactment of this Act, the Secretary of Defense shall, except

ion of each rec ion submitted as part of the final report of the Defense Science Board

https://www.congress.gov/bill/115th-congress/house-bill/5515/text
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Figure 3. Theories of Software Development?

“Not later than 18 months after the date of the
enactment of this Act, the Secretary of Defense
shall... commence implementation of each
recommendation submitted as part of the final
report of the Defense Science Board Task Force
on the Design and Acquisition of Software for
Defense Systems.”

Joint Industry SW Development
and Acquisition WG

Advise and inform DoD on
implementation recommendations
(policies, guidance, RFP language,

source selection criteria, training, metrics)
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Streamlined acquisition, commercial practices, and iterative development are

getting high emphasis in high places...

National Defense Strategy
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International Council on Systems Engincering,

James N. Mattis
Secretary of Defense
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https://www.defense.gov/Portals/1/Documents/pubs/20
18-National-Defense-Strategy-Summary.pdf

Software Productivity Trends
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Figure 4. Forecast Supply vs. Unconstrained Demand
https://www.ida.org/idamedia/Corporate/Files/Publications/ID
A Documents/CARD/2017/D-8367.pdf

NDAA 2019

H.R.5515 - John S. McCain National Defense Authorization Act for Fiscal Year 2019

115th Congress (2017-2018) | Get alerts

SEC. 868. IMPLEMENTATION OF RECOMMENDATIONS OF THE FINAL REPORT OF THE DEFENSE SCIENCE BOARD TASK
FORCE ON THE DESIGN AND ACQUISITION OF SOFTWARE FOR DEFENSE SYSTEMS.
(8) IMPLEMENTATION REQUIRED.—Not later than 18 months after the date of the enactment of this Act, the Secretary of Defense shall, except
as provided under subs (b). commenc ion of cach
Task Force on the Design and Acquisition of Software for Defense Systems.

bmitted as part of the final report of the Defense Science Board
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Defense Innovation Board
Ten Commandments of Software

Recommendations
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Defense Innovation Unit Experimental (DIUx)
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DSB Software Task Force
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Defense Science Board (DSB) Task
Force on the Design and Acquisition
of Software for Defense Systems

(Feb 2018):

“The task force concluded that the Department
needs to change its internal practices to encourage
and incentivize new practices in its contractor base.
The assessment of the Task Force is that the
Department can leverage best practices of iterative
development even in its mission critical software

OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON DT 20301-3140

DEFENSE SCIENCE
BOARD

MEMOFANDUM FOF. UNDER SECRETARY OF DEFENSE FOR EESEARCH AND
ENGINEERING

SUBJECT: Final Report of the Defense Science Board (DSB) Task Force on the Design and
Acquisition of Software for Defense Systems

I am pleased to forward the final report of the DSB Task Force on the Design and Acquisition
of Software for Defense Systems, chaired by Dr. William LaPlante and Dr. Fobert Wisnieff.

The Task Force has made seven recommendations on how to improve software acquisition in
defense systems. A base recommendation underlying all others is to emphasize the importance of
the software factory and to incorporate the software factory as a key evaluation criterion in the
source selection process. Next, the Department of Defense (DoD) and its defense mdustnal base
parmers need to adopt continuous iterative development best practices. The study recommends
DoD adopt best practices on nisk reduction and metrics in formal program acquisition strategies.
Software strategies must be better incorporated in current and legacy programs from development,
production. and sustainment. The Task Force recommends ways to improve the software and
acqusition workforce, in both software development expertise and the broader functional

systems.”
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acquisition work force. Next, software is immortal and contracts must be framed to allow for
software sustainment. Finally. the Task Force recommends further research into machine leaming
and the implementation of an independent venfication and validation process for machine leaming
and autonomy in software systems.

Software 1s a crucial and growing part of weapons systems and the Department needs to be
able to sustain immortal software indefinitely. The Task Force concluded that the Department of
Defense would benefit from the implementation of continuous iterative development best practices
as software becomes an increasingly important part of defense systems.

I concur with the Task Force’s conclusions and recommend you forward the report to the

SECIEMI_"’ of Defenze.
[ E\A\J
u_/(_. b

Dr. Craig Fields
Chairman, D5B
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SW practices in commercial industry
vs. DoD and defense industry
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Recommendations - 1

DSB Task Force on Design and Acquisition of Software Systems
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Summary of Recommendations

1. Software Factory — A key evaluation criteria in the source selection process should be
efficacy of the offeror’s software factory.

Establish a common list of source selection criteria
(draft App E; IDE, tools, SW, CM, issues, reqts, cloud)

DoD has limited iterative development expertise —
focus on acquisition

2. Continuous lterative Development — DoD and defense industrial base partners should
adopt continuous iterative development best practices for software, including through
sustainment.

Identify Minimally Viable Product (MVP) approaches,
delegate acquisition authority to PM

Engage Congress to change statutes for rapid
iterative approach

DAE and SAE/MDA should require for all programs
entering MS-B (ACAT LII,III)

Incorporate in regular program reviews (e.g., DABs,
IPRs, SRBs), with waivers only by exception

3. Risk Reduction and Metrics for New Programs — For all new programs, starting

immediately, implement best practices in formal program acquisition strategies:

MDA should allow multiple vendors to begin work,
with down-select after > 1 vendor is proven capable
Modernize cost/schedule estimates and measures
(SLOC > historical measures, adopt NRO approach for
DIB WBS schedule, staff, cost, productivity)

Require PMs to build status estimation framework
(e.g., burndown measures for sprints, epics,
releases, velocity, control chart, cumulative flow)




Recommendations - 2 NDIN

DSB Task Force on Design and Acquisition of Software Systems CCokE

International Council on

Summary of Recommendations

4. Current and Legacy Programs in Development, Production, and Sustainment — for
ongoing development programs, USD(A&S) should task PMs/PEOs to plan transition to a
software factory and continuous iterative development.

*  Prime contractors should transition execution to a * Business case for transition of legacy programs
hybrid model, within contractual constraints. where development is complete.
Incorporate continuous iterative developmentintoa | ¢ Provide quarterly transition status update to
long-term sustainment plan. USD(A&S)

5. Workforce — The U.S. Government does not have modern software development
expertise in its program offices or the broader functional acquisition workforce. This
requires Congressional engagement and significant investment immediately.

* Services need to develop workforce competency *  Prime contractors must build internal competencies
(prioritize acquisition strategy, source selection) in modern SW methodologies. CEOs should brief

* DAU develop curricula to develop SW-informed PMs, progress to USD(A&S) annually, including proficiency
sustainers, acquisition specialists in establishing effective software factories.
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Summary of Recommendations

6. Software is Immortal: Software Sustainment — RFPs for acquisition programs ... should
specify the basic elements of the software framework supporting the software factory...
reflected in source selection criteria

* Repositories; test infrastructure/tools; docs; etc. * Delivered to USG at each production milestone
* Availability, cost, compatibility, licensing should be * Selection preference based on ability of USG to
part of source selection criteria reconstitute SW framework, binaries, tests, tools.

7. IV&V for Machine Learning — Machine learning is an increasingly important component
of a broad range of defense systems, including autonomous systems, and will further
complicate the challenges of software acquisition.

* Invest to build a better posture in critical technology. | * Establish repository for machine learning and
* Establish research and experimentation programs, autonomy.
(focus of testing, IV&V, cybersecurity resiliency and *  Promulgate methodology and best practices,
hardening) including architecture and test harnesses.




lterative SW Development in DoD is The Law NDIA

NDAA 2019 (Sec 868) requires implementing DSB SW Task Force s
recommendations INCOSE

International Council on Systems Engincering,

https://www.congress.gov/bill/115th-congress/house-bill/5515/text#toc-HAB10EC11F97741A7B921A97B8D48B16F

CONGRES S ( }OV Advanced Searches  Browse Subtitle G—Provisions Related To Software And Technical Data Matters

Legi

Sec. 865, Validation of proprietary and technical data.

Sec 866 _Confinuation of technical data rights during challenges
Sec_ 867 Requirement for nesotiation of technical data L
Sec 868 Implementation of recommendations of the final re; of the Defense Science Board Task Force on the Design and Acquisition of Software for Defense Systems

i

| Current Legislation =| Examples: hr5, sres9, "health care”

ce before sustainment of major wea systems

Home > Legislafion > 115th Congress > H.R 5515

H.R.5515 - John . McCain National Defense Authorization Act for Fiscal Year 2019 ec. 860. Implementation of pilot program to use agile or iterative development methods required under section 873 of the National Defense Authorization Act for Fiscal Year 2018,

115th Congress (2017-2018) | Get alerts

COmbat SUPPOLt systems.

SEC. 868. IMPLEMENTATION OF RECOMMENDATIONS OF THE FINAL REPORT OF THE DEFENSE SCIENCE BOARD TASK
FORCE ON THE DESIGN AND ACQUISITION OF SOFTWARE FOR DEFENSE SYSTEMS.
(2) IMPLEMENTATION REQUIRED.—Not later than 18 months after the date of the enactment of this Act, the Secretary of Defense shall, except
as provided under subsection (b). commence implementation of each recommendation submitted as part of the final report of the Defense Science Board
Task Force on the Design and Acquisition of Software for Defense Systems.

(b) EXCEPTIONS —

(1) DELAYED IMPLEMENTATION —The Secretary of Defense may commence implementation of a recommendation described under
subsection (a) later than the date required under such subsection if the Secretary provides the congressional defense committees with a specific
justification for the delay in implementation of such recommendation.

(2) NONIMPLEMENTATION.—The Secretary of Defense may opt not to implement a recommendation described under subsection (2) if the
Secretary provides to the congressional defense committees—

(A) the reasons for the decision not to implement the recommendation; and

(B) a summary of the alternative actions the Secretary plans to take to address the purposes underlying the recommendation.
SEC. 869. IMPLEMENTATION OF PILOT PROGRAM TO US]

UNDER SECTION 873 OF THE NATIONAL DEFENSE AU
(3) IN GENERAL —Not later than 30 days after the date of the
in the pilot program to use agile or iterative development methods pur]
2018 (Public Law 115-91; 10 U.S.C. 2223a note):

(c) IMPLEMENTATION PLANS —For each recommendation that the Secretary is implementing. or that the Secretary plans to implement. the
Secretary shall submit to the congressional defense committees—

(1) a summary of actions that have been taken to implement the recommendation; and
(1) Defense Retired and Annuitant Pay System 2 (DRAS2).

(2) a schedule, with specific milestones, for completing the implementation of the recommendation.

(2) Army Integrated Air and Missile Defense (AIAMD). Anmy.

(3) Army Contract Writing System (ACWS), Army.
(4) Defense Enterprise Accounting and Management System (DEAMS) Inc2, Air Force.

(5) Item Master, Air Force.
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Next Steps

« Obtain participation commitments from NDIA SE
Division committees

« Solicit participants
« Schedule working group kickoff

* Visible NDIA and DoD sponsorship at NDIA SE
Conference to foster awareness and engagement
— Industry executive panel?
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National Defense Strategy NDIR

INCOSE

« Build a More Lethal Force

— Modernize key capabilities
., Space, cyberspace, C4ISR, ...

P _Advanced anzonomens pyiwems. The Depamment wil invest broadly in military application of
antonomy, artfiel mntellipence, and machine learnmg, inclnding rapid applicaton of
Summary of the commezcidl breakthronghs, to pun competitre mubtary advantages.

o 1 8

National Defense Strategy
of

- Strengthen Alliances and Attract New
it Partners

« Reform the Department for Greater
https://www.defense.gov/Portals/1/Documents/pubs/2 Perfo rmance an d Affo rd ab I I Ity

D18-National-Defense-strategy-Summary. pdf — “The current bureaucratic approach, centered on
exacting thoroughness and minimizing risk above
all else, is proving to be increasingly
unresponsive.”

—  “Deliver performance at the speed of relevance”

—  “Our response will be to prioritize speed of delivery,
continuous adaptation, and frequent modular
upgrades.”

— “Streamline rapid, iterative approaches from
development to fielding.”

— “Arapid, iterative approach to capability
development will reduce costs, technological
obsolescence, and acquisition risk.”



https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf

USD (A&S) NDIR

INCOSE

International Council on Systems

Software is the “thread that runs through all our programs. It’s
the functional area that | have focused on.”

“both the department and industry are behind the curve in terms
of modernization of software practices.”

"l believe we are at an inflection point in terms of doing things
differently. We are pivoting from the traditional waterfall software
development methodology to agile and DevOps. So we are coding
every day, testing every night.”

Hon. Ellen M. Lord

Under Secretary of Defense for
Acquisition, Technology, and Logistics

Jeff Boleng
SEI, CTO
Special Assistant, Software

"Acquisition



Defense Digital Service (DDS) NDIA
https:/Amwv.dds.mil/
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By the people. For the people. Our work

We apply industry experience in shipping products to help deliver in-progress strategic or
The Department of Defense defends and protects our nation's military and civilians across challenged projects. Explore some of the projects we've tackled
the globe. Our projects range widely, from strengthening our national security, to taking care
of our Veterans, or deploying next-generation GPS for billions of people. However,
oftentimes our progress is hindered by outdated tools and practices that lag far behind
private sector standards.

Our mission is to drive a giant leap forward in the way DoD builds and deploys technology
and digital services. We work alongside our public servants and service members,

empowering them to incorporate private sector best practices and talent to build a better Hack The Pentagon Hack The Air Force 2.0 MIRS Form Transfer
futurs now.

Our team

Government is not an abstract institution or a concept. Qur government is us. Meet some members of
the Defense Digital Service who have signed on for nerd tours of duty:

Tim Van Name Chris Lynch Hunter Price Patrick Stoddart
Deputy Director Fearless Leader Director, Air Force Digital Service Director, Army Digital Service
Previously: White House Previously: Serial Entrepreneur Previously: Forsa Consulting Previously: Entrepreneur

Information Technology
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Defense Innovation Board (DIB) NDIN
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Defense Innovation Board unveild' Ten Commandments of Software’
FedScoop - Apr 27, 2018
{ The Defense Innovation Board (DIB) unveiled an initial version of its “Ten
Commandments of Software” at a public meeting Thursday in ...

https://innovation.defense.gov/

|
)

) 7 il
2.5 WP/
ADAM M. GRANT DANNY HILLIS ERIC LANDER ERIC SCHMIDT
Professor, Wharton School of Computer Theorist & Co-Founder, President and Founding Director, Technical Advisor, Alphabet, Inc d
Busnass Appied Tnventions The Broad Institute Pentagon Announceq Joint Al Center

GovernmentCIO Media - 17 hours ago

\ e Defense Department’s organization that helps the military benefit from ...
K MTepare a workforce of Al practitioners, software engineers and ... McCord said
the DOD is also asking the Defense Innovation Board to .
-’Jmmmwm R DR e S Defense Innovation Unit Experimental (DIUX) — Silicon Valley
Founder & Executive Director, Chief Operating Officer, Instagram Former SVP Science and Vice President, Access Services,
Code for America Technology, United Technologies Google Capital

The US Air Force learned to code—and saved the Pentagon millions
& Fast Company - Jul 5, 2018
¥ Standard DoD procedure requiregsystems like the AOC software fo be ... The

Defense Innovation Board (launched by Ashton Carter, then ...

- /B

i 3

NEIL DEGRASSE TYSON REID HOFFMAN RICHARD MURRAY WALTER ISAACSON

Director, Hayden Planetarium Co-founder, Linked-In & Partner,  Professor, California Institute of President and CEO, Aspen
Greylock Partners Technology Institute

Defense Innovation Board propose% new metrics for assessing DOD
FedScoop - Jul 12, 2018
The Defense Innovation Board, since it was established in April 2016, ... attention
has turned to evolving the way the DOD acquires software.

_ Defense Innovation Board added 12 new photos
O Lyt

ive: Board Deliberation on Metrics for Software Development and

DIB proposed metrics for DoD software acquisition

WILLIAM H. MCRAVEN
Chancellor, The University of
Texas System

SOFTWARE ACQUISITION AND
PRACTICES (SWAP) STUDY

DIRECTED BY SECTION 872 OF THE 2018
NATIONAL DEFENSE AUTHORIZATION ACT

ing software
fons..."

iRESS' CHARGE ERABLES
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Defense Innovation Board —
Ten Commandments of Software

WORKING DOCUMENT // DRAFT
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Executive Summary

The Department of Defense (DoD) must be able to develop and deploy software as fast or faster
than its adversaries are able to change tactics, building on commercially available tools and
technologies. Recognizing that “software” can range from off-the-shelf, non-customized software
to highly-specialized, embedded software running on custom hardware, it is critical that the right
tools and methods be applied for each type. In this context we offer the following ten
“‘commandments” of software acquisition for the DoD:

1. Make computing, storage, and bandwidth abundant to DoD developers and users.

2. All software procurement programs should start small, be iterative, and build on success
— or be terminated quickly.

3. Budgets should be constructed to support the full, iterative life-cycle of the software being
procured with amount proportional to the criticality and utility of the software.

[4_ Adopt a DevOps culture for software systems. ]

5. Automate testing of software to enable critical updates to be deployed in days to weeks,
not months or years.

6. Every purpose-built DoD software system should include source code as a deliverable.

7. Every DoD system that includes software should have a local team of DoD software
experts who are capable of modifying or extending the software through source code or
APl access.

8. Only run operating systems that are receiving (and utilizing) regular secunty updates for
newly discovered security vulnerabilities.

9. Data should always be encrypted unless it is part of an active computation.

https://media.defense.gov/2018/Apr/22/2001906836/-1/-
1/0/DEFENSEINNOVATIONBOARD _TEN_COMMANDMENTS OF SOFTWARE 2018.04.20.PDF

10. All data generated by DoD systems - in development and deployment - should be stored,
mined, and made available for machine learning.
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Statement of Dr. Eric Schmidt
House Armed Services Committee, April 17, 2018

https://docs.house.gov/meetings/AS/AS00/20180417/108132/HHRG-115-AS00-Wstate-
SchmidtE-20180417.pdf

“DoD does not have an innovation problem; it has an
innovation adoption problem.”

The Need for Speed: “...service members must wait years
before accessing current technology.”

“Improved software engineering and a focus on artificial
intelligence will accelerate DoD’s speed...”

“The Defense Innovation Unit Experimental (DIUx)...
streamlined procurement process that allows the Department
to work at the speed of business.”

Kessel Run, USAF Life Cycle Management Center:
“...is DoD’s version of a Software Factory.”

Cloud, Al: “Any military that fails to pursue enterprise-wide
cloud computing isn’t serious about winning future conflicts.”

Al: “...to create and sustain the asymmetric advantage
required to outpace our adversaries.”

People and Talent: “lI have no doubt that top software
engineers and data scientists will take a year or two out of
their careers to work in DoD. ...DDS’s model is viable proof of
concept.”

“There are no shortcuts on this path. The Department must
overcome significant obstacles...”


https://docs.house.gov/meetings/AS/AS00/20180417/108132/HHRG-115-AS00-Wstate-SchmidtE-20180417.pdf
https://media.defense.gov/2018/Apr/22/2001906836/-1/-1/0/DEFENSEINNOVATIONBOARD_TEN_COMMANDMENTS_OF_SOFTWARE_2018.04.20.PDF
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Software is increasingly critical to the mission of the Department of Defense (DoD), but DoD
software is plagued by poor quality and slow delivery. The current state of practice within DoD is
that software complexity is often estimated based on number of source lines of code (SLOC), and
rate of progress is measured in terms of programmer productivity. While both of these quantities
are easily measured, they are not necessarily predictive of cost, schedule, or performance. They
are especially suspect as measurements of program success, defined broadly as delivering
needed functionality and value to users. Measuring the health of software development activities
within DoD programs using these obsolete metrics is irrelevant at best and, at worst, can be
misleading. As an alternative, we believe the following measures are useful for DeD to track
performance for software programs and drive improvement in cost, schedule, and performance.
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Target value (by software type)’ Typical
DoD
COTS’| Custom COTS | Realtime | \ajues
£ | Metric apps | -ized SWiil| HWIOSY | HWISWY | ¢, sw
1 Time from program launch to deployment of
simplest useful functionality <1mo <3mo <6 mo <tyr 3-5yrs
Deployme.nt i 2 Time to field high priority fen (spec — ops) or N/A <1 mo <3 mo <3 mo 1-5yrs
Metrics fix newly found security hole (find — ops)" <1 wk <1 wk <1 wk <1 wk 1-18 m
Time from code committed to code in use <1 wk <1 hr <1da <1 mo 1-18 m
4| Time req'd for full regression test (automat'd) N/A <1da <1da <1 wk 2yrs
Response Rate Metrics and cybersecurity audit/penetration testing* <1 mo <1 mo <1 mo <3 mo 2yrs
5 | Time required to restore service after outage | <1 hr <6 hr <1 day N/A ?
6 | Automated test coverage of specs / code N/A >90% >90% 100% ?
7 | Number of bugs caught in testing vs field use | N/A >75% >75% >90% ?
Code Quality Metrics
8 | Change failure rate (rollback deployed code) <1% <5% <10% <1% ?
= -
g | /o code available to DoD for NA | 100% | 100% 100% | 0%
inspection/rebuild
10 | Complexity metrics #/type of specs # programmers | Partial/
Program Management, 111 Devel T et structure of code #/skill level of teams | manual
Assessment and cvelopment plan/environment metrics #/type of platforms #/type deployments | tracking
Estimation Metrics | |, |« nn-McCurdy” threshold (for any metric) | 141X | 1.25X 15x | 19X each | 1.25X
effort Total $



https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF

Defense Innovation Unit Experimental (DIUX) NDIN

https://www.diux.mil/

HOW WL'RE STRUCTURED

We're a small team of about 50 military and civilian personnel. Prior to joining DIUx, we've launched
and sold companies backed by tier-1 VCs; led teams at the Joint Staff, the Office of the Secretary of
Defense, and the White House; served with our military around the world; and helped build some of
Silicon Valley's most iconic companies.

WHITE PAPERS

In addition to accelerating commercial innovation fer our men and women in uniform, we're aiming to bring about a cultural - S AREAS
shift in DeD so other DoD entities can do the same. To that end, we've shared an overview of our Commercial Solutions > AREA.

Opening (CSQ), cur contract mechanism not bound by the Federal Acquisition Regulations (FAR), as well as a guide for DoD
entities to set up their own similar contract mechanisms. This space will also feature other DIUx publications pertaining to
issues of technology and national defense.

b DIUx Commercial
g White poF| Solutions Opening: How-
Paper to Guide

1.2 C50 Procedure

This C50 1= seekng proposals for innovative, commercial technologies that accalarate

attzinment of asvmmetric defense capabalibes. In this context, innovative means any new

technology, process, or business practice, or any new application of an existing technologzy,

process, or business practice that contributes to the sustainment of global peace and U5, national U *
securty.

The U.S. Air Force Learned
| to Code — and Saved the
Pentagon Millions

Fast Company

Army Leverages Machine Learning to Predict

Component Failure
Defense Systems

Through an award facilitated by DIUx, the Army will be working with Uptake, a company
that provides artificial intelligence solutions for industrial sector clients, to predict

component failures, decrease the frequency of unscheduled maintenance and improve
the productivity of repair operations.



https://www.diux.mil/

NDIA / INCOSE Software Development and NDIA
Acquisition WG

Charter:

* Provide industry recommendations and resources to advance the use of continuous
iterative software methods and DevOps in DoD programs and acquisition

« Address recommendations of DSB Software Design and Acquisition Task Group and
Defense Innovation Board

Participation:

* NDIA Systems Engineering Division

« INCOSE

« TBD - Software Engineering Institute (SEI), AIA, other NDIA divisions (PM, etc.)
Task Duration: est. Aug 2018 through Dec 2019. Kickoff by end of Aug.
Organization:

« Task leads: Joe Elm (L-3 Communications), Geoff Draper (Harris)

«  Other representatives: Boeing, Raytheon, WPI, Lockheed Martin, ...
 DoD R&E Mission Engineering & Integration

« Seek participation from NDIA SE Division committees

Deliverables:

* Industry recommendations (e.g., policies, acquisition, guidance, RFP language, source
selection guidelines, transition)




Potential Outcomes (Industry Recommendations) NDIN
* DRAFT **

RFP language |+ Requirements for software factory capability, iterative SW
development processes
* Documentation, reviews, and CDRLs consistent with iterative
development
* Source selection guidance and evaluation criteria
Guidance * Guidance for iterative SW development (planning, architecture,

design, continuous I&T, etc.)
e Supplier reporting and monitoring of iterative SW development
e Cost estimation techniques
* Measures for iterative SW development and status monitoring
» Strategies for program transition to SW iterative development
methods (development and sustainment)

Education & « Recommendations for developing acquisition workforce skills for
Training software iterative methods

Other e TBD




