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Introduction

• Software trends on DoD programs

• Is the defense industry capable of meeting future 

needs?

– Defense Science Report (DSB) task report,

“Design and Acquisition of Software for Defense Systems”

– Defense Innovation Board

• DoD interest in commercial practices

– Iterative methods, DevOps, software factories, …

• NDIA SE Division action (June 2018)

– Establish division level working group to provide action plan and 

industry recommendations for DoD consideration

– Collaboration with INCOSE and other industry partners
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DoD and Congress are Mandating Rapid Iterative 

Software Development for Defense Acquisition

https://www.defense.gov/Portals/1/Documents/pubs/20
18-National-Defense-Strategy-Summary.pdf

National Defense Strategy

Defense Science Board (DSB) Task Force on 
the Design and Acquisition of Software for 

Defense Systems

https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA_Re
port_FINALdelivered2-21-2018.pdf

NDAA 2019 (Sec. 868)

https://www.congress.gov/bill/115th-congress/house-bill/5515/text

“…streamline rapid, iterative 

approaches from 

development to fielding.”

Recommendations:

•Evaluation criteria: efficacy of offeror’s SW factory

•Adopt continuous, iterative development

•Risk reduction and metrics for new programs

•Transition for current and legacy programs in

development, production, and sustainment

•Build competency in DoD and contractor workforce

•Source selection preference for delivery of SW 

factory framework to USG

“Not later than 18 months after the date of the 

enactment of this Act, the Secretary of Defense 

shall… commence implementation of each 

recommendation submitted as part of the final 

report of the Defense Science Board Task Force 

on the Design and Acquisition of Software for 

Defense Systems.”

Joint Industry SW Development 

and Acquisition WG

Advise and inform DoD on 

implementation recommendations

(policies, guidance, RFP language, 

source selection criteria, training, metrics)

DevOps

Agile

Waterfall

https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA_Report_FINALdelivered2-21-2018.pdf
https://www.congress.gov/bill/115th-congress/house-bill/5515/text


Streamlined acquisition, commercial practices, and iterative development are 

getting high emphasis in high places…

https://www.defense.gov/Portals/1/Documents/pubs/20
18-National-Defense-Strategy-Summary.pdf

National Defense Strategy

Defense Science Board (DSB) Task Force on 
the Design and Acquisition of Software for 

Defense Systems

https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA_Re
port_FINALdelivered2-21-2018.pdf

Defense Innovation Board

https://innovation.defense.gov/

Patrick M. Shanahan
Deputy Secretary of Defense

James N. Mattis
Secretary of Defense

Ellen M. Lord
USD (A&S)

Dr. Michael D. Griffin
USD (R&E), CTO

Kristen Baldwin
Mission Engineering 

and Integration

Defense Digital Service (DDS)

https://www.dds.mil/

Defense Innovation Unit Experimental (DIUx)

Jeff Boleng
SEI, CTO

https://www.diux.mil/

Special Ass’t for 
Software Acquisition

https://www.ida.org/idamedia/Corporate/Files/Publications/ID
A_Documents/CARD/2017/D-8367.pdf

Software Productivity Trends 

and Issues (IDA)
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NDAA 2019
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DSB Software Task Force

Defense Science Board (DSB) Task 

Force on the Design and Acquisition 

of Software for Defense Systems 

(Feb 2018):
“The task force concluded that the Department 

needs to change its internal practices to encourage 

and incentivize new practices in its contractor base. 

The assessment of the Task Force is that the 

Department can leverage best practices of iterative 

development even in its mission critical software 

systems.”

https://www.acq.osd.mil/dsb/reports/2010s/DSB_SWA_Report
_FINALdelivered2-21-2018.pdf
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DSB Software Acquisition Task Force
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Findings

Continuous iterative development

SW practices in commercial industry 

vs. DoD and defense industry

Acquisition practices and 

contracting approaches

• DoD waterfall approach was largely 
abandoned by commercial industry years ago

• Rapid and continuous SW development is 
essential for quick response to adversaries

• DoD must incentivize contractor base to take 
advantage of modern software best practices

“The Task Force strongly believes greater adoption 

of continuous iterative development and its 

associated best practices will result in significantly 

improved acquisition performance. 

The assessment of the Task Force is that an 

iterative approach to software development and 

sustainment is applicable to the DoD and should be 

adopted as quickly as possible.” 
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Recommendations - 1
DSB Task Force on Design and Acquisition of Software Systems

Summary of Recommendations

1. Software Factory – A key evaluation criteria in the source selection process should be 
efficacy of the offeror’s software factory.

• Establish a common list of source selection criteria 
(draft App E; IDE, tools, SW, CM, issues, reqts, cloud)

• DoD has limited iterative development expertise –
focus on acquisition

2. Continuous Iterative Development – DoD and defense industrial base partners should 
adopt continuous iterative development best practices for software, including through 
sustainment.

• Identify Minimally Viable Product (MVP) approaches, 
delegate acquisition authority to PM 

• Engage Congress to change statutes for rapid 
iterative approach

• DAE and SAE/MDA should require for all programs 
entering MS-B (ACAT I,II,III)

• Incorporate in regular program reviews (e.g., DABs, 
IPRs, SRBs), with waivers only by exception

3. Risk Reduction and Metrics for New Programs – For all new programs, starting 
immediately, implement best practices in formal program acquisition strategies:

• MDA should allow multiple vendors to begin work, 
with down-select after > 1 vendor is proven capable

• Modernize cost/schedule estimates and measures 
(SLOC > historical measures, adopt NRO approach for 
DIB WBS schedule, staff, cost, productivity)

• Require PMs to build status estimation framework 
(e.g., burndown measures for sprints, epics, 
releases, velocity, control chart, cumulative flow)
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Recommendations - 2
DSB Task Force on Design and Acquisition of Software Systems
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Summary of Recommendations

4. Current and Legacy Programs in Development, Production, and Sustainment – for 
ongoing development programs, USD(A&S) should task PMs/PEOs to plan transition to a 
software factory and continuous iterative development.

• Prime contractors should transition execution to a 
hybrid model, within contractual constraints. 
Incorporate continuous iterative development into a 
long-term sustainment plan.

• Business case for transition of legacy programs 
where development is complete.

• Provide quarterly transition status update to 
USD(A&S)

5. Workforce – The U.S. Government does not have modern software development 
expertise in its program offices or the broader functional acquisition workforce. This 
requires Congressional engagement and significant investment immediately.

• Services need to develop workforce competency
(prioritize acquisition strategy, source selection)

• DAU develop curricula to develop SW-informed PMs, 
sustainers, acquisition specialists

• Prime contractors must build internal competencies 
in modern SW methodologies. CEOs should brief 
progress to USD(A&S) annually, including proficiency 
in establishing effective software factories.



Recommendations - 3
DSB Task Force on Design and Acquisition of Software Systems
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Summary of Recommendations

6. Software is Immortal: Software Sustainment – RFPs for acquisition programs … should 
specify the basic elements of the software framework supporting the software factory… 
reflected in source selection criteria

• Repositories; test infrastructure/tools; docs; etc.
• Availability, cost, compatibility, licensing should be 

part of source selection criteria

• Delivered to USG at each production milestone
• Selection preference based on ability of USG to 

reconstitute SW framework, binaries, tests, tools.

7. IV&V for Machine Learning – Machine learning is an increasingly important component 
of a broad range of defense systems, including autonomous systems, and will further 
complicate the challenges of software acquisition.

• Invest to build a better posture in critical technology.
• Establish research and experimentation programs, 

(focus of testing, IV&V, cybersecurity resiliency and 
hardening)

• Establish repository for machine learning and 
autonomy.

• Promulgate methodology and best practices, 
including architecture and test harnesses.



Iterative SW Development in DoD is The Law
NDAA 2019 (Sec 868) requires implementing DSB SW Task Force 

recommendations 
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Next Steps

• Obtain participation commitments from NDIA SE 

Division committees

• Solicit participants

• Schedule working group kickoff

• Visible NDIA and DoD sponsorship at NDIA SE 

Conference to foster awareness and engagement

– Industry executive panel?
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BACKUP
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National Defense Strategy

• Build a More Lethal Force
– Modernize key capabilities

…, space, cyberspace, C4ISR, …

• Strengthen Alliances and Attract New 
Partners

• Reform the Department for Greater 
Performance and Affordability

– “The current bureaucratic approach, centered on 
exacting thoroughness and minimizing risk above 
all else, is proving to be increasingly 
unresponsive.”

– “Deliver performance at the speed of relevance”

– “Our response will be to prioritize speed of delivery, 
continuous adaptation, and frequent modular 
upgrades.”

– “Streamline rapid, iterative approaches from 
development to fielding.”

– “A rapid, iterative approach to capability 
development will reduce costs, technological 
obsolescence, and acquisition risk.”

https://www.defense.gov/Portals/1/Documents/pubs/2
018-National-Defense-Strategy-Summary.pdf
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USD (A&S)

"I believe we are at an inflection point in terms of doing things 
differently. We are pivoting from the traditional waterfall software 
development methodology to agile and DevOps. So we are coding 
every day, testing every night.”

Software is the “thread that runs through all our programs. It’s 
the functional area that I have focused on.”

“both the department and industry are behind the curve in terms 
of modernization of software practices.”

Hon. Ellen M. Lord
Under Secretary of Defense for 
Acquisition, Technology, and Logistics

Jeff Boleng
SEI, CTO

Special Assistant, Software 
Acquisition
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Defense Digital Service (DDS)
https://www.dds.mil/
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Defense Innovation Board (DIB)

https://innovation.defense.gov/

Defense Innovation Unit Experimental (DIUx) – Silicon Valley

DIB proposed metrics for DoD software acquisition
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Defense Innovation Board –

Ten Commandments of Software

Statement of Dr. Eric Schmidt

House Armed Services Committee, April 17, 2018
https://docs.house.gov/meetings/AS/AS00/20180417/108132/HHRG-115-AS00-Wstate-

SchmidtE-20180417.pdf

“DoD does not have an innovation problem; it has an 

innovation adoption problem.”

The Need for Speed: “…service members must wait years 

before accessing current technology.”

“Improved software engineering and a focus on artificial 

intelligence will accelerate DoD’s speed…”

“The Defense Innovation Unit Experimental (DIUx)…  

streamlined procurement process that allows the Department 

to work at the speed of business.”

Kessel Run, USAF Life Cycle Management Center:

“…is DoD’s version of a Software Factory.” 

Cloud, AI: “Any military that fails to pursue enterprise-wide 

cloud computing isn’t serious about winning future conflicts.”

AI: “…to create and sustain the asymmetric advantage 

required to outpace our adversaries.”

People and Talent: “I have no doubt that top software 

engineers and data scientists will take a year or two out of 

their careers to work in DoD. …DDS’s model is viable proof of 

concept.”

“There are no shortcuts on this path. The Department must 

overcome significant obstacles…”https://media.defense.gov/2018/Apr/22/2001906836/-1/-
1/0/DEFENSEINNOVATIONBOARD_TEN_COMMANDMENTS_OF_SOFTWARE_2018.04.20.PDF
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DIB Proposed Software Metrics for DoD
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF

Deployment Rate 
Metrics

Response Rate Metrics

Code Quality Metrics

Program Management, 
Assessment and 

Estimation Metrics
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Defense Innovation Unit Experimental (DIUx)
https://www.diux.mil/
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NDIA / INCOSE Software Development and 

Acquisition WG

Charter:

• Provide industry recommendations and resources to advance the use of continuous 

iterative software methods and DevOps in DoD programs and acquisition

• Address recommendations of DSB Software Design and Acquisition Task Group and 

Defense Innovation Board

Participation:

• NDIA Systems Engineering Division

• INCOSE

• TBD - Software Engineering Institute (SEI), AIA, other NDIA divisions (PM, etc.)

Task Duration: est. Aug 2018 through Dec 2019. Kickoff by end of Aug.

Organization:

• Task leads: Joe Elm (L-3 Communications), Geoff Draper (Harris)

• Other representatives: Boeing, Raytheon, WPI, Lockheed Martin, …

• DoD R&E Mission Engineering & Integration

• Seek participation from NDIA SE Division committees

Deliverables:

• Industry recommendations (e.g., policies, acquisition, guidance, RFP language, source 

selection guidelines, transition)
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Potential Outcomes (Industry Recommendations)

** DRAFT **
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RFP language • Requirements for software factory capability, iterative SW 
development processes

• Documentation, reviews, and CDRLs consistent with iterative 
development

• Source selection guidance and evaluation criteria

Guidance • Guidance for iterative SW development (planning, architecture, 
design, continuous I&T, etc.)

• Supplier reporting and monitoring of iterative SW development
• Cost estimation techniques
• Measures for iterative SW development and status monitoring
• Strategies for program transition to SW iterative development 

methods (development and sustainment)

Education & 
Training

• Recommendations for developing acquisition workforce skills for 
software iterative methods

Other • TBD


