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Office of the Under Secretary of Defense for

Research and Engineering (OUSD(R&E)) Mission

A Ensure Technological Superiority for the
U.S. Military

- Set the technical direction for the
Department of Defense (DoD)

- Champion and pursue new
capabillities, concepts, and
prototyping activities throughout DoD
research and development enterprise

A Bolster Modernization

- Pilot new acquisition pathways and
concepts of operation

- Accelerate capabilities to the
Warfighter
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These Modernization Priority areas magnify the Department's technical dominance and support the
objectives set forth by the Secretary of Defense and the National Defense Strategy.
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DDR&E(R&T) Priorities

Pl

A Raise stature of S&T Enterprise
¢ Lab health and core competencies

A Balance protection with openness
¢ Shape narrative

A Accelerate technology advancement
¢ Tighter collaboration across organizations

A Proactive engagement and messaging
¢ Partnerships with Congress, academia, industry, allies
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Strategic Technology Protection & Exploitation

(STP&E) Organization and Mission

~ » DeputyDirector
STP&E
Dr. Robert Irie

Acting D Maintaining
echnologyAdvantage

D, Technology and N\
Manufacturing Industrial Ba .

D, Resilient Systems
Ms. Melinda Reed

—

Mr. Kristopher Gardner Mr. Robert Gold
Maintain Leadership in Critical Foster Assured Resilient Missions, Advance Domestic Innovation Base
Technology Modernization Areas Systems and Components to Deliver Modernization Goals

STP&E MISSION:
Promote and protect technology advantage and counte
unwanted technology transfer to ensure Warfighter domina
through superior, assured, and resilient systems, and

a healthy, viable national security innovation base.
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STP&E FY21 Key Activities

A Transform Program Protection methods and practices; enable transition of
S&T protections

A Establish Software Assurance Flyaway Teams and modernize Joint Federat
Assurance Center capabilities

A Lead secure cyber resilient engineering standards and methods
A Refine Technology Area Protection Plans and conduct outreach
A Engage allies and partners with promote, protect, and counter activities

A Counter strategic competitor exploitation of S&T through Foreign Talent
Recruitment Plans

A 1dentify and assess gaps in emerging technology industry, workforce, and
infrastructure base to ensure a smooth and rapid transition from research to
fieldablecapability for the modernization priorities

A Develop innovation base promote/protect strategies; process technelogy
related CFIUS and export control cases

A Develop and transition new manufacturing technologies; implement a new
Institute for synthetic biology and a strategic management approach for the
Manufacturinginnovationinstitutes; mature a Defense manufacturing human
capital strategy
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Technology and Program Protection to Maintain

Technological Advantage 1 DoDI 5000.83

- OUSD(R&E) identifies broad technology elements to

Technology protect that are central to accelerating Warfighter

A Safeguard information

Area capabilities in key technology areas across the
A Control DoBsponsored Protection Department
Plan (TAPP) - Set boundaries on what should be communicated
research by stakeholder groups for protection purposes

DoD INSTRUCTION 5000.83

A Design for security and
cyber resiliency

TECHNOLOGY AND PROGRAM PROTECTION TO MAINTAIN
TECHNOLOGICAL ADVANTAGE

—_ L A Protect the system against : - Management tool to guide protection
- e , o Science and activities for S&T Investments at DoD
Releasability: 3m;§m?;z:i¥;b§;faﬂewﬂlEDn!:c‘lﬂ'EleVlSlw“'ebsﬂe Cyber attaCkS from Tech nology Componenﬂevel
Incorporates and Cancels: Sce Paragraph 13 . . (S&T) - Implement riskbased protection measures
Approvedby: kel D G Under Sty of Dol o Rescch nd enabllng and su pporting Protection to reduce compromise or loss to competitor
Engineering

nations through transition to acquisition
Plan

Purpose: In accordance with the authority in DoD Directive (DoDD) 5137.02, the policy in

systems
§am‘on 133a of Title 10, United States Code, and Directive-type Memorandum S-DTM-19-003, this A .
s
T s s e s e e i Protect fielded systems

(S&T) managers and engineers to manage system security and cybersecurity technical risks from foreign
intelligence collection; hardware, software, cyber, and cyberspace vulnerabilities; supply chain

S e s A Enhance protection for

o DoD-sponsored research and technology that is in the interest of national security. p _ Acquisition management tool to guide the
systems security engineering, to include
cyber resilient engineering, activities across

the life cycle
- Informed by TAPP and S&T Protection Plans

o DoD warfighting capabilities.

*  Assigns responsibilities and provides procedures for S&T managers and lead systems engineers for Crltl Cal p rOg ramS and
technology area protection plans (TAPPs), S&T protection, program protection plans (PPPs), and )
technologies

Program
Protection
Plan
(PPP)

engineering cybersecurity activities

Manage risk of adversarial exploitation and
compromise beginning with early S&T and
continues through the Acquisition lifecycle
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Technology and Program Protection Planning

Technology
Modernization Priorities

A5G Network
Technology

Autonomy
Biotechnology
Cyber

Directed Energy

Fully Networked
Command, Control,
and Communications

Hypersonics

Machine Learning /
Artificial Intelligence

Microelectronics
Quantum Science
Space
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Across the Lifecycle

Adaptive Acquisition Framework

Enable Execution at the Speed of Relevance

Tenets of the Defense Acquisition System L
1.5implify Acquisition Policy 4. Data Driven Analysis DoDD 5000.01: The Defense Acquisition System

2.Tailor Acquisition Approaches 5. Active Risk Management DoDI 5000.02: Operation of the Adaptive Acquisition Framework
3. Empower Program Managers 6. Emphasize Sustainment

Urgent DevelopProduction and
Meed Solution Deployment

Urgent oD =
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Path 0y q Analysiz Reduction o
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3 @ Execution Phase
b Software N Sn %n Sn
o T~ Acquisition ISR O OO0 OO0« 00 €000 @ Legend:
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o : - < 1year . DD: Dispasition Decision
- . L
S e o e . OD: Outcome Determination
Defense Business MDD: Material Development Decision
~—,  Systems Capabiiy N soiuvion [ | Funcrional - Acquisition |l capapiliy Ms: Milestone
¥ Trest sElhEs il ekt s Stpport IGC: Initisl Oparationsl Capabil
DoDI 5000.75 Identification Flanning P pability
FOC: Full Operational Capability
T Business Capability Acquisition Cycle S Sprint
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= . ATP: Authority to Proceed

July 2013

S&T Protection Program Protection

Technology Area Protection Plans for DoD Modernization Priorities
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Technology, Program Protection &

Cybersecurity Related Policies

Technology

Key Protection Activities

A Export Control

A Anti-Tamper

A Defense Exportability Features

A DoD Horizontal Protection
Guide

A Acquisition Security Database

Goal Prevent compromise or losg
of critical technology transfer

A DoDI 5200.39 Critical Program Information
A DoDD 5200.47E Anfiamper
A DFARS 225.7901 Expadntrolled items

Mission Components

Key Protection Activities

A Software Assurance
A Hardware Assurance

Information

Key Protection Activities
A Classification
A Information Security

A Supply Chain Risk Managemerg A Cybersecurity Protections and

A Anti-counterfeits
A Joint Federated Assurance
Center

Goat Protect missiorcritical

Technology Solutions

A Joint Acquisition Protection &
Exploitation Cell (JAPEC)

A Damage Assessment
Management

components (hardware, software)] Goat Safeguard system and

from malicious exploitation

A DoDI 5200.44 Trusted Systems & Networks

A PL 11366 Sec 937 (FY14 NDAA) JFAC

A DFARS 239.73 Requirements for information
relating to supply chain risk

A NDAA FY11 Sec 806; Requirements for
Information Relating to Supply Chain Risk

A NDAA FY18 Sec 1659. Supply Chain Risk
Management of Critical Missions

technical data from adversary
collection and disruption

A DoDI 5230.24 Distribution Statements on
Technical Information

A DoDI 5200.48 Controlled Unclassified
Information

A DFARS 252.202012 Safeguarding covered
defense information and cyber incident
reporting (includes requirement to implement
NIST SP80071)

A DCMA NIST SP 8001 StrategicAssessments

Goal: Ensure warfighter dominance through superior, assured, and resilient systems
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Technology Area Protection Plans

(TAPPS)

NATIONAL SECURITY
STRATEGY

PPP
Summary of the
Natiorial Defenlse StBrategy
S&T
_ _ _ _ o Protection
A DoD policy requires a TAPP for each Modernization Priority Plan
A ModernizationPriorities derivedrom National Defens@riorities Og;'i'gsnﬂd
A Provides stakeholder key areas for protection activities under development
A Informs S&T Protection Plans and Program Protection Plans
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Strengthen
CrossCutting
Initiatives in
Advanced
Manufacturing

Address
Department of
Defense
Modernization
Priorities

Provide
Strategic
Management
for
Manufacturing
Innovation
Institutes
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A

& Attract New
Partners

Greater
Performance &
_Affordability

’Build a More Lethal

Strengthen Alliances




System
Performance
Specification
[Derived from JCIDS

operational
requirements]

Government
Furnished
Information

Consistent
implementation

will provide

balanced and

seamless
protections

I Program

Management
Office Program
Protection Plan

Government
Furnished
Information

Section C

Statement of Work

—

Solicitation/Contract

Contract Data
Requirements List
(CDRL): Contractor
Program Protection

Implementation
Plan

Section |
FAR/DFAR
Contract Clauses

Increase consistency and repeatability
of system assurance, system security,
and cybersecurity methods and
technologies

Improve expectations across
Government, industry, academia and
operational stakeholders
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Design Guidelines and Standards

SD1

v T o A Secure Cyber Resilient Engineering (SCRE)
Standardization Area

- Covers thantegration of life cycle security and protection
considerationsn the requirements, design, test,
— demonstration, operations, maintenance, sustainment, and
SRECTORY disposal of military systems that operate in physical and
cyberspace operational domains.

(FSC CLASS AND AREA ASSIGNMENTS)

- - Specifically encompasses the standards, specifications,
methods, practices, techniques, and data requirements for
(3752] the security aspects of systems engineeriactivities

executed and artifacts produced, with explicit consideration

Standards, Specifications, Handbook, e G d !
of malicious and nomalicious adversity.

Data Item Descriptions and
associated Guidance

Driving
Transformation:
Consistent,
Repeatable

Implementation
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