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ÅEnsure Technological Superiority for the 
U.S. Military

- Set the technical direction for the 
Department of Defense (DoD)                             

- Champion and pursue new 
capabilities, concepts, and 
prototyping activities throughout DoD 
research and development enterprise

ÅBolster Modernization 

- Pilot new acquisition pathways and 
concepts of operation

- Accelerate capabilities to the 
Warfighter

Office of the Under Secretary of Defense for 
Research and Engineering (OUSD(R&E)) Mission 
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DoD Modernization Priorities
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These Modernization Priority areas magnify the Department's technical dominance and support the 

objectives set forth by the Secretary of Defense and the National Defense Strategy. 



DDR&E(R&T) Priorities
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Å Raise stature of S&T Enterprise  
ς Lab health and core competencies

Å Balance protection with openness
ς Shape narrative

Å Accelerate technology advancement
ς Tighter collaboration across organizations

Å Proactive engagement and messaging
ς Partnerships with Congress, academia, industry, allies



Strategic Technology Protection & Exploitation 
(STP&E) Organization and Mission

Deputy Director
STP&E
Dr. Robert Irie

D, Resilient Systems
Ms. Melinda Reed

Maintain Leadership in Critical 
Technology Modernization Areas

Acting D, Maintaining 
TechnologyAdvantage
Mr. Kristopher Gardner

D, Technology and 
Manufacturing Industrial Base
Mr. Robert Gold

Advance Domestic Innovation Base 
to Deliver Modernization Goals

Foster Assured Resilient Missions, 
Systems and Components

STP&E MISSION:  
Promote and protect technology advantage and counter 

unwanted technology transfer to ensure Warfighter dominance 
through superior, assured, and resilient systems, and 
a healthy, viable national security innovation base.
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STP&E FY21 Key Activities
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ÅTransform Program Protection methods and practices; enable transition of 
S&T protections 

ÅEstablish Software Assurance Flyaway Teams and modernize Joint Federated 
Assurance Center capabilities 

ÅLead secure cyber resilient engineering standards and methods 

ÅRefine Technology Area Protection Plans and conduct outreach

ÅEngage allies and partners with promote, protect, and counter activities

ÅCounter strategic competitor exploitation of S&T through Foreign Talent 
Recruitment Plans

ÅIdentify and assess gaps in emerging technology industry, workforce, and 
infrastructure base to ensure a smooth and rapid transition from research to 
fieldablecapability for the modernization priorities

ÅDevelop innovation base promote/protect strategies; process technology-
related CFIUS and export control cases

ÅDevelop and transition new manufacturing technologies; implement a new 
institute for synthetic biology and a strategic management approach for the 
Manufacturing Innovation Institutes; mature a Defense manufacturing human 
capital strategy
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Technology and Program Protection to Maintain 
Technological Advantage ïDoDI 5000.83

Science and 

Technology

(S&T)

Protection 

Plan

Technology 

Area 

Protection 

Plan (TAPP)

Manage risk of adversarial exploitation and 

compromise beginning with early S&T and 

continues through the Acquisition lifecycle

Program 

Protection 

Plan

(PPP)

ÅSafeguard information

ÅControl DoD-sponsored 
research

ÅDesign for security and 
cyber resiliency

ÅProtect the system against 
cyber attacks from 
enabling and supporting 
systems

ÅProtect fielded systems

ÅEnhance protection for 
critical programs and 
technologies

- OUSD(R&E) identifies broad technology elements to 
protect that are central to accelerating Warfighter 
capabilities in key technology areas across the 
Department

- Set boundaries on what should be communicated 
by stakeholder groups for protection purposes

- Management tool to guide protection 
activities for S&T Investments at DoD 
Component-level

- Implement risk-based protection measures 
to reduce compromise or loss to competitor 
nations through transition to acquisition

- Acquisition management tool to guide the 
systems security engineering, to include 
cyber resilient engineering, activities across 
the life cycle

- Informed by TAPP and S&T Protection Plans
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Program Protection S&T Protection 

Technology Area Protection Plans for DoD Modernization Priorities 

Á 5G Network 
Technology

Á Autonomy

Á Biotechnology

Á Cyber

Á Directed Energy 

Á Fully Networked 
Command, Control, 
and Communications

Á Hypersonics 

Á Machine Learning /
Artificial Intelligence

Á Microelectronics

Á Quantum Science

Á Space

Technology 
Modernization Priorities

Technology and Program Protection Planning 
Across the Lifecycle
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Technology, Program Protection &  
Cybersecurity Related Policies

Key Protection Activities: 
ÅExport Control
ÅAnti-Tamper
ÅDefense Exportability Features
ÅDoD Horizontal Protection 

Guide
ÅAcquisition Security Database

Key Protection Activities:
ÅSoftware Assurance
ÅHardware Assurance
ÅSupply Chain Risk Management
ÅAnti-counterfeits
ÅJoint Federated Assurance 

Center

Key Protection Activities:
ÅClassification
ÅInformation Security
ÅCybersecurity Protections and 

Technology Solutions
ÅJoint Acquisition Protection & 

Exploitation Cell (JAPEC)
ÅDamage Assessment 

Management

InformationMission Components

Goal: Prevent compromise or loss 
of critical technology transfer

Goal: Protect mission-critical 
components (hardware, software) 
from malicious exploitation

Goal: Safeguard system and 
technical data from adversary 
collection and disruption

Technology

ÅDoDI 5200.44 Trusted Systems & Networks
ÅPL 113-66 Sec 937 (FY14 NDAA) JFAC
ÅDFARS 239.73 Requirements for information 

relating to supply chain risk
ÅNDAA FY11 Sec 806; Requirements for 

Information Relating to Supply Chain Risk
ÅNDAA FY18 Sec 1659. Supply Chain Risk 

Management of Critical Missions

ÅDoDI 5230.24 Distribution Statements on 
Technical Information
ÅDoDI 5200.48 Controlled Unclassified 

Information
ÅDFARS 252.204-7012 Safeguarding covered 

defense information and cyber incident 
reporting (includes requirement to implement 
NIST SP800-171)
ÅDCMA NIST SP 800-171 Strategic Assessments

ÅDoDI 5200.39 Critical Program Information
ÅDoDD 5200.47E Anti-Tamper
ÅDFARS 225.7901  Export-controlled items

Goal:  Ensure warfighter dominance through superior, assured, and resilient systems
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Technology Area Protection Plans 
(TAPPs)

PPP

ÅDoD policy requires a TAPP for each Modernization Priority
ÅModernization Priorities derived from National Defense Priorities
ÅProvides stakeholder key areas for protection activities
Å Informs S&T Protection Plans and Program Protection Plans 

TAPP

S&T 

Protection

Plan

Outline and 

Guidance 
under development
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Joint Defense Manufacturing Council

Provide 
Strategic 

Management 
for 

Manufacturing 
Innovation 
Institutes

Address 
Department of 

Defense 
Modernization 

Priorities

Strengthen 
Cross-Cutting 
Initiatives in 
Advanced 

Manufacturing

Build a More Lethal 
Force

Strengthen Alliances 
& Attract New 
Partners

Greater 
Performance & 
Affordability
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Delivering Resilient Systems  

Contract Data 
Requirements List 
(CDRL):  Contractor 
Program Protection 

Implementation 
Plan 

Solicitation/Contract

Consistent 
implementation 

will provide 
balanced and 

seamless 
protections  

Increase consistency and repeatability 

of system assurance, system security, 

and cybersecurity methods and 

technologies

Improve expectations across 

Government, industry, academia and 

operational stakeholders

Section I 
FAR/DFAR 

Contract Clauses

Section C 
Statement of Work

System
Performance 
Specification
[Derived from JCIDS 

operational 
requirements]

Government 
Furnished 

Information

Program 
Management 

Office Program 
Protection Plan

Government 
Furnished 

Information
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ÅSecure Cyber Resilient Engineering (SCRE) 
Standardization Area

- Covers the integration of life cycle security and protection 
considerationsin the requirements, design, test, 
demonstration, operations, maintenance, sustainment, and 
disposal of military systems that operate in physical and 
cyberspace operational domains. 

- Specifically encompasses the standards, specifications, 
methods, practices, techniques, and data requirements for 
the security aspects of systems engineeringactivities 
executed and artifacts produced, with explicit consideration 
of malicious and non-malicious adversity.

Driving 

Transformation:

Consistent, 

Repeatable 

Implementation 

Design Guidelines and Standards

Standards, Specifications, Handbook, 
Data Item Descriptions and 

associated Guidance
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