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 ESTABLISHMENT: The NISPPAC was created on January 8, 1993, by
the President under Section 103 of Executive Order 12829, “NISP"
Functions: The NISPPAC members advise the Chair of the Committee
on all matters concerning the policies of the NISP, including
recommending changes to those policies as reflected in the Order, its
implementing directives, or the operating manual established under
the Order, and serves as a forum to discuss policy issues in dispute.



* Policy-NEW Replacing the NISPOM Re-Write
*NID

*Clearance

*|nsider Threat

*Risk-based Security Oversight (RISO)-Formally DiT
* NISA

* NCCS-NEW
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© National Level Policy

* NISPOM Rewrite
* Conforming Change 3

* CUIl Note: 2019-XX-Assessing Security Requirements for CUI
within Non-Federal Information Systems
* Draft ISLs
v'Investments in Marijuana
v'Usage of EPL List and Crosscut Shredders
v'SEAD 3-Adverse Information Reporting
v'Tailored Security Plan
v'Top Secret Accountability (pending release for review) <=



~  Trusted Workforce 2.0: Industry Observations

* Policy delays
* National Security Policy Memo (NSPM) to be signed by the President.

* SEC/EAs releasing Executive Correspondence (EC) after the NSPM that will:

* Initiate an improved investigative process, paving the way for the new vetting policy to
follow

* New policy

* ODNI Guidance for Reciprocal Acceptance of Deferred Periodic
Reinvestigations (29 Sep19)

* Not publicly available to industry due to FOUO marking
* Industry Concerns
e Policy timelines
* Transition from Reciprocity to Transfer of Trust
* Transition of Continuous Evaluation to Continuous Vetting
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©  Security Executive Agent Directives (SEADs)

e SEAD 1: SECEA Authorities and Responsibilities

e SEAD 2: Use of Polygraphs

e SEAD 3: Reporting Requirements for Personnel with Access to Classified
e SEAD 4: National Security Adjudicative Guidelines

* SEAD 5: Social Media usage in Investigations and Adjudications

e SEAD 6: Continuous Evaluation

* SEAD 7: Reciprocity

e SEAD 8: Interim Clearances (IN DRAFT)

All SEADs can be found here: https://www.dni.gov/index.php/ncsc-how-we-
work/ncsc-security-executive-agent/ncsc-policy



https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-security-executive-agent/ncsc-policy

© SEAD 3: Minimum Reporting Requirements

Signed December 14, 2016 — Implementation June 12, 2017.

All covered persons are to report “Cl Concerns” on any other covered
person. Previously was limited to only those within an organization.
Change raises possible legal and other concerns.

“Failure to comply with reporting requirements...may result in
administrative action that includes, but is not limited to revocation of
national security eligibility.”

Pre-approval for foreign travel will be required for collateral clearance
holders once it is incorporated into the new NISPOM. This will
impose a new and large burden on industry and CSAs to handle the
influx of reports that this will now generate. (ISL will not require pre-
approval but will require tracking and reporting).

DNI SEAD 3 TOOLKIT is online.

Collateral under the NISP will not have to comply until incorporated
into NISPOM Conforming Change 3 and resulting ISL.

Draft ISL outlines FSO in collaboration with ITPSO responsible for
tracking and monitoring all foreign travel for “covered” personnel

Other CSAs will issue their own implementation guidance.

UNCLASSIFIED

SECURITY EXECUTIVE AGENT
DIRECTIVE 3

REPORTING REQUIREMENTS FOR PERSONNEL WITH ACCESS TO CLASSIFIED
INFORMATION OR WHO HOLD A SENSITIVE POSITION

(EFFECTIVE: 12 JUNE 2017)

A. AUTHORITY: The National Security Act of 1947, as amended; Intelligence Reform and
Terrorism Prevention Act of 2004, as amended: Executive Order (EO) 10450, Security
Requirements for Government Employment, as amended; EO 12968, Access to Classified
Information, as amended; EO 13467, Reforming Processes Related to Suitability for Government
Employment, Fitness for Contractor Employees, and Eligibility for Access to Classified National
Security Information; EO 13549, Classified National Security Information Program for State,
Local, Tribal and Private Sector Entities; Presidential Decision Directive/NSC-12, Security
Awareness and Reporting of Foreign Contacts; Performance Accountability Council memorandum,
Assignment of Functions Relating to Coverage of Contractor Employee Fitness in the Federal
Investigative Standards, 6 December 2012; and other applicable provisions of law.

B. PURPOSE: This Security Executive Agent (SecEA) Directive establishes reporting
requirements for all covered individuals who have access to classified information or hold a
sensitive position. Nothing in this Directive should be construed to limit the authority of agency
heads to impose additional reporting requirements in accordance with their respective authorities
under law or regulation.

C. APPLICABILITY: This Directive applies to any executive branch agency or covered
individual as defined below.

D. DEFINITIONS: As used in this Directive, the following terms have the meanings set forth
below:

1. “Agency™ Any “Executive agency” as defined in Section 105 of Title 5, United States
Code (U.S.C.), including the “military department,” as defined in Section 102 of Title 5, U.S.C.,
and any other entity within the Executive Branch that comes into possession of classified
information or has positions designated as sensitive.

2. “Classified national security information™ or “classified information™: Information that has
been determined pursuant to EO 13526 or any predecessor or successor order, or the Atomic Energy
Act of 1954, as amended, to require protection against unauthorized disclosure.

3. “Cohabitant™ A person with whom the covered individual resides and shares bonds of
affection, obligation, or other commitment, as opposed to a person with whom the covered
individual resides for reasons of convenience (e.g. a roommate).

4. “Controlled Substance™: Any controlled substance as defined in 21 U.S.C. 802.

5. “Covered Individual™

UNCLASSIFIED


https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-security-executive-agent/sead-3-toolkit

SEAD 6: Continuous Evaluation signed January 12, 2018
1.1 Million now enrolled in CE

OUSD(I) Memo dated 12/19/2016: DSS will be responsible
for the CE mission.

DSS actively enrolling both government and industry in CE.

CE dates will be put in DISS, but not JPAS. Historical CE
dates will be included dating back to 2012.

CE replacing PRs is still an interim process and could be
subject to change.

If your customer requires an investigation instead of CE,
please email dss.ncr.dss-isfo.mbx.psmoi@mail.mil for
assistance.

INTELLIGENCE

MEMORANDUM FOR DIRECTOR, DEFENSE SECURITY SERVICE

CHIEF OF STAFF, OFFICE OF THE UNDER SECRETARY OF
DEFENSE FOR INTELLIGENCE

DIRECTOR FOR DEFENSE INTELLIGENCE, INTELLIGENCE
STRATEGY, PROGRAMS & RESOURCES, OFFICE OF THE
UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE

DIRECTOR, COUNTERINTELLIGENCE & SECURITY,
OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR

INTELLIGENCE

SUBJECT: i of the D of Defense C.

UNDER SECRETARY OF DEFENSE
5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

\

DEC 19 2008

Mission and

Resourees o the Defense Security Service

1 hereby realign the Department of Defense
and CE Validation Cell resources from the Security
Defense Security Service (DX8S). Upaon this realigr]
the XSS Personnel Security Management Office fof
prepare the Department to meet its goal of implemd
the end of calendar year 2017

The Security Policy and Oversight Division]
CE P[ogmm of Record. Addirimll)', SPQD will

DSS will provide quarterly progress update]

In accordance with the Office of the Secretary of I
Secretary of Defense for Intelligence will retain all

/{/

ce:
Director for Defense Intelligence (Intelligence & S

UNCLASSIFIED

SECURITY EXECUTIVE AGENT
DIRECTIVE 6

CONTINUOUS EVALUATION

(EFFECTIVE: 12 JANUARY 2018)

A. AUTHORITY: The National Security Act of 1947, as amended: Intelligence Reform and
Terrorism Frevention Act of 2004, as amended; Security Clearance Information Act, as
amended; Executive Order (EQ) 12968, Aum: to Classified luf«mmmrm, as amended; EO
13467, Reforming Processes Related to Suitability for G Emplay , Fitness for
Contractor Employees, and Eligibility for Access to Classified National Sx'rum_v Information, as
amended; EO 13549, Classified National Security Information Program for State, Local, Tribal
and Private Sector Entities, and other applicable provisions of law.

B. PURPOSE This bccumy Exect

ive Agent (SecEA) Directive establishes policy and

for the | ((‘F) of covered individuals who require continued
ligibility for access to classified inf or cligibility to hold a sensitive position.
C Al‘PLl(_ABII.ITY This Dxmcu\e applies 10 any executive branch agency, authorized
ive agency, gative agency, and covered individuals as defined below.

D. DEFINITIONS: As used in this Directive, the following terms have the meanings set forth
below:

": Any “executive agency” as deﬁned in Section 105 of Title 5, United States
ing the “military d " as defined in Section 102 of Title 5, US.C.,
nnd any othcr entity within the executive hrumh that comes into possession of classified

ion or has positions desi as sensitive.

2. “Authorized adjudicative agencv z\n agency authorized hy law, cxccumc order, or
designation by the SecEA to d y for access to in
accordance with EO 12968, as amended, or chybnhly to hold a sensitive position.

3. “Authorized investigative agency™: An agency aulhonzed by law, executive order, or
designation by the SecEA to conduct a b: of individuals who are
proposed for access to classified information or eligibility to hold a sensitive position or to
ascertain whether such individuals continue to satisfy the criteria for retaining access to such
information or eligibility to hold such positions.

4. “Classified national security inf ion™ or * ified i ion™: ion that
has been determined, pursuant to EO 13526, any pmdccc“or Or SUCCeSSOr ordcr. or the Atomic
Energy Act of 1954, as amended, to require p ion against

/
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~ SEAD 7: Reciprocity

* “Background investigations...conducted by an authorized
investigative agency...shall be reciprocally accepted for all
covered individuals except...[if] the most recent background
investigation is more than seven years old unless otherwise
directed by the SecEA...While not required, agencies may
accept background investigations more than seven years olc
on a case-by-case basis.”

* This wording may cause challenges for cases enrolled in CE that wil
not have an investigation date within 7 years.

e Timelines:

e “Reciprocity determinations for national security background
investigations and adjudications shall be made within five business
days of receipt by the agency's personnel security program for
security processing.”

e “Agencies in possession of the investigative record shall comply with
requests for the investigative record within 10 business days.”

SECURITY EXECUTIVE AGENT “
DIRECTIVE 7




October 1,
2019




Industry e-QIP & Interim
Determination Metrics

FY 19 e-QIP Submissions

101,529
8 Errn e-QIP 17,086

FY1g9 PRs deferred
»
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—
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Industry Work-in-Progress
36,533

|

Strategic Priorities
1. Aging inventory reduction
2. Inventory size reduction
3. Improve quality and
consistency of decision
making & business processes
26,000 Weekly Outgoing Case Production

Dec-18

Mar-19

Jun-19

Efficiency Initiatives

Lean Six Sigma

Reorganization

“All Hands on Deck”

Targeted inventory

reductions

Deferred PR

adjudications

v Increased workforce
flexibility

v" Robust use of OT

v~ Reciprocity

ASENE NN

'!\




PRIORITIZATION

eEstablishes an ongoing process to continuously refine DCSA resource focus

Security Baseline

eLooks to Industry to identify assets
eIncludes security controls currently implemented by Industry
*Provides for DCSA review and establishes foundation for Tailored Security Program

Security Review

*Focuses on protection of assets identified in the Security Baseline
eAssesses facility security posture, considers threats, and identifies vulnerabilities
*Results in Summary Report and POA&M to develop the Tailored Security Program

Tailored Security Program (TSP)

*Builds on Security Baseline, Summary Report, POA&M, and recommendations developed during TSP
eDocuments effectiveness of security controls
eApplies countermeasures to TSP based on threat

Active Monitoring

eEstablishes recurring reviews of TSPs by DCSA and Industry
*Provides recommendations from DCSA based on changing threat environment
*Ensures security controls documented in TSP are still effective

Source: www.dcsa.mil/mc/ctp/riso/




# Ongoing Business: RISO

Industry Questions / Concerns Industry Proposed Solutions/Requests

* Very little engagement between DCSA and RISO/DiT Industry Focus
Group over the past 7 months

« March informational meeting on Security Rating Score = Industry requests the opportunity for collaboration when

 July telecon on RISO status coordinating with the GCA’s on vulnerability information

= Reengage DCSA/RISO Industry Focus group partnership and
collaboration. What is the status of the Security Rating Score to
Replace Enhancement Matrix

* Variances in implementation between DCSA field offices and
inconsistencies within DCSA activities on RISO (Engagement
Terminology)

* Industry adoption of elevated Industrial Security Requirements
Tailored Security Plan (TSP’s)

Business

* Smaller companies without key technologies will not be assessed and Processes
the vulnerabilities this might introduce into the supply chain S Yes Yes Yes Yes No

Security Review

» Coordination w/ GCA’s and the concern about the impacts of
introducing vulnerability information to the GCA outside the contract
scope

Targeted Security Yes Yes Yes No Yes
Reviews

Enhanced SVAs Introduce Introduce Introduce No Yes

Meaningtul No No No No No
Engagements



“ NATIONAL ACCESS ELSEWHERE SECURITY OVERSIGHT CENTER (NAESOC)

e 500 facilities from across the United States have been selected to
participate, but the number will grow to 2,000 by October 2019.

* A variation of the traditional DCSA Field Office, specifically designhed
to support non-possessing facilities regardless of their physical
location.

* This consolidated and centralized approach to non-possessor facilities
provides the DCSA Director with a flexible and efficient method for
addressing industry compliance issues.

* The NAESOC will be a centralized resource for both government and
industry partners providing communications and oversight for non-
possessor requirements and issues.

-



DFARS
252.204-7012

FAR
52.204-21

EO 13356
11/04/2010

UCTI
Implemented on
11/13/2013

Implemented
05/16/2016

Compliance
NOW

CUI Registry
07/27/2012

Interim Rule
Implemented
on 08/26/2015

NIST
Standards

07/01/2015

Deviation
Implemented on
10/8/2015

32 CFR 2002
09/14/2016

Second Interim
Rule
Implemented on
12/30/2015

Final Rule
Implemented on

10/21/2016

DWAAA A

Compliance
NOW



https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=201810&RIN=9000-AN56
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=201810&RIN=9000-AN56

© Cybersecurity Maturity Model Certification (CMMC)

* January 2020, DoD will be implementing CMMC across industry.
companies will be required to achieve a CMMC level of 1-5 in order to
perform work on DOD initiatives.

* Small businesses should be able to easily achieve a CMMC level of 1.

* The CMMC model will be agile enough to adapt to emerging and
evolving cyber threats to the DIB sector. A neutral 3rd party will
maintain the standard for the Department.

* The CMMC will include a center for cybersecurity education and
training.

https://www.acq.osd.mil/cmmc/index.html =
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Policy Changes and Impacts on our Radar

Industry Questions / Concerns

New proposed Facility Pre-decisional Security Rating Score (SRS)
Continuous Evaluation (CE) and lack of understanding concerning terminated employees
Agencies not recognizing reciprocity of individuals in CE that are out of scope

Deferring of closed investigations pending adjudication at the DOD CAF and what deferred means
* Impact to reporting requirements for timeliness of adjudications

Future OUSDI guidance on use of marijuana, ownership of stocks involved with marijuana and use of
other products derived from marijuana (marijuana/CBD oil purchased for your pet) — is this reportable?

NSA released new Evaluated Products List (EPL) and removed equipment that had been previously
approved for DVD destruction. Industry was left in imbo with no guidance from sponsoring agencies.

* Draft ISL received for review concerning guidance from DCSA when an EPL is updated, awaiting feedback on comments
Accounting for Top Secret material when in electronic form
DMDC JPAS report feeds into other systems

Too much all at once-new systems, new ISL, CMMC, RISO, CUI, Delivering Uncompromised

Industry Proposed Solutions / Requests

Im
Co

Iolemen’gation_ is difficult when Industry expertise is not leveraged early in the planning process. .
laborating with Industry will reduce some of the challenges when executing new national security policy.



# Industry NISPPAC on the Web

-

NATIONAL INDUSTRIAL SECURITY PROGRAM
POLICY ADVISORY COMMITTEE [MIFFAC)

HOME

Login

Join NCMS
About
Chapters

Events

Industry NISFPAC
NCMS Speaker Database

Scholarship Program

Member Résumeés

Contact

https://classmgmt.com/nisppac.php

NATIONAL INDUSTRIAL SECURITY PROGRAM POLICY ADVISORY COMMITTEE (NISPPAC)

Industry Representatives' Informational Site

About NISPPAC Industry MOU Working News & Policy Official

Members Group Groups Resources Timeline Website
In April 1990, President George Bush directed the National Security Council to explore the creation of a single, integrated industrial security program that might result in
cost savings and improved security protection.

Recommendations from representatives from government and industry were invited to participate in an initiative intended to create an integrated security framework. This
initiative led to the creation of Executive Order (EO) 12829, which established the National Industrial Security Program (NISP), a single, integrated, cohesive security
program to protect classified information and to preserve our Nation's economic and technological interests.

EO 12829 also established the National Industrial Security Program Policy Advisory Committee (NISPPAC). The NISPPAC is chaired by the Director of the Information
Security Oversight Office (1ISO0), who has the authority to appoint sixteen representatives from Executive Branch agencies and eight non-governmental members. The
eight non-governmental members represent the approximately 13,000 cleared defense contractor organizations and serve four year terms.

This website serves as a way for industry to gain a better understanding of the non-governmental members involvement in order to help the community stay abreast of
the ever-changing secunty posture.

To watch a short video on the history of the NISP, click here

Charter £ | Bylaws 8 | Upcoming Public NISPPAC meeting
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© Where do we go from here?

* Industry engagement at all levels and often

* Identify issues quickly with solutions

* Industry unity in how we communicate to the government
 What are the Top 5-10 Industry Issues?

* Don’t suffer in silence-Bring Issues forward

* BESIDES THAT, HOW ARE THINGS GOING?



