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30 Years experience in
Aerospace & Defense

A global cloud enterprise software leader

Offering business cloud software products for companies
in industry specific markets

140 NYC 17K

Global offices headquarters employees

#3 3.5M+ $3.3B

Global ERP Cloud users Revenue
vendor
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Emerging Technologies and Disruption in A&D
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Cloud Cybersecurity Augmented Integrated lloT Digital
Reality Enterprise Transformation
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Analytics — Artificial
Intelligence
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Edge b Automation

Technologies
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Defining the ways that progressive manufacturers have adopted
technology as a core component of their operational strategies
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Infor Architecture

[IE] BUSINESS COLLABORATION & ANALYTICS

= Data Management
= Data Lake
= Business Intelligence & Reporting

EXTENSIBLE PRODUCTS & SERVICES @ = Advanced Analytics
= No-code/ Low-code Application Development 105 * Al & Machine Learning
= Legacy Application Integration
= Services Orchestration
=  Sensor |ntegration * INFOR APPLICATIONS
P = Financial Management = Supply Chain Management
: = Human Capital Management = Warehouse Management
=  Workforce Management = Manufacturing

INFOR OS PLATFORM % _ = Asset Management = Product Lifecycle Management
= Self-service User Portal = Data Management '
= Unified User Experience = Document Management
=  Workflows/Alerts = Process Automation
* Federated Security * Integration PaaS @ AMAZON WEB SERVICES
= Risk & Compliance = World-class laaS/PaaS = High availability and COOP

= Elasticity on demand = FedRAMP-authorized

+ DRAGCS
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Infor OS — A Digital Gateway
[ o ¢ ®

Mobile & Birst Bl & Apps & Al & Machine
Homepages Analytics Mashups Learning

INNOVATION LAYER

USER EXPERIENCE Enterprise Portal / Federated Security / Risk & Compliance / Enterprise Search

Data Lake — Enterprise Data Storage

DATA MANAGEMENT
Document Management (TDP, IETMs)

cm—
e
L

InforOS.

= WS
N

INTEROPERABILITY Infor ION / API Gateway / Integration Management / BPM / RPA
" y v v !
rd
ENTERPRISE Infor 3;(;(')3?8“3/ Custom ¢ DIZ?arty Sensors
APPLICATION FOOTPRINT Sl Applications & Devices

Applications Repositories

INFRASTRUCTURE ON-PREM | HYBRID | CLOUD
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Built on a leading Government Cloud platform

Amazon Web
Services GovCloud

AWS restricts physical and logical
admin access to US Persons

+ DRAGCS

" CERTIFICATION

ACCREDITATION BODY

Infor OS Platform

* Federated identity service
+ Single sign-on

» Enterprise portal

* Role-based user access

* Risk & Compliance

» Secure Integration PaaS

Infor restricts privileged access
to US Persons on US soll

T

Defense-in-Depth

* FedRAMP Moderate

* NIST SP 800-53/800-171
*+ CMMC Level 3 ready

True Multi-Tenant

* Rapid deployment & adoption
+ DevSecOps automation
» Early ROI —fully integrated suite

Scalable

+ Elastic storage & compute
* Predictable cost and performance
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Co-Innovation Ecosystem

®

Koch Industries, Inc.

(K1)
Sryilh molex
en. g’e.n t lIOT connectivity
Operational
Digital Twins
7~ . PPcrN
(D INVISTA
AR/VR KOLO™
Facilities
Management

Koch Disruptive Technologies

(KDT)

o  DRAGCS
DY XX ICS/OT

> cybersecurity

PERCEPTO
Drone-based
asset
inspection

_ STRIDER

Cyber-espionage
solutions

KORE

loT and 5G
deployment
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Infor Partners & Clients

%TARPOINT

Asset IDM
SUSTAINABILITY. NOW. .
Manufacturing
operations
analytics
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E2E Solution for Asset Management & Security

External AR/VR devices

security threats

ICS/OT last mile
connectivity

loT-equipped assets

OT Operations Security loT Device Security

Corrective
actions

Pre-built analytic
content

Root cause
analysis

Prescriptive Al models for each Asset type

B + DRAGCS

Production
tracking

Asset and Process
monitoring

Critical Asset
Security

Work order
automation

B - DRAGCS

Co-innovating to deliver an integrated
end-to-end cybersecurity and enterprise
asset management platform

Command and control center
IT/OT convergence

Single pane of glass for all data
Automated courses of action

More efficient, risk-based maintenance

OCOOOOO

Software-as-a-service solution



THE DRAGOS PLATFORM
ICS/OT cybersecurity technology for
comprehensive asset visibility, threat
detection and response

v Comprehensive Technology ICS/OT SECURITY SERVICES
v Unique Threat Intell igence Expert guidance to combat and respond to
. . adversaries via incident response, proactive
4 Expe rt-Guided Services services, and training
WORLDVIEW THREAT
INTELLIGENCE

In-depth situational awareness of the threat
landscape via actionable insights and
intelligence reports
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OT cybersecurity is different than IT cybersecurity

LATENCY AND LACK OF VISIBILITY

DEVICES INCAPABLE OF AGENTS

B + DRAGCS

OPERATIONAL OUTAGES

ENCRYPTION

IT SECURITY
BEST PRACTICES

ENDPOINT

_—

VULNERABILITY
SCANNING

.............

CONTROLLER CRASHES AND RESETS

INCOMPLETE SYSTEM MONITORING
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Digital transformation of Industrial Control Systems

- "

inue

STAND-ALONE
3rd INDUSTRIAL REVOLUTION

B + DRAGCS

LOOSELY CONNECTED
DCS | SCADA

13

HIGHLY CONNECTED
4th INDUSTRIAL REVOLUTION
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The Frequency & Sophistication Of Threats Are Rising

2015 - 2020

2013 - 2015

ADVERSARIES DISRUPT ICS

2010 - 2012 » Activity Groups: 12 unique
CAMPAIGNS TARGET ICS state threats

1998 - 2009 « Campaigns: Dragonfly * ICS Malware:

PUBLIC INTEREST IN ICS . ICS Malware: CRASHOVERRIDE,
. | TRISIS, and EKANS
- Campaigns: Sandworm BlackEnergy 2 _
LACK OF COLLECTION ICS Malware: Stuxnet and Havex » Ukraine: first and second
« Campaigns: APT1 ' . First attack to cause eyer electric grid attacks that
. . disrupt power
* |ICS Malware: None physical destruction on
civilian infra-structure * Ransomware and
(German Steel) destructive attacks

* First malware to target
human life

B + DRAGCS y
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Top industrial cybersecurity challenges

THREAT DETECTION

Am | compromised?
What do | do about it?

ASSET VISIBILITY

What’s on my network?
How has it changed over time?

VULNERABILITIES

Are my systems vulnerable?
Which ones do | address first?

IT-OT CYBER GAP

How do we do this together?
Who should | partner with?

M + D R /\G @ 15 Copyright © 2021. Infor. All Rights Reserved. Infor.com
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Visibility and Understanding of
Process Control Environment

INFOR AEROSPACE & DEFENSE

Case Study: INVISTA, a
Koch Industries, Inc. SRt s
Company

A Secure Digital Transformation Journey
Position themselves to be able to
& Recover Quickly and Confidently in

the Event of an Incident
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E2E Solution for Asset Management & Security

M Asset IDM

clos

- 1 Assat Analysis -

Rockwell Automation Allen-Bradley Strat...

ul exploitation of this vulnes

ty may allow are ttacker...

Priority - Now

$128,862,252

$85,950.
116 |51.02437
36 I 36
3 I 279.28

1,864 I 3.07%

97.01%

S: 9.8 (Critical)

First Seen

Last Seen

Published:
CVE-2017-3881 Controller

5HPLC
Affected Products

Cisco, Catabyst. '

| $37.73K

Summary

| $5,201.34 Summary [ER

Hardware

Natifications ) e

Cisco, Catalyst. C3500, C3560

Communications

Description

i this "
Cooling Fan 2 2 as availability of the targ toexecute Vunerabities @) Hardware F
Tt itpod

Dragos Guidance

Baseline Behaviors

N patc
Dataset Flardivace Mot
R Disable the Telnet protocol if possible or restrict access to port
!
Notes
17 Copyright ©

DRAGCS Dragos Platform

Default NetworkID RFC1918

# EDITASSET Actions =

ContrelLogix

3211

1756-L7U/BLOGIXS571

0112968

Rockwell Automation/Allen-Bradiey
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E2E Solution for Asset Management & Security

Ownership & EEE

Resource | [t&& \N/_e t\g?[ «
Information SN ISIDIY
Process Vulnerability
Status Information
Operational Configuration
Cost Alerts
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The Smart Factory @ Wichita

...a place where digital, physical, and experimental worlds merge to
showcase advanced manufacturing methods and technologies at the heart of
digital transformation.

Opening Mid-September 2021 -
* 60,000 sq. ft. sustainable space
* Net zero smart building / grid

Evolving use cases and technologies
+ Changing every 90-120 days

Curated experience
+ Technology, use cases, and digital transformation stage
* Immersive demonstrations
» Design thinking focused workshops

Key Alliances & Founding Sponsors
Deloitte. infor AWS y
! :

DRAGSS SIEMENS

19
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The Smart Factory @ Wichita: Smart Factory Use Cases

Engineering Collaboration / Digital Twin Factory Asset Intelligence / Performance Management

Utilizing product performance data to improve
design, engineering, and production
Specification Adjustment

Applying data science tools to provide insights around optimizing
factory floor operations
Plant / Control Tower

Quality Sensing and Detection

Smart Conveyance

Preventing quality issues real time while reducing the
need for human quality inspections
Predictive Quality Analysis Tools

Enhancing warehouse material transfers using digital
orders and autonomous vehicles
Autonomous Vehicles

Smart Warehousing Solutions Factory Synchronization and Dynamic Scheduling

Coordinating scarce factory resources for optimized
manufacturing and operational activities
Asset Location Tracking

Automating warehouse operations by analyzing
inventory distribution and use rates
Warehouse Management System

Plant Consumption and Energy Management Augmented Workforce Efficiency

Leveraging contextual data to optimize energy usage and reduce Improving workforce efficiency through enhanced
overhead costs technologies and equipment

Asset Auto-Idle AR / VR Workforce Training

Infor and Dragos are Founding Sponsors of TSF@W with Deloitte
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Smart Grid and Building Use Cases at The Smart
Factory @ Wichita

v

Smart Grid Smart Building

v

Renewable and Sustainable Energy Edge Device and Mechanical Asset Intelligence

Manage all the assets in the building for health and
service needs
Real Time Monitoring / Prescriptive Maintenance

Enable a sustainably-powered manufacturing
environment
Rooftop solar and wind sources to store energy

Reliable and Resilient Power Building Consumption and Energy Management

Ability to navigate the ongoing energy needs of a
building at both the asset and user level
Utilities Orchestration

Assure factory remains operational even
during power instability
On-site peak and renewable power generation

Customized Power Quality (PQ) Smart Lighting

Integration with MES to provide minimum required
lighting capability for a manufacturing setting
Asset Location Tracking

Ride-through capability for immediate quality
issues
Flywheel generation

Grid Interoperability / Operational Flexibility Occupancy Management

Leverage data from physical security, utilize
experience phone app to communicate with users
Contact / Location Tracing

Reduce operating expenditure by anticipating &
scheduling around peak energy cost periods
Load Management / Integrated BAS Control

Microgrid Asset Intelligence Employee and Worker Productivity

Leverage integration into BMS to comprehensive grid asset
management needs
Asset Monitoring / Prescriptive Maintenance

Flow optimization through facility
Worker / Product Tracking

Infor and Dragos are Founding Sponsors of TSF@W with Deloitte
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Next steps

The Smart Factory @ Wichita Tours ...

= The craft of the probable
= Agroundbreaking, immersive learning environment with simulations that solve real business problems

= Seeing is believing ...

Co-Innovation with Infor and Dragos...
= Exploring partnership potential

= Business outcomes

= Technology Assessment and joint solutioning
= 2-Day Workshop

THE
SMART
FACTORY HOME THE ECOSYSTEM SMART MANUFACTURING NEWS & EVENTS STAY IN TOUCH

-

/
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Thank you

Infor is a global leader in business
cloud software specialized by industry.

Infor.com

Michael Reynolds
michael.reynolds@infor.com
678.575.9370
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