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USPAE Overview

Mission: Strengthen the global competitiveness of the U.S. electronics industry through
partnership with the U.S. Government.

Non-profit Organization

* Launched in February 2020 Academia @
* Members must be organized in U.S. or EMS @
one of its allied countries Materials
« Members certify to IPC1791 standard DEM"ZF:::; ¢

PCB

within one year
* Developed with DoD PCB Executive Agent .

* Cyber & physical security, Ownership, S
Personnel Checks, SCRM, Anti-counterfeit Member Type Distribution




IN THE ELECTRONICS SUPPLY CHAIN,

, RISK LURKS IN THE SHADOWS
Industry Benetfits Ees VisioILiTY = GReATER Risn

Constralnts or compromises at any nodes In the electronics supply "c':':;:‘:;:"

chaln can Impact dellvery and trust of the entire system. They are AN BRING DOWN

costly during manufacturing; but they can be deadly In the fleld. AN ENTIRE
SYSTEM!

* Greater access to USG opportunities

+ Materials Shortages

* DEC, other contracts * Tariffs COMPROMISES

+ Matural Disasters
+ Pandemics = Theft of Intellectual Property

+ Industry growth O S
= Data Intercepts
* Find new teaming partners --
e Connect with new customers .. @T

e Technology insights

* Learn about government agency directions
* Better position firm for growth

* Global competitiveness

d JOin USPAE in adVOcatlng for programs and i chm“;;;omcs an'rin CIRCUIT BOARDS {CONNECTORS
funding to strengthen U.S. electronics industry : @ @

foreign parts

LESS VISIBLE

WIRES & COMPONENTS
CABLES

supply chain risks cannot be managed Compromising an electronics system may be
or mitigated If suppllers are unknown. easler to accomplish at a lower-tier suppiler.




Activities

e Support DoD efforts
* Collaborate with Executive Agent for PCB and
Interconnect Technology
e Strengthen electronics security
e Support and promote standards, like IPC-1791
* Help educate industry
* CMMC, Section 889, Section 224, Title Ill

Raise awareness of electronics industry
issues

e DoD Joint Defense ManTech Panels
 NDIA Electronics Division
* USG briefings, speaking engagements, media

* Manage Defense Electronics Consortium

Cpc

BUILD ELECTRONICS BETTER

Electronics Supply Chains —
Secured.

Advanced electronics are at the heart of most defense and security
systems and many other kinds of critical infrasfructure.

But as electronics have become more and more crucial in these vital
systems, supply chain dizrupfions have become a greater concem.
Consiraints or compromises invelving electronics system components —
even finy, inexpensive cnes — can bring entire systems to a halt.

IPC, the glokal electronice manufaciuring indusiry association,
responded fo this concern by developing IPC-1791, the “Trusted
Supplier’ standard, in collaboration with the U.5. Depariment

of Defense. Companies cerfified as "Trusted Suppliers” under
IPC-1791 can assure customers that their products and services
meet the highest levels of integrity and reliability.

THE KEY ELEMENTS OF IPC-1791 ARE:

SECURITY: IPC-1791 provides security protocols for
personnel, facilities, and data, and it iz the only standard
that validates compliance with the U.S. Government's
MIST B800-171 cybersecurity controls.

COUNTERFEIT PREVENTION: IPC-1791 combats
counterfeits by requiring chain of custody documentation
for data, hardware, work in progress, scrap, finished
goods, and shipping.

SUPPLY CHAIN RISK MAMAGEMENT:
Requirements include supply chain visibility,
dual-sourcing, obsolescence management, financial
checks, and a disaster-recovery plan.

OWNERSHIP: IPC-1791 prohibits investors from any
company on the U_S. Government's *ITAR prohibited

country™ list and requires notification of cwnership and
management changes.

QUALITY: Companies must meet the highest quality
requirements under multiple other industry standards,
addreszing all stages from design through production.

BEMNEFITS OF IPC-1791

* Greater supply chain
assurance for customers with
the highest security needs

* Reduced risk of tampering
and counterfeiting

* Reduced risk of intellectual
property theft

* Highest product quality
reguirements

Leamn more about how IPC-1791 helps ensure
supply chain security and resilience.

SUPPLIERS:

Start here to get your copy of
IPC-1791 and begin the joumey to
becoming a more valued supplier.

BUYERS:

Learn more about the details of
— IPC-1791 fo better understand

how it can help strengthen your

supply chains.

For further information:

David Bergman

Vice Presidont, Standards and
Technology
DavidBergman@ipc.org
847-597-2840




DEC Overview

Mission: Strengthen the economic and force posture of the U.S. defense electronics
industrial base.

Other Transaction Agreement (OTA)
* Managed by USPAE

Collaboration between industry & DoD

DoD wants greater access to lower tier suppliers

Industry has longed for greater DoD access DEFENSE ELECTRONICS CONSORTIUM

DoD benefits: www.deconsortium.org
e Reduced cost and time while increasing innovation
* Increased awareness of industry weaknesses and gaps
» Stronger and more resilient defense electronics industrial base



DEC Overview

* Example opportunities to strengthen U.S.
industrial base
* Finer circuit traces
* Manufacturing advances
e 3-D Electronics printing

 Materials (New and domestic sources) INDUSTRIAL
» Workforce (Scale and velocity) CAPABILITIES

. REPORT TO CONGRESS

* Electronics ecosystem must keep pace
with semiconductor advances .,
* Entire supply chain must be addressed « \
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PREPARED BY: The estimated cast of this report or study for the Department of
2 Defense is approximately $159,000 in Fiscal Years 2020-2021. This
| OSDARSINDUSTRIAL POLICY includes $24,000 in expenses and $134,000 in DoD labor.Generated
JANUARY 2021 on 20200ec23, RefiD: C-C631E6A




Lead-free Initiative

Objective: Accelerate the adoption of lead-free electronics by the Aerospace,
Defense, and High Performance sectors.
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Defense Lead-free Initiative

Data-driven solder performance specifications
* Lead-free solutions in DoD systems

DoD solder user's handbook and roadmap
» Solder selection through verification and validation
* Implementation plan by use case

DoD benefits:
e Reduced supply chain risks

& -
* Faster delivery time and lower costs i a

e Accelerate tech refresh rates

Industry benefit:
* Greater sales opportunities

Lead Free

Source: CEDOS Electronics



Contact Info

Chris Peters
Executive Director

U.S. Partnership for Assured Electronics
1331 Pennsylvania Ave, NW

Suite 625 South

Washington, DC 20004

202-661-8098

chrispeters@uspae.org
www.linkedin.com/in/ChrisGPeters
WWW.uUspae.org
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