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Existential Problem: Critical Infrastructure

Attacks on the Rise
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THREATS ARE REAL AND EXPANDING
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Nation-states increasingly target defense
critical infrastructure with high degree of
sophistication and evasion.

Forces rely on services from
communications, electric, natural gas,
and water/wastewater utilities etc.

A significant number of weapons systems
and manufacturing environments rely on
legacy serial communications

Adversaries can leverage capabilities to
specifically disrupt missions or harm
soldiers



The Problem: @';'
Focused Attacks on Defense Infrastructure & DIB
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Increasing and Unaddressed Risk

United States Government Accountability Office
Report to the Committee on Armed
Services, U.S. Senate

CYBERSECURITY ~NEws - 4MIN'READ
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Contingency Plans for Sinking Cargo
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Cyber Attacks o
DOD Just Beginning
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Figure 1 ora oy Using False Data in an Industrial Control System GAO-19- 128
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After infiltrating an industrial control system (ICS), ~ With the air conditioning tumed off, the
an adversary disrupts the flow of water (o the air temperature in the room containing those
conditioning system of a building that houses servers could rise to over 100 degrees (F),
‘computer equipment supporting a vital potentially causing the computer servers to fail
Department of Defense (DOD) mission and compromising the support the computer adversary provides false data via the ICS.
equipment provides to the DOD mission. This These false data show that water is flowing
could, In turn, degrade or compromise that normally to the air conditioning system,
mission and 50 may increase the amount of time
before operators realize that they have
been attacked

Furthermore, the utiity disruption and
resulting operational impact could occur
without system operators knowing that
they are being attacked because the

“In addition, there have been reports of
successful attacks using ICS associated
with infrastructure.

Source: GAD analysis of DOD informetion. | GAO-18-558

In addition, there have been reports of successful attacks using ICS
associated with infrastructure. Specifically, the Office of the Director of
National Intelligence issued a report in 2017 describing several of these
attacks.*? For example, the report noted that in 2010, Stuxnet was the first
computer virus specfically targeting ICS, and it allowed attackers to take
control of the systems and manipulate real-world equipment without the
operators knowing. The attacker targeted certain equipment at the Natanz
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Microsoft Accepts
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Specifically, the Office of the Director of
» National Intelligence issued a report in
2017 describing several of these
attacks.”

SolarWinds Hack

Approved for Public Release

1 X
1 X
g 1

House of Lords

House of Commons

Joint Committee on the
National Security Strategy

Cyber Security of the
UK’s Critical National
Infrastructure

Third Report of Session 2017-19
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Report to Congressional Committees

DEFENSE
INFRASTRUCTURE

Guidance Needed to
Develop Metrics and
Implement
Cybersecurity
Requirements for
Utilities Privatization
Contracts

GAO

United St Offics
Report to Congressional Committees

DEFENSE
INFRASTRUCTURE

Improvements in DOD
Reporting and
Cybersecurity
Implementation
Needed to Enhance
Utility Resilience
Planning

GAO-15-749




Internal Problem:
Operational Complexity and Scale Complicates Effective

Solutions

Cyber Operator — strong Control Systems Engineer — Incident Response
knowledge of the data, but understands the systems Team — deep cyber
may be overwhelmed with but not the cyber data experts, but not system

alerts experts

More Situational Awareness for Industrial Control Systems (MOSAICS)
Harley Parkes, Johns Hopkins/Applied Physics Laboratory - November 2021
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Manufacturing ICS/SCADA’s Blind Spot o

IP Network External to Control System (CS

Level 2
Field Control
System (IP)

& Capabilities gap in current ICS cybersecurity
solutions.

&rLegacy ICS communicate using insecure ] ‘._"":6
protocols (serial) =
Level5 r ooy \ Control System (CS) PIT Authorization Boundary:
@'Prevalent in Level 0/1 of OT Network Gl ==
: Msranament - : g, Scanning, Patches, Audits :
(control cyber-physical processes) ‘ ’ ;
&If adversaries bypass, evade or alter TCP/IP Motk
enact cyber-physical damage — potentially chiron i
without being detected

based intrusion detection tools, they can
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Cyber Analytics Use Case

Example: Stuxnet - like

AnalytICS Engine
User Platform
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& Adversary sends malicious commands S S S S A Engine
to centrifuges (level 0) o
B
& Adversary sends false data to HMI - £
(level 2) to show normal operations §
~
@' Platform is tapping the data between _ :
the PLC and VFD controlling the Z S T
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detect malicious commands which N—_ B Gat T
would go otherwise undetected. S
= FIELD
E DEVICES
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Mapping to MITRE ATT&CK for ICS
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UNAUTHORIZED COMMAND MESSAGE

In states 3 and 4 Stuxnet sends two network bursts
(done through the DP_SEND primitive). The data in
the frames are instructions for the frequency
converter drives.

Source: https://collaborate.mitre.org/attackics/index.php/Technique/T0855




Le ga Cy I N fra St Fu Ct ure: Cynalytica @; ICS ATTACK SCENARIOS
Misunderstood

Direct Access to Field Controller:
Cynalytica

% Adversary/insider leverages access to Field Controller
through Engineering Workstation, giving themn the ability to
upload malicious programs to Field Device.

SCENARID 2 P

InDirect Access to Field Controller:

Adversary/insider leverages other means of access to Field
Controller through exposed connections on the network,
giving them the ability to maliciously modify the Controller.

SCENARID 3 -

Spoof Field Device:

Adversary intends to make operators blind to real Field
Device by spoofing values being read or written to/from an
‘imposter’ Field Device.

SCENARIOD 4 pg

Spoof Field Controller:

Adversary intends to control Field Device by creating an
‘imposter’ Field Controller which will take control of existing
communications upstream to SCADA and downstream to
Field Device.

SCENARID 5 P10

Spoof Field Device and Field Controller:
Adversary may want to implerment Scenarios Three and
Four in order to execute their attack.

SCENARIO B -

Direct Access to Field Device:
Adversary/insider is able to physically modify field device

2 = ‘ parameters and resultant behavioral changes are picked up
ICS SERIAL NETWORK E caralounrd Aravics Matiom
ATTACK SCENARIOS SCENARID 7

Direct Access to Field Device (part 2):

Adversary/insider severs the connection between the Field

Device and the Field Controller. The SerialGuard AnalytlCs

platforrm will alert operators on the lack of data present on

the serial line. 9

DETECTING MALICIOUS DATA WITH SERIALGUARD ANALYTICS PLATFORM
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Additive
Manufacturing

e @ 6 ANALYTICS ENGINE e & O
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Other Challenges/Scenarios:

e Ransomware

 “Digital Transformation/Industry 4.0”
o Staffing/Expertise/Resourcing

* Platform Debates
* Cyber Tool Debate — Cost Center
e Operational Efficiencies — Return on Investment
* Asset Management
e Configuration Optimization
* Anomaly Detection (Cyber and Operational)

* Prescriptive Maintenance
* Predictive Failures

* Monitoring & Situational Awareness
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Questions & Answers

e Richard Robinson / CEO

e richard@cynalytica.com

e https://www.Cynalytica.com
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