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Existential  Problem: Critical Infrastructure 
Attacks on the Rise

• Nation-states increasingly target defense 

critical infrastructure with high degree of 

sophistication and evasion.

• Forces rely on services from

communications, electric, natural gas, 

and water/wastewater utilities etc.

• A significant number of weapons systems 

and manufacturing environments rely on 

legacy serial communications

• Adversaries can leverage capabilities to 

specifically disrupt missions or harm 

soldiers
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The Problem: 
Focused Attacks on Defense Infrastructure & DIB

“ the Army is at a pivotal point 
in its history: one that sees the 
battlefield move from beyond 
our borders to within the walls 
of our installations, in a domain 
that is multifaceted and often 
invisible.”  October 06, 2021
https://www.army.mil/article/250963
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Increasing and Unaddressed Risk

GAO-19- 128

GAO-15-749

“In addition, there have been reports of 
successful attacks using ICS associated 
with infrastructure. 

Specifically, the Office of the Director of 
National Intelligence issued a report in 
2017 describing several of these
attacks.”
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Internal Problem: 
Operational Complexity and Scale Complicates Effective 
Solutions

More Situational Awareness for Industrial Control Systems (MOSAICS)
Harley Parkes, Johns Hopkins/Applied Physics Laboratory - November 2021
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Manufacturing ICS/SCADA’s Blind Spot

Legacy ICS communicate using insecure 
protocols (serial) 

Prevalent in Level 0/1 of OT Network 
(control cyber-physical processes)

If adversaries bypass, evade or alter TCP/IP 
based intrusion detection tools, they can 
enact cyber-physical damage – potentially 
without being detected

Capabilities gap in current ICS cybersecurity 
solutions.

Purdue Enterprise Reference Architecture
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Cyber Analytics Use Case

Adversary compromises PLC (level 1)

Adversary sends malicious commands 
to centrifuges (level 0)

Adversary sends false data to HMI 
(level 2) to show normal operations

Platform is tapping the data between 
the PLC and VFD controlling the 
centrifuges (level 0/1), enabling it to 
detect malicious commands which 
would go otherwise undetected.  

Example: Stuxnet - like
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Mapping to MITRE ATT&CK for ICS

IMPAIR PROCESS CONTROL

SPOOF REPORTING MESSAGE

UNAUTHORIZED COMMAND MESSAGE

In states 3 and 4 Stuxnet sends two network bursts
(done through the DP_SEND primitive). The data in
the frames are instructions for the frequency
converter drives.

Source: https://collaborate.mitre.org/attackics/index.php/Technique/T0855
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Legacy Infrastructure: 
Misunderstood
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Additive
Manufacturing
Use Case

• Adversary gains access alters product/project files
• Engineers/Operators lack system visibility
• Compromised part delivered to warfighter
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Other Challenges/Scenarios: 
• Ransomware

• “Digital Transformation/Industry 4.0”

• Staffing/Expertise/Resourcing 

• Platform Debates
• Cyber Tool Debate – Cost Center
• Operational Efficiencies – Return on Investment

• Asset Management
• Configuration Optimization
• Anomaly Detection  (Cyber and Operational)
• Prescriptive Maintenance 
• Predictive Failures

• Monitoring & Situational Awareness
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• Richard Robinson / CEO 

• richard@cynalytica.com

• https://www.Cynalytica.com
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Questions & Answers
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