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NDIA SE Division Objectives

To promote the widespread use of systems engineering (SE) in
the Department of Defense (DoD) acquisition process in order
to achieve affordable and supportable weapon systems that
meet the needs of the military users. To provide a forum for
the open exchange of ideas and concepts between
government, industry and academia. To develop a new
understanding of a streamlined SE process.

The SE Division seeks to effect good technical and business
practices within the aerospace and defense industry. It
focuses on improving delivered system performance,
including supportability, sustainability, and affordability. The
division emphasizes excellence in systems engineering
throughout the program life cycle and across all engineering
disciplines and support functions.
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DIA SE Division

STRENGTH THROUGH INDUSTRY & TECHNOLOGY
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NDIA SED 2014 Tasks

- Derived from DoD/Services Initiatives (Voice of the Customer)

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

° Summary of DASD(SE) Goals ‘

«  Contil 1 Il in SE
acquisition decisions

+ Improved, consistent PPP engagement with prog
resulting in ful protecti trategi

Lol wl’ =

g1

Trusted Mi

- New
Exporiability
« Advocacy and impact in ensuring SE workforce ¢
and capability
* Provide depth to acquisition policy and process
guid practi and L | ing op
* Make progress on areas of DoD interest:
- Quantitative Risk Management
= SE Tradespace Analysis
- Supply Chain Risk
- Ant-Counterfeit
- Ady d i for

t and Damage A

% DASD (SE)
KERS )

Complex Trades
*Anti-Counterfeit
*Risk Mgmt
*Schedule risk
*Supplier risks
*Security design

*SE models (MBXx)
\-SoSE /

Verbal
Inputs
Provided

Industry
*Standards
Deployment
*Affordability
*Agile SE
*Risks
*Security
*Affordability

© St o etns T~
1. Army SoS and Systems Engineering Standar: ASA (ALT)

a. Common Operating Environment (COE)
b. Vehicular Integration for C41SR/EW Interoperability (VICT]
c. Future Airborne Capability Environment (FACE)
d. Advanced Systems Engineering Capability (ASEC)
2. SoS Architecture and Engineering
a. Network CS Reference Architectures (Tactical and Instituti
b. SOS Engineering Management Plan (SOSEMP)
¢, Capability and Gap Analysis, POM drills
3. Program Engineering Support
a. Army Systems Engineering Forum (ASEF)
System Engineering Best Practices and Common Proc
0SD and Army policy discussions
b. Program Documentation (SEP, PPP, TEMP, Life Cycle Susta|
c.  Workforce Development
d. Persistent M&S and Emulation Environment “Always ON”
4, Network Evaluation Environment (NIE)

kStandards

OCSE
*S0S Integration
*SE Workforce
*SE methods/ tools
*Reliability
*Security
protection
*Exportability

J

5. Capability Set Fielding Synchronization

DESIGN | DEVELOP / DELIVER { DOMINATE
S0 a5 1 e DG

3

DASN (RDT&E)

*SE Integration
*Process

eTechnical Authority
*Affordability
eSpecialty Engr
*People / Workforce
(specialists vs.
generalists)

J
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Bi- Monthly SE Division Meetings

Feb 2014

ALA:

EUEVEEY

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

m NDIA Systems Engineering M&S Committee
AWEER Meeting Agenda, 11 February 2014

E15 Mesting room cpen; coffes availabiz
4D Welmme, sgznds rmview, ssi-introductions
E55 Committes overview, mesting scheduls

200 Acquist ing and Simulstion Warking Group [AMSWE]
Updste

1000 Modefica & FMI: Tws Disruptive Open Standsrds for Modeling
& Simulsticn in Systems Enginesring
1045 Bresk

1100 Finel Repart, ificetionaf b
Capebiities by Acquisition Life Cycle Phese
LE4Z Lunch |zn yzur own)

1245 Upmming Systems Enginesngand MES Canferznces

1230 Model-Based Reviews

1335 § L Meeting, Es of & System Model

1500 Adjzum

Jim Coalzhan {1HU]

Phil Timmerman| DAS D{SE)/54)

Hulbertus Tumm escheit | Modelon)

Jff Berganthal { JHUMAPY,
Jim Coolahan

Jimi Coolahan
Steve Dam {5 pec Innova tions),
Jarry Sellars

JI - —

Final Report on the Identification of
Modeling and Simulation Capabilities
by Acquisition Life Cycle Phase

Prepared for the
NDIA Systems Engineering Division Meeting
12 February 2014

Jeff Bergenthal Jim Coolahan
Coolahan Associates, LLC, &

Johns Hopkins University

Johns Hopkins University
Applied Physics Laboratory

SN CREATE

Computational Research Engineering
Acquisition Tools and Environments

Dr. Douglass Post
HPCMP Chief Scientist & Associate Director CREATE
Approved for Public Release, Distribution is unfimited

Modeling of Life Cycle /
Operations & Support Costs

To what degree is commonality achievable?

21 April 2011

Prepared by
Life Cycle Cost Modeling Subcommittee
Medeling and Simulation Committee
Systi i ing Divisi
| Def Industrial A

Y

Chiis R Price
Chair, Life Cyzle Cast Madeling Subsemenitise
Chns_R_Prce g@raytheon.com

Cr. James E. Coolahan

Chair, Modeling and Simulation Commities

Jares. CocananZiuapledy —
/S <AFEN psal ()
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Bi- Monthly SE Division Meetings

Al ! [ .I | 2! ! I 4 E}_’NI&THTHRDL'GH]NDL&TR&'&HZCH\&

. i

@@ Product Directorate
ﬁefcy Base Infrastructure

ODASD(SE) Workforce Efforts PdD CBI Briefing to
NDIA Systems Engineering
Aileen Sedmak Division Meeting

Deputy Director, SE Policy, Guidance, and Workforce 9 Apl’il 2014

Office of the Deputy Assistant Secretary of Defense for Systems
Engineering (ODASD(SE))

NDIA Systems Engineering Division Meeting
April 9, 2014

00 Bt — - p—
pct - . Coatrbutin Sermast & - Appeued 4 publc ssae by DOFSR, o i uimnd

Revised 1SO/IEC/IEEE 15288,Processes and _
PStractire = MBI SR e | WGAS | e
_TecAicalMﬂgg
- ber DTAE IE . el TorCyoee Teate
e | i [ttt (erni s MORS Affordability Analysis Community of Practice
Analy wlernperahily * NDW caaterance paper & (TEA pursal — - . -
Techical — Affordability Analysis: Developing the
Aschitecture Def e procgsses o] 1 et 1 e . 1. .
Deige s : Process Outbrief
— 2 Tailoring
SRk B Orgahizational Mr. Kirk Michealson FS, Tackle Scluions LLC
e T—r— Projdct Enabl Cr. Lisa Oakley-Bogdewic, MITRE
e e
ISO/IEC/IEEE 15288:
—Comprehensive —most orgs & domains ——
“Has 26 Processes in 4 Process Groups L e ot
-Includes interaction of project & org. pro*sses .
_Full life cycle — stages — holistic view e e - g
P e o soRs LS s = - MDIN - NCOl IRAN=== ronslm
Date: 2 Aprl 2014 Unclassified | 1
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Bi- Monthly SE Division Meetings
Jun 2014 A LA L)

Our Nation’s Capabilities are Critically :
Dependent on Risk Management

/ /0 Forward. Thinking.

INFORMATION ASSURANCE
DIRECTORATE

High-speed flight
Space ISR E d Systems Security Engineering
w - — 4 DR. JANET OREN, TECHNICAL DIRECTOR,
Y ‘# = ,~.,v‘ TRUSTED ENGINEERING SOLUTIONS
e - - Blendedwing oty o Mw’ﬂm 18 JUNE 2014
NDIA Integrated Program
Management Division
An overview and invitation to
collaborate
June 18, 2014
<AFE; psal (@)
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Bi- Monthly SE Division Meetings nams
Aug 2014 A LT D)

-~ HEL

How Does Complexity Drive SE?

Critical attributes of DoD Systems Engineering )
+ Flexible designs that adapt and are resilient
to ltl_nknown mls_smns and threats B Balancing
+ Ability to quantify cost and affordability these attributes
attributes of the design trade space is challenging
+ Systems of Systems, and Enterprise contexts to SE,
driving requirements from multiple drives the state Dr. Art Pyster
stakeholders >'of the practice, August 20,2014
+ Responsive, and able to balance agility with and stresses
rigorous analysis and data critical
+ Safeguarding critical information while workfo_rce
designing for interoperability and global capacity
markets
* AppIIEd across significantly diverse domains 7 This material ks based Lpon work supported, in whols of in part, by the LLS. Department of Defesse gl e Enginesring Research

Certer [SERC) under Contracts H98230-08-D-0171 and HO0034-13-D-0004 . The SERC is & federally funded U aemlr Alikated Research Center
[UIARC] masnaged by Stevens Instiute of Technclogy conabstingof a collaborative network of cver 20 unbrersities. See w

imvairapes  DiSITOUDON Statement A— Approved for publc rekease by DOPSR on 712514 SR case # 14-5-2175 appies. Dstribuon i unsmited

- —5
DoD Standardization Initiatives

[
Pubisarion [Houws
TT ToTER SV e e gL e

ss04) will be used 35 basis for Systems i 3034
oo s, undier naviiew now %
Project i3 enpbeted 10 priduce an addensum arattea
o 15348 — *Smndsrd for Applicasion of
Swatems Engnoaring |SEECS  svitema ng ograms®. |Dec 2034 |WEEE 152881
[Ful draft svaiatie forraaaw i
M sccapeabie indussry standard o we o i34
base
vcre e it unchar rwview o a3
e fidl stantard 0 b devakopes srattea
Technical Reviews and “Standand for Appiication of Technics
Lodits MEECE  [Maviewn and Suls on Datenss Programy”  |Dec 2034 [MUC1SIERD

Coonfl guration Mgt raadhs

Contintion S
sagin o gwone e 21
rmngeats dommanteen
e taciiriog i sl 4
[Eerom-oting the tmty developmant,
Crodution, mosticatien, Haicing.
[Manufacturing. and suitinme n of aflordable
i— sy vyl pronsee s e stsrasg o 3004 [promnets
[Ravvision of ML HOBK-S00A, which piowides | AGODDed by
epplication guidarce to the TechAmarica |Dall in June
N 7 T o
[Retsatinzy o 1 undat rview 1)
il i i Each standard is intended to be put on future system contracts
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NDIA Systems Engineering
2014 Modeling and Simulation Commig

2014 Tasks

* Complete assessment of M&S capabilities
by Acquisition Life Cycle phase (started in
2012); also, determine gaps in capabilities

» Complete study to determine essential
elements of a “System Model” that evolves
over the life cycle (started in 2013)

* Provide continuing situational awareness
for M&S Committee members (ongoing)

Deliverables/Products

* Final report on M&S capabilities by
Acquisition Life Cycle phase

» Final report on essential elements of a
System Model

» Committee meeting presentations posted
on committee web site

Schedule

* Final report on M&S capabilities by
Acquisition Life Cycle phase — February 2014

» Final report on essential elements of a
System Model — October 2014

« Committee meetings in February, April, June,
and August 2014

* M&S track in NDIA SE Conference — October
2014

Stakeholders/Alignment

» Task Liaison: Ms. Philomena Zimmerman,
DASD(SE)/SA

» Key Interfaces:
» Acquisition M&S Working Group
* NCOIC M&S activities
» Simulation Interoperability Standards Organization

(SISO) standards and Acquisition track

» Task Objective: Focused on M&S issues for

engineering, of interest to DASD(SE)/SA

NDIA SE Division — Annual Planning Meeting
December 11-12, 2013
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NDIA SE Modeling & Simulation
Committee Meeting

S

NDIA Systems Engineering M&S Committee
HuEyFEER Meeting Agenda, 11 February 2014

NDIA Systems Engineering M&S Committee

IWHER Meeting Agenda, 19 August2014

815
§:40
855
5:00

10:00

11:00

11:45
12:45
12:50

13:35
15:00

Meeting room open; coffee available
‘Welcome, agenda review, self-introductions

Committee overview, meeting schedule

Acquisition Modeling and Simulation Working Group [AMSWG)

Update

Modelica & FMI: Two Disruptive Open Jards for Modeling
& I in Sy Engineering

Break

Final Report, Identification of Modeling and Simulation
Capabilities by Acquisition Life Cycle Phase

Lunch (on your own)
Upcoming Systems Engineering and MES Conferences

Model-Based Reviews

Subcommittee Meeting, Essential Elements of a System Model

Adjourn

Jim Coolahan (JHU)
Phil Zimmerman (DASD(SE)/SA)

Hubertus Tummescheit (Modelon)

Jeff Bergenthal (JHU/APL),
Jim Coolahan

Jim Coolahan

Steve Dam (Spec Innovations),
Jerry Sellers

Jeff Bergenthal

&15

840

&55

9:00

9:45

10:30

10:45

11:45

12:00

13:00

1315

14:45

Meeting room open; coffee available
Welcame, agenda review, self-introductions

Committee overview, meeting schedule

Architecture Trad and Eval Methadol

Update on Cubesat MBSE Project
Break

Advanced Framework for Simulation, Integration, & Modeling
(AFSIM)

NDIA Systems Engineering Conference — M&S5 Track Agenda
Lunch [oh your own)

Final Spreadsheet of M&S5 Capabilities by Acquisition Life Cycle
Phase -- Web Posting and Update Process

Subcommittee Meeting, Essential Ele ments of a System Model

Adjourn

NDIA Systems Engineering M&S Committee
Meeting Agenda, 17 June 2014

#1525
#an M5
B:55 05
9:00 (45
9:45 (45

10:30 15

10:45

10:45 15

11:00 0:30

11:30

1:30
0:10
005

NDIA SE Division — Annual Planning vieeting
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Meeting room open; coffee available

Welcome, agenda review, self introductions

Office’s FY 18

Committes overview, meeting schedule
The DaD and I
Strategy

NASA’s Integrated Model Centric

Overview
Break: Adjourn full committee meeting

of a Model

Status review, by acquisition life oycle phase

Innoslate demo
Lunch break (as desired)
Breakoul sessions
Breakout session reports
Mext steps

Adjourn

lim Caolahan (1HU)

Leigh Yu (M&SCO)

Joe Hale (NASA/MSFC)

leff Bergenthal (JHU/APL)
Phase leads

Steve Dam (Spec Innovations)

Jim Coolahan {JHU)

Tom Hannon (Lockheed Martin)
John Arnold (IBM)

Dave Kaslow

JimZeh (AFRL/RQQD)
Brian Birkmire (AFRL/RQQD)

leff Bergenthal (JHU/APL)

Jim Coolahan

Jeff Bergenthal

TOC»>
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System of System Webinars RES

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

*SO0SECIE* Webinar: Always on Demand: Supporting the Development, Test, and Training of Operational
Networks & Net-Centric Systems

September 16, 2014

*SO0SECIE* Webinar: Test and Evaluation of Autonomous Multi-Robot Systems

September 23, 2014

*SO0SECIE* Webinar: DANSE — An Effective, Tool-Supported Methodology for Systems of Systems
Engineering in Europe

October 7, 2014

*SO0SECIE* Webinar: Results from Applying a Modeling and Analysis Framework to an FAA NextGen
System of Systems Program

October 21, 2014

»17th Annual NDIA Systems Engineering Conference

October 27-30, 2014

*SO0SECIE* Webinar: A Fuzzy Evaluation Method for System of Systems Meta-architectures
November 4, 2014

*Diminishing Manufacturing Sources and Material Shortages (DMSMS) 2014 Conference/Defense
Manufacturing Conference (DMC) 2014

December 1-4, 2014

*SO0SECIE* Webinar: Designing Resiliency into a System of Systems

December 2, 2014

*SO0SECIE* Webinar: Identification of Critical Integration Points using Multi-Dimensional Dependency
Analysis

December 16, 2014

NDIA SE Division — Annual Planning Meeting 12
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Summary of DT&E Committee
2013 Results/2014 Plans

Topic Activity
Test Optimization 2013: Scientific Test and Analysis Techniques report/articles
5
— | Cyber Testing 2013-2014: Industry recommendations for cyber testing
Chief Developmental Tester | 2013-2014: Industry interaction with new role
Performance Measurement | 2013: Requirements Verification leading indicators report
Reliability 2013-2014: Recommendations for better reliability testing
Modeling and Simulation 2014: T&E Perspective for Modeling/Simulation products
I("/)J Architecture 2014: T&E Perspective for Architecture views

Education and Training

2014: Chief Developmental Tester role

Systems Security
Engineering

2014: Cyber testing guidelines connections to
Program Protection Planning

NDIA SE Division — Annual Planning Meeting
December 11-12, 2013
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Chief Develop

mental Tester Project

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Project Name

Activities 2014 Project Output

Tester el e

Chief Developmental Review service policies for new role » Propose model for industry interaction

ustry implementations White paper
» T&E/SE conference presentations

— December 1, 2011

Orderpd to be printed as passad

3 SEC S0 MANAGEMENT OF DEVE|
EVALUATION FOR MA
TION PROCRAMS.

) Crr DEveELoee e T

af the Jakn Warner Natisnal Defen

4
5
In the Senatq
8

Fesolved, That the

The Secretary of Defense shall require that each major defense
acquisition program be supported by—

“(A) a Chief Developmental Tester; and

“(B) a governmental test agency, serving as Lead
Developmental Test and Evaluation organization for the

program.

. _ ) Fuzeal Year 5007 (Publie Law 10
: (H.K. 1540 entif

for fizeal year 201

f Defonse, for 1 10 thoemzadion Act fBr Frseal Year 2000

3 as amended by seebion SO05(c) of the |

me
activities of the Depart 11 123 Stat. 2403), iz further amended
personnel strengths for

2 This Act may

3 thorizafion Act for F o
19 rooN ORGANEATNON— Section 1395

20 Stmies Code, o5 amended

18 TeSTER AND LEiD DEVELOPMENTAL

i e 10| @ COOFdinating DT&E activities

rane e i1 0 I NSight into Contractor activities
* Oversee T&E activities

o it 1 12 (1} by redesignafing pomgrapk (&) oz porg-

posea.”, do pass with th

3 graph () awd * Inform government PM about contractor DT&E results
AM 14 (4} by imzerting affer porogropk (50 the fol-
Strike out all 15 lowing mew paragraph (6

16 () Cheef developmental fester.”.

| SECTION 1. SHORT T
17 (b} Resroxgngiiemes oF CHIER DEVELOFMENTAL

Tsr Anp Bvivus Proj ect Lead:
af title 10, Linifed
Joe Manas
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Cyber DT&E Guidelines Project BESRAR

AL Td T\

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Cyber DT&E joes for cyber

* Recommendations for Cyber Testing
guidelines

* NDIA conference paper & ITEA journal

Office of the DASD (DT&E)
Guidelines for Cybersecurity DT&E, version 1.0, 19 April 2013

oF pEFENSE

APR 19 201

Guidelines for Cybersecurity DT&E
v1.0

1. Purpose. These guidelines provide the means for DASD(DT&E) staff specialists to engage

R,
3

Materiel 1 Engincering &
Solution Technology Masnl:racta%ns OT&E, Producron and J
Analysis |07 Maturation & Risk Development - Deployment Sustain {
) ’ 7 7 Reduction 7 Y
= O %

Step 1 Step4
Understand
T&E Steps © ity DT&E =
Requirements

vy

Project Lead: Dave Desjardins
Joint Project with ITEA

NDIA SE Division — Annual Planning Meeting 15
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2013
Systems Security Engineering

 Restart Former Systems Assurance Committee
« New Systems Security Engineering Committee
e Kick-off June 18™
» Track at SE Symposium
» Planning follow-on workshop in 2014 on Program Protection Plan

NDIA SE Division May 2012

- ? f
What Are We Protecting Program Protection Workshop %

Program Protection Planning + System Assurance Committee-led Workshop:
DobI 5000.02 - Reviewed threat and policy related to trusted defense systems
Dol 8500 Senes . N . =
Do 5200.39 Dol £200.44 Dol 56201 — ldentified issues for specific areas of PP via 3 focus groups
Technology Components Information — Voted on the Top 5 issues regarding Program Protection
ik ideestias: Tachnelogits, Systes et S e togans 1 3 Taxonomy
o S - Integration of the DoD security disciplines is by terms of ref
that have different i ing on the disci or the context.
2 2 Limited Security Performance Metrics are available
Lack of performance metrics fo ensure program protection requirements.
3 1 isfying PPP Objecti gh Improved Contract /
Acquisition Strategy
4 2 Lack of well defined threat and attack vectors for SE
ity in Acquisition and Industry
5 2,3 | Lack of education across the acquisition and industry
ities with regards to SSE
NDIA SE Division — Annual Planning Meeting 16
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Summary of SSE Committee

2014 Plans

and Evaluation

Topic Activity

PPP Workshop 2014: Follow-on to 2012 Workshop
o Focus on Taxonomy and Metrics
%) May 20-22: MITRE facility in McLean, VA
0p)

Industry Inputs Comments on guideline documents

Inputs into PPP implementation

A Systems of Systems 2014: PPP leverage points in the SoS Wave Model
('-})J Developmental Test 2014: Cyber testing guidelines connections to Program

Protection Planning

NDIA SE Division — Annual Planning Meeting
December 11-12, 2013
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17th Annual SE Conference
27-30 October 2014

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

* New venue — Waterford, Springfield, VA
- Author notifications beganl5 August
- Submission stats

— 233 Abstracts submitted 162 accepted (12 tutorials, 2 panels, 148

papers)
— In 2013, 242 submitted with 196 accepted

Track 1 Track 2 Track 3 Track 4 Track 5
3A1 3A2 3A3 3A4 3A5
SSE ERS SE Effectiveness M&S - Transitioning to MBSE Agile
3B1 3B2 3B3 3B4 3B5
SSE ERS SE Effectiveness M&S - MBSD/MBSE Applications Agile
3C1 3C2 3C3 3C4 3C5
SSE ERS SE Effectiveness M&S - M&S in Concept Maturation DT&E
3D1 3D2 3D3 3D4 3D5
SSE ERS SE Effectiveness M&S - Integrated SE Environments DT&E
Track 1 Track 2 Track 3 Track 4 Track 5
4A1 4A2 4A3 4A4 4A5
DOD Standards and "HSI" Joint SEE & M&S - Building the System
ESOH ERS DT&E
(starts at 8:35) Model
4B1 4B2 4B3 4B4 4B5
ESOH 305 - Engineering "Hs|" M&S - M&S Data & Tools DT&E
Approaches for SoS
4C1 4C2 4C3 4C4 4C5
ESOH SoS - Applications of SoS SE  SE Effectiveness Joint DT&E, M&S, & E&T
NCO/Interoperability

4D1 4D2 4D3 4D4 4D5
ESOH RARUEPP AT ABATRASHY SE Effectiveness M&S - M&S in Decision Analysis E&T

SoS Engineering and Analysis

Track 6

3A6

Net Ops/Interoperability
3B6

Net Ops/Interoperability
3C6

Net Ops/Interoperability
3D6

Affordability

Track 6

4A6

Architecture & Strategy

4B6

Joint Arch & SEE

4C6

Architecture & Requirements

4D6

Architecture Applications



Security Engineering Workshop ax
Challenges i

Incorporation of security engineering as a discipline of
systems engineering
* Engineering methodology, processes, and practices
» System security engineering workforce
Quantification of security risks
 Vulnerability detection, and validated mitigation
Articulation of security requirements
« Threat-driven, evolving over time
» Risk-based affordable trade off analysis; Measurable,
testable system specifications
Protection of technical data
» Consequences of unclassified controlled technical
information losses
« Government and Industry mitigation of supply chain
exploitation

NDIA SE Division — Annual Planning Meeting 19
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Industry Defense System Integrators

[ ] AN

STRENGTH THROUGH INDUSTRY & TECHNOLOGY
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. . . Program Protection Plan Implementation Raytheon
Increasing Need for Enterprise Cyber Expertise — Industry and USG Raytheon Investments

Evangelize onTInOF GRUNMAN.
’ Activity Purpose
Discipline Councils Process direction and SSE proficiency
- Changing the culture of decades of Systems Cyber Security Leaming Center | General: online awareness modules
. A . SMEs: Cyber security boot camps
Engineering is hard work, and requires a _ - - . —
dedicated evangelist g Corporate Projects Cyber testing capability for PPP validation
2 [ PPP Community of Practice Grass roots awareness and information sharing
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NGE especially when their customers haven't . implementation practices
expressed an interest in security 0.4 NDIA Systems Security Industry perspective and recommendations for PPP
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i
| + | INCOSE Systems Security Address systems security engineering as a discipline and
— . (R T Engineering Working Group practice
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December 11-12, 2013 10C»



SSE Workshop Top 5 Issues N

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

--

METRICS PROJECT LAUNCH

2 2 Lack of Authority for SSE

3 2 Balance risk and solutions
Address cost vs capability

4 2 lll-Defined SSE in SOW & Prog Planning
RFP Consistency & detail of SOW template

S 2 Absence of Defined SSE Competencies

6 2 Conflict Between Security Specialties

7 3 RFP Consistency & detail of SOW template

8 3 Shared Liability & Risk Boundary

9 3 Increase Threat information sharing between Government & Industry
. To be flushed out over the next 4 weeks............

10 3 Address cost vs capability

Recommendation 1 — Establish a set of TPM’s for negotiations

. Leverage Metric working group efforts

Recommendation 2 — Address verification and DTE capabilities —
Recommendation 3 — Create a value based engineering baseline for SSE
Recommendation 4 — Actively enforce Risk Management




Metrics Project

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Goal 1- Create balanced solutions in support PPP
development

Objective 1-1 Determine What to Measure (What is the intent of the measure?)

» Drive toward holistic integrated and normalized measure of merit across the pillars
* Integrate process with the sub specialties to federate the disciplines

« Compare systems with normalized figure of merit

Objective 1-2 Coordinate, collaborate with other approval authorities in the process
to develop metrics

» Develop Metrics by level

« Create metrics that show that security is being addressed (e.g., Risk)

» Create metrics that show the quality of SSE

* Integrate security specialties

Objective 1-3 Determine Approach for Measurement
Define the context within evaluating risk

NDIA SE Division — Annual Planning Meeting 23
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Metrics Project

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Goal 2- Hygiene Security Programmatic Assessment
Metrics

» Develop short list of questions to answer by discipline (Programmatic Maturity)

» Categorize level of metric (consider stakeholders, SH, metrics, measurements, and
analyze measures against metrics)

SSE Committee will be meeting this afternoon in the room hosting the morning
SED meeting. (This room) Please join us!!

Submit an abstract for presentation at the 17th Annual Systems Engineering Conference May-36,-2014 as
soon as possible to the following link: http://application.ndia.org/abstracts/5870.

Please make it obvious that it is in reference to SSE and or PPP. This will help me to select your abstract
among the sea of all abstracts for the conference. :)

NDIA SE Division — Annual Planning Meeting 24
December 11-12, 2013 TOC»


http://application.ndia.org/abstracts/5870

Systems Security Engineering

NATIONAL DEFENSE INDUSTRIAL ASSOCIATION

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

NDIA Systems Engineering Division
Systems Security Engineering Committee

Security Effectiveness & Programmatic Progress

Metrics Project Workshop
27 October 2014 (9:00-4:00)

Location:
National Defense Industrial Association

2111 Wilson Boulevard
Suite 400
Arlington, Virginia 22201-3061
Telephone: (703) 522-1820 | FAX: (703) 522-1885

NDIA SE Division — Annual Planning Meeting 25
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ZA\L’AI Standards Transition
~7~ Agenda Topics

NDIA

 |EEE 15288 Overview with DoD extensions
— 15288.1 Systems Engineering
— 15288.2 Technical Reviews and Audits
— Normative vs. informative content

 Transition to acquisition contracts
— Tailoring for an acquisition
— RFP language
— Conformance and compliance approaches

e |ssues and Recommendations
— Path forward, next steps

NDIA Systems Engineering Division
IEEE/DoD Standards Transition Workshop — August 2014
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M Tailloring 15288.1

NDIA

No 15288.1
tailoring

ISO/IEC/IEEE DIS 15288:201x(E)

System Life Cycle Processes

Agreement
Processes

Acquisition Process
(Clause 6.1.1)

Technical Technical
Management Processes
Proc Business or

Mission Analysis

Project Planning Process
(Clause 6.3.1)

Process (Clause 6.4.1)

Supply Process
(Clause 6.1.2)

Project Assessment and
Control Process
(Clause 6.3.2)

Needs &
Requirements Definition
Process (Clause §.4.2)

Organizational
Project-Enabling
Processes

Decision Management
Process
(Clause 6.3.3)

System Requirements
Definition Process
(Clause 6.4.3)

Risk Management
Process
(Clause 6.3.4)

Definition Process
(Clause 6.4.4)

Life Cyele Model
Management Process

Configuration

Design Definition

Process
(Clause 6.4.5)

1t Process

(Clause 6.2.1) (Clause 6.3.5) Systor Analysis
Process
Infrastructura Information Management [Clause 6.4.6)
Management Process Procoss
(Clause 6.2.2) (Clause 6.3.6) i
= Process
Fartfolio (Clause 6.4.7)
Management Process Process
|Clause 6.2.3) {Clause 6.3.7)

Human Resource
Management Process
(Clause 6.2.4)

Quality Assurance

Process
(Clause 6.3.8)

Integration Process
[Clause 6.4.8)

Quality Managemant
Process
(Clausa 6§.2.5)

Knowledge Management
Process
(Clausa 6.2.6)

Verification Process
(Clause 6.4.9)

Transition Process
(Clause 6.4.10)

Validation Process
(Clause 6.4.11)

Operation Process
(Clause 6.4.12)

Maintenance Process
(Clause 6.4.13)

Disposal Process

(Clause 6.4.14)

Figure 4 — System life cycle processes

DoD-specific considerations are tailored as
additions to the base 15288 standard

Applies to all processes, except the
Organizational Project-Enabling Processes
(org-specific)
— The base 15288 organizational processes apply,
but are outside the scope of a single contract
— May still be subject to compliance audits

Program offices should tailor the 15288.1
standard for each acquisition

— Exclude processes, activities, and tasks not
applicable to the supplier or contract
(e.g., pre-MS A, acquirer tasks, post-delivery
processes outside contract scope)

— Adapt program-specific emphasis
Candidate recommendations:
— Provide program offices with tailoring guidance,
work aids, training
— Consider piloting on selected acquisitions prior to
full DoD deployment

NDIA Systems Engineering Division
IEEE/DoD Standards Transition Workshop — August 2014



M Talloring 15288.2

NDIA

2. Mommative fefaramong ..ot ean 3
3. Dafipitions, acronyms, and abbeevistions 4
31 Genaral e 4
3.2 Definitiong ..o .
3.3 Acronyms Snd ShBIEVESHOME ....eeeeicie e e n e s e 5

4. Orverview of tachnical reviawe and andits....
4.1 Technical revisws and sudits dafined....
4.2 The role of tachnical reviews and andits 1 5
4.3 Tachnical reviews and andits in the context of technical manasem ent processes.
4.4 K=y participants for tachmnics] reviews and sndits .

4.5 Program considarations for technical revisws and andits. ::11
4.5 Media sslaction for products discussed in thiz standand ..o 17

5.3 Bystem requitements =iz .
3.4 Bystem fimctional s=visw (3FR).....
5.5 Pralimineny dasign revisw (PDE)....
5.6 Criticsl dazign revigw (CDE).....
5.7 Tast readinass s=visw (TERE)......
5.8 Functional confirpration andit {F
5.9 Swztem verification r=visw (SVE)...
5.10 Production readiness s=visw (PRE).

5.11 Phyzical comfigueration audit (POAL . e 42
&, Diztzilad criteria to ba addrassad for sach technical review and St e 43
6.1 Gamara] ...t

8.3 System r=quiremants r=visw |

6.4 Syztem fimctional r=visw (SFE) datailad criteria
8.5 Praliminery design revisw (PDE.) datailed criteria
6.6 Crifical design seview (CDE.) detailed criteria ...
8.7 Tazt rzadinas: tevisw (TRF) detailad oriteria ...
6.8 Functional confi geration andit (FCA) datailad critsria
6.0 Svztem verification revisw (SVE.) detailad criteria ...
§.10 Production readiness s=view (PRE) detailed critaria.
6.11 Phy=ical configuation audit {(PCA) datailad criteria.

Anne A {informativa) Softwars ragrirements and srchitscners seeiaw (BARD. 132
Annex B (informativa) Software spacification s (88 R 144
Ammax C {informative) Intasration seadiness savisw (TRE]) 5

Annex D (informative) Flight mmadinsss avieow PRI e 1483

Program offices should tailor the 15288.2
standard for each acquisition

— Adapt the set of technical reviews and audits to
the acquisition (add, combine, delete)

— Adapt the review/audit requirements, content
(criteria,

Other... TBD

Candidate recommendations:

— Consider standard DoD tailoring of clause 6
details as informative guidance (too
overwhelming, procedural, prescriptive); levied
only if supplier existing processes are deemed
inadequate

— Provide program offices with tailoring guidance,
work aids, training

— Consider piloting on selected acquisitions prior to
full DoD deployment

NDIA Systems Engineering Division
IEEE/DoD Standards Transition Workshop — August 2014
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System Root Cause Workshop

First SRCA conducted by NDIA SE Division, in

collaboration with OUSD(AT&L in 2007-2008

e Gathered data from DoD acquisition programs derived from
Program Support Reviews (PSRs)

 |dentified and categorized systemic issues

» Used focused workshops attended by government, industry,
and academia to analyze issues and identify root causes

« Developed recommendations to address root causes
- see http://www.ndia.org/Divisions/Divisions/SystemsEngineering/
Documents/Studies/NDIASRCAReportFINA18Dec2008.pdf

NDIA Systemic Root Cause Analysis - 2014 29



Since then ...

.. DoD has made significant progress in addressing
acquisition issues

.. Policies have changed, technology has changed, the
world has changed

The NDIA SED plans to conduct a follow-on SRCA study, in
collaboration with the Office of the Deputy Assistant
Secretary of Defense for Systems Engineering
(ODASD(SE))
» Obtain project data from ODASD(SE) and other sources
» Obtain project data from industry
* Analyze data to assess

- Assess current state of observed systemic issues

- Asses progress achieved toward improvement objectives

- Provide recommendations for further improvement.

NDIA Systemic Root Cause Analysis - 2014
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Objectives

Collect and analyze quantitative measures of acquisition

program performance

« gathered from Program Support Reviews (PSRs) and other
government sources

« data edited to remove attribution to programs, companies, or
services.

Categorize issues against a standard taxonomy.

Conduct data analysis to identify root causes of systemic
program performance issues.

Develop recommendations for improvement of systemic
Issues, for delivery to ODASD(SE)

NDIA Systemic Root Cause Analysis - 2014 31



Milestones

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Task Group | August 21, 2014 Task group formation and kickoff. Initial data gathering.
planning Invite overview briefings from participants. Consider
workshop study logistics (e.g., resources, schedules, analysis
approach) and team norms. Plan follow-on objectives
and tasks. Assign and coordinate actions for work.
Preliminary | October-November Analysis data and findings from sources. Categorize data.
data analysis | 2014 (TBD) Identify common issues or themes. Conduct breakout
workshop Washington, D.C. area. | sessions for related issues to identify preliminary root
Est. 2 days causes. Assign actions to subgroups for further study and
analysis.
Preliminary | February-March 2015 | Review subgroup analyses of systemic issues and root
findings (TBD) causes. ldentify common themes or trends in the data
workshop Washington, D.C. area. | collected. Integrate and refine preliminary findings.
Est. 2 days Generate outline for content of the final report.
Final report | June 2015 (TBD) Editing and reviews of report drafts coordinated via email
and teleconferences. Final report delivered by NDIA to
DASD(SE).

NDIA Systemic Root Cause Analysis - 2014
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ONAL DETE|

Questions? T T TR

STRENGTH THROUGH INDUSTRY & TECHNOLOGY
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