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1. Introduction

The NDIA Trusted Microelectronics Workshop series was launched in 2013 to 
provide an open forum for government and industry to discuss microelectronics supply 
and security issues related to defense and national security systems. The initial workshop 
held in June 2013 explored how to make the Department of Defense (DoD) Instruction 
5200.44 a success.1 The report from that meeting recorded a strong desire by the 
participants to follow up that first workshop with similar events.2  

A subsequent meeting was held in January 2014 with the theme of “Trusted 
Microelectronics for Systems Security.”3 The report from that meeting discussed a 
number of areas identified for further discussion including opportunities for managing 
supply chain risk beyond Application Specific Integrated Circuits (ASICs) and 
opportunities for cost-effectively leveraging industrial capabilities.4 

In August 2014, the third Trusted Microelectronics Workshop explored the overlap 
between the requirements of safety, quality, and security in aerospace and defense 
systems.5 The report from that meeting included good approaches discussed by the 
audience on how to leverage existing quality and safety disciplines to address supply 
chain security risks.6 

The fourth Trusted Microelectronics Workshop,7 held in February 2015, was 
designed to consider hardware assurance challenges in a system’s sustainment phase, as 
components are more difficult to get from the original suppliers. The report from that 
workshop included discussion on how sustainment managers and representatives from the 
Diminishing Manufacturing Sources and Material Suppliers (DMSMS) community are 
using trusted and trustworthy suppliers to mitigate electronic component risks later in the 

1 NDIA Event 3180 - Trusted Microelectronics Workshop
2 Trusted Microelectronics Workshop: "Making 5200.44 a Success," Report on the NDIA Workshop 3180,

June 28, 2013 
3 NDIA Event 4290 - Trusted Microelectronics Meeting
4 Trusted Microelectronics Workshop: Trusted Microelectronics for Systems Security, Report on the NDIA

Workshop 4290, January 15, 2014 
5 NDIA Event 487E - Trusted Microelectronics Meeting
6 Trusted Microelectronics Workshop: “Connecting Safety, Quality and Security: The Benefits of Trusted

Microelectronics,” NDIA, August 21, 2014. 
7 NDIA Event 587D - Trusted Microelectronics Workshop
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lifecycle.8 The audience asked for better definition of the DMSMS problem, 
identification of stakeholders, and development of the process to get systems engineers 
and supply chain managers to address security risks early in the component selection 
process.  

The most recent Trusted Microelectronics Workshop, held on August 25, 2015, 
looked to the future. Specifically, how the DoD could satisfy the need for trusted 
microelectronics in an increasingly globalized integrated circuit industrial base. With a 
theme of Trusted Microelectronics: The Future Landscape, the workshop was advertised 
publicly on the NDIA website and key groups of government and industry were invited to 
participate as follows: 

"NDIA is pleased to offer our fifth workshop designed to identify ways in which 
trusted microelectronics can contribute to greater systems security and information 
assurance. With participation from both Government and Industry, our half-day 
workshops have provided an effective forum for direct discussions of the challenges 
faced by policy makers, program managers, systems developers, and supply chain 
managers.  

At this workshop Government experts will discuss the work being done to ensure: 

• Government programs have choices for leading edge microelectronics
technologies that are trustable

•  State-of-the-art technologies critical to national defense programs are available
from domestic sources

•  R&D in technologies that address trust are part of the overall microelectronics
strategy

Mr. Robert Gold, Director, Engineering Enterprise ODASD(SE) will provide the 
keynote address. As a member of the Senior Executive Service, Mr. Gold is responsible 
for systems engineering-related policy and guidance, specialty engineering, engineering 
tools and environments, hardware and software assurance, and defense standardization. 
His specialty engineering responsibilities include reliability and maintainability, system 
safety, manufacturing, human systems integration, and the DoD Value Engineering 
program. 

Mr. David Meshel will present National Reconnaissance Office’s (NRO’s) best 
practices to procure trustable components from untrusted sources. A panel of 
Government experts has been assembled to discuss component protection options for 
ASICs and beyond. 

8 Trusted Microelectronics Workshop: “Hardware Assurance for the Lifecycle: The Benefits of Trusted
Microelectronics,” NDIA, February 26, 2015. 
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Our workshops are designed to be truly interactive with full participant engagement. 
Please join us to learn about the Department’s microelectronics strategy and to add your 
voice to the conversation. 

Who should attend: Government and Industry program managers, systems engineers 
and developers, microelectronics designers, supply chain and sustainment officials, 
purchasing and procurement professionals, product managers and operations analysts.”  

Dr. Brian Cohen, an IDA Research Staff Member, opened the workshop with an 
introduction to the day’s theme of exploring issues revolving around the future for trusted 
microelectronics. Dr. Cohen stated that the landscape for microelectronics continues to 
migrate away from U.S. soil. Because of this shift, the Department is developing 
strategies, guidelines, and new policies to protect defense and national security systems 
with increasingly complex supply chains.  

Mr. Robert Gold, Director, Engineering Enterprise, ODASD(SE), provided the 
keynote address and expressed his appreciation for the opportunity to engage thought 
leaders on this topic.  

Following Mr. Gold’s presentation, Mr. Sydney Pope, a DAC Systems Security 
Specialist, moderated a discussion on the leverage points that Mr. Gold introduced in his 
keynote. 

After a break, we heard from Mr. David Meshel, a Senior Project Leader with 
Aerospace Corporation, who presented work done for the NRO to secure their supply 
chain, entitled “Procuring Trustable Components from Untrusted Sources.” 

The workshop continued with a panel of microelectronics experts. Dr. Cohen moderated 
the discussion during which the panelists addressed questions both from the moderator 
and from the attendees. The full agenda is shown in Appendix A. The keynote 
presentation from Mr. Gold is in Appendix B and Mr. Meshel’s presentation is not 
available for publication but his contact information is provided in Appendix C. Anyone 
interested in a copy of his presentation should contact Mr. Meshel. The registration roster 
is provided in 3.Appendix D.  
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2. Minutes of the Workshop

On Tuesday, August 25, 2015, the NDIA sponsored a Trusted Microelectronics 
Workshop, with technical co-sponsorship by the Trusted Suppliers Steering Group, at the 
IDA, Alexandria, Virginia. Seventy-five individuals from government and industry 
attended. A copy of the Agenda is in Appendix A. The Workshop began at 8:30 a.m. and 
adjourned at 12:30 p.m. 

Welcome 

Dr. Brian Cohen, IDA Research Staff Member 

Dr. Cohen kicked off the workshop by describing its goal and then introducing the 
keynote speaker, Mr. Robert Gold 

A. Trusted Microelectronics: The Future Landscape 
Mr. Robert Gold, ODASD(SE), Director, Engineering Enterprise 

 Mr. Gold started his presentation by stating that trust-related policies need to be 
informed by industry technical experts and he welcomes the opportunity to hear from the 
meeting attendees. His organization, DASD(SE)/Enterprise Engineering, takes a long-
term view of supply chain technical and security requirements; addressing hardware 
assurance, anti-tamper, and counterfeit prevention along with foundational and 
crosscutting engineering activities, such as systems engineering, manufacturing and 
quality assurance. 

In his office, he encourages managers to incorporate science and technology (S&T) 
into engineering thinking to fully leverage S&T investments. Mr. Gold stated that 
wholesale technology investment is needed to replenish capabilities and he welcomes 
ideas from outside the Pentagon and endorses greater collaboration with industry. 

Mr. Gold described microelectronics malicious supply chain risk, and the evolving 
government response. The Department can no longer ensure hardware security with a 
compliance/checklist mentality. Program managers need to manage their systems from a 
mission-critical functionality perspective, while not losing sight of easy targets. He 
emphasized the need to look at easiest attack vectors, to include vulnerabilities that might 
be found in non-mission-critical functions that can be used to exploit or access mission-
critical functionality. 
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As an example, Mr. Gold described how an adversary might target vulnerabilities in 
the cockpit electronics of a commercial aircraft, or, alternatively, the pilot and crew work 
scheduling software to impact crew availability. He cautioned that supply chain risks are 
more dependent on electronics and software than in the past. New technologies need to 
be designed with these emerging threats in mind, addressing both cybersecurity and 
supply chain trust issues. 

ODASD(SE) continues to work on policy, guidance, and training, and to provide 
acquisition program assistance, addressing the mitigation of system security risk and is 
challenged to stay ahead of the threat in a dramatically constrained budgetary 
environment. At the same time, Defense Procurement Acquisition Policy (DPAP) is 
working to develop better acquisition guidance and is engaging industry in a dialog on 
their body of practice for supply chain security – what policies are effective and which 
ones are burdensome. 

Mr. Gold stated that understanding commercial off-the-shelf (COTS) vendors’ 
supply chain practice is critical as the Department seeks to engage more broadly with 
commercial markets. He described the attractiveness of using field-programmable gate 
arrays (FPGAs), as they are usually less expensive and easier to engineer than ASICs; but 
that those advantages come with increased downstream supply chain risks for which there 
is not yet a comprehensive solution. 

The JFAC, chartered by the Deputy Secretary of Defense earlier this year, is 
managed from Mr. Gold’s organization. Recent JFAC activities include the development 
of its concept of operations (CONOPS) and the conduct of a DoD-wide software and 
hardware assurance capability gap analysis, which is expected to be completed in fiscal 
year 2016. 

Mr. Gold stated that weapon and information and computer technology systems are 
more complex than ever; containing thousands of parts with increasing dependence on 
automation. Much attention has been paid to counterfeit prevention, which is critical, but 
there needs to also be recognition that a bad part can be introduced into the supply chain 
for espionage as well as economic reasons. Either motivation can result in catastrophic 
consequences. Uniform detection and response is critical and all prevention, detection 
and response elements need to link together. 

Today, the government has “cylinders of excellence” that address different elements 
of trust that need to be better integrated for greater impact. These entities should work 
together on issues, document the steps needed to mitigate risks, and come up with best 
practices. When consistencies emerge, policy can be developed around it. Enabling trust 
is not an issue that can be solved by developing a flow chart with step-by-step 
instructions, but can be better addressed by providing tangible guidance. 
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In summary, Mr. Gold cautioned against equating budget allocation to an issue’s 
importance in the current environment. Government programs are looking at ways to 
protect all critical integrated circuits (ICs) throughout the lifecycle with a greater 
emphasis on risk-based processes and technology development in accordance with 
Department Trusted Systems and Networks policy. 

In response to questions from the participants, Mr. Gold stated that current 
challenges include: 

• Support for low volume microelectronics production.
•  Developing methods for secure designs and post-fielding upgrades.
•  Creating communities of interest for hardware assurance with supporting

technical working groups to assist with working hard problems.

B. Open Discussion 
Mr. Sydney Pope, DAC, Systems Security Engineering Expert 

An open discussion was moderated by Mr. Sydney Pope, a ODASD(SE) support 
contractor. 

Mr. Pope opened the discussion by asking, “Where do we have the greatest potential to 
succeed at developing the tangible guidance Mr. Gold mentioned? What do we focus 
on?” The participants suggested that the DoD would benefit from greater use of on-shore 
low volume foundries. Good support was voiced for greater investment in domestic 
integrated circuit capabilities. 

Further discussion centered on working with academia like Vanderbilt University’s 
Institute for Space and Defense Electronics (ISDE) and similar research centers. Concern 
was expressed about the existence of non-U.S. researchers in academia that could lead to 
intellectual property theft. However; there was general agreement that early stage 
involvement with academia is practical and can be efficient.  

Mr. Pope followed with the question, “Do we need a spectrum of policies and mitigations 
to ensure our systems can be trusted?” 

A general consensus was that: 

• Domestic manufacturing strategies are needed to promote trust at the system
level.

• Industry standards may be the most affordable approach, but can be less
comprehensive than the risks demand.

•  Trust and trustworthiness need to be enterprise-wide priorities rather than tasking
program managers with a responsibility that could be better addressed at a higher
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organizational level. 
• DoD Program Protection Plans (PPPs) and risk-based management principles can

be lost in programs where specific performance, budget and schedule concerns
take priority.

The next discussion responded to Mr. Pope’s question, “How do we address system- 
level trust with FPGAs?” 

A lively discussion produced the general consensus that: 

• Technology is making FPGAs more interesting to consider for defense systems
but increases the need to ensure they can be trusted.

•   Testing FPGAs for trust is difficult. Testing each component (chip, intellectual
property) of an FPGA can be too resource-intensive (time and money) for a single
program. Assessments need to be done in support of the enterprise and leveraged
by programs consuming those components.

• Industry is looking at creating partnerships to develop trust design standards and
verification protocols for FPGAs.

• Hybrid FPGAs are advancing, which could make them more powerful solutions
than traditional components.

Finally, Mr. Pope asked, “How can we create trusted systems from untrusted parts? Can 
we have enough trust in individual suppliers or components to have trust in our systems?” 

Relevant comments included: 

•   “Buying American” to a technically acceptable level of trust does not ensure there
are no foreign parts, or that the component is secure.

• The ODASD(MIBP) is working to gain a better understanding of common
concerns between industry and government that includes polling both to evaluate
best practices.

• Microelectronics is well suited for government and industry collaboration and we
need to understand how the government can invest to ensure domestic capability
thrives.

•  The challenge is to find a way to take everything known about the threats and
implement supply chain mitigations to enable more secure systems.

• To promote a better understanding among program managers, a recommendation
was made to develop a classified briefing for them that contain examples of
malicious insertion, since they are ultimately responsible for delivering systems
that protect against supply chain risks.
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C. Procuring Trustable Components From Untrusted Sources 
Mr. David Meshel, Aerospace Corporation Senior Project Leader, National Systems 

Group 

Mr. David Meshel presented the work his team is doing for supply chain protections 
in NRO systems. He described the NRO’s dependency on advanced microelectronics that 
is greater than many other defense systems and how the supply chain threat is increasing. 

Mr. Meshel emphasized the role of the Space Quality Improvement Council 
(SQIC)’s Mission Assurance Improvement Workshops (MAIW) to successfully integrate 
supply chain management approaches and investigate areas for commonality between 
programs. 

Their “Counterfeit Parts Prevention Strategies Guide” has contributed to zero 
counterfeit incidents since 2008. The Defense Acquisition Guidebook is routinely 
monitored to incorporate new requirements into this document. 

The MAIW has published a new document to assist programs with microelectronics 
supply chain security and risk mitigation: “Countermeasures to Mitigate Malicious 
Attacks to ASICs and FPGAs Circuit Development.” The document should be published 
in September 2015 and will be available to DoD and the industry contractor base.  

The 2016 MAIW is being planned to develop a new guideline document that 
focuses on inspection and test methodologies for the detection of tampered 
microelectronics. 

D. Panel Discussion: “Protection Options for ASICs and Beyond ” 
Dr. Brian Cohen moderated a panel of subject matter experts consisting of: 

•  Mr. Don Davidson, Deputy Director, Cybersecurity (CS) Lifecycle Risk
Management and CS/Acquisition Integration in the Office of the Deputy DoD
Chief Information Officer for Cybersecurity, DoD DCIO(CS)

• Mr. Robert Gold, Director, Engineering Enterprise, ODASD(SE)

•  Mr. Jeff Krieg, Chief, Hardware Reverse Engineering, National Security Agency

• Mr. Dave Meshel, Senior Project Leader, National Systems Group, The
Aerospace Corporation

• Ray Shanahan, Deputy Director, Anti-Tamper/Hardware Assurance, ODASD(SE)

• Ms. Melinda Woods, Assistant Director of Strategic Programs, ODASD(MIBP).
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Dr. Cohen started the discussion with the question, “What are the protection options for 
products coming from the global industrial base? Some suggestions offered included: 

• DASD(MIBP) is currently asking industry leaders for their best practices and
industry is eager to figure out what Government wants. Confidence in parts and
suppliers can be a competitive discriminator.

•  It is hard to define standards for COTS products. The Department of Commerce
white paper on cybersecurity standards has been released for public comment.
Executive Order 13636 has a goal of improving cybersecurity through acquisition
standards. General Services Administration (GSA) is looking to add best practices
from these efforts to commercial contractors’ schedules.

•  The Department is increasing work with industry for testing and verification. This
will enable greater insight to vendor intellectual property to make verification
easier.

•  We have an opportunity to combine trust with other qualifications to add trust in
the requirements at the program start.

•  Our past performance information retrieval system (PPIRS) has quality control
criteria to allow automatic selection of part suppliers. There is potential to add
trust to the criteria to evaluate insider threats in a way that is transparent and
legally defendable.

• We are going more to using customized COTS microelectronics. COTS products
can be used as a logical evolution of protection, from desktop to ruggedize and
beyond.

•  To be most effective, the JFAC’s approach is to “acquire to verify” that buys the
intellectual property with the system to prevent long and costly reverse
engineering.

Dr. Cohen then asked, “Government buyers do not buy microelectronics directly. 
How can government priorities translate to industry practices?”  

Comments included: 

•  Top-down policy is needed with bottom-up information sharing and best
practices from industry.

•  Industry is becoming more protective of their supply chain and continues to
update their best practices. As a result of breaches that have been made public,
industry has become more open about how they assure product integrity. For
example, there is now greater care taken with the information that companies
share with their supply chain partners. This increased attention provides an
opportunity to collaborate to develop best practices.
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•  JFAC would like to promote information sharing between government and
industry to allow more open conversations about vulnerabilities.

•  Government should participate in companies’ activities to coalesce requirements
on trust from outside government, such as National Institute of Standards and
Technology (NIST) supply chain risk management practices, Society of
Automotive Engineers (SAE) anti-counterfeit and International Standards
Organization (ISO) security standards.

Dr. Cohen’s next question was, “Twenty companies supply 80% of microelectronics 
purchased by government. Where do we address trust? At each purchase, or once per 
vendor?” A range of suggestions and unresolved issues were offered, including: 

•  The path from policy to actual fielding of systems is difficult to navigate. Does
the government understand to what extent trust can be built into defense
systems?

• Developing robust engineering practices is at the core of trusted systems. We
need to build in trust in early as possible, pre-Milestone A.

•  We need to recognize that different leverage exists when the part being procured
is a $40 FPGA or a $65K custom ASIC space part.

•  There tends to be general guidelines versus specific “how-to.” For example, the,
The Open Group global consortium has published general guidelines for trust
comparisons. These could be brought closer together through a risk-based
approach using cooperative research and development agreements (CRADAs).

•  It is hard to make security mitigations attractive to industry. Government needs
to make the case for the investment in enhanced security. Have we looked at
what other industries are doing and adopted what can be leveraged?

•  We are able to quantify the costs of loss after the fact. If we can do so before
loss, we can better describe the risk involved.

•  Getting the Intelligence Community more involved would likely prove to help
guide the adoption of tangible trust enhancing practices.

A participant asked if the Aerospace Corporation guidelines presented by Mr. 
Meshel would be incorporated into acquisition technical requirements. This led to the 
following discussion: 

•  The government is evaluating key performance parameters (KPP) for systems
survivability. As the work progresses, the Aerospace guidelines will be included
in new contracts, and, perhaps eventually, existing contracts.
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•  The Net-centric KPP, focused on interoperability, adds a cyber aspect, but
programs have been hesitant to require specific industry standards because
compliance may not be auditable.

•  The NIST cybersecurity frameworks and Special Publication 800-161 have been
generally referenced in contracts regarding cyber. It may be beneficial to work
with SAE and other organizations.

•  Systems security engineering has to adapt to the system’s mission and make PPP
and supply chain risk management sections reflect the proper level of controls.

A discussion on the importance of training and education was initiated from the 
participants, and it was generally agreed that: 

•  Educating contractors and Original Equipment Manufacturers (OEMs) on cyber
policies should be a priority; especially with trusted design and systems security
engineering. However, there is a risk of putting design approaches in
universities.

•  NSA has Centers of Academic Excellence at 180 universities that have been
designated for cyber and information assurance, which can be used for training.

•  National Network of Manufacturing Innovation Institutes (NNMII) may present
a path for trust training and building expertise.

•  The ManTech Program may be leveraged to increase trust through enhancing
domestic capabilities and disciplines.

Dr. Cohen captured the essence of the workshop with the question, “How do we 
deal with a broader set of security issues – can we have mutually assured security?”  

Summary statements and unanswered questions included: 

•  The government is challenged by the industry’s view that cyber has nothing to
do with hardware. We need to address this misconception before hardware
assurance will be taken seriously by industry.

•  Most of us want the technology without thinking about the risks.

•  More investment is needed in both research and developing practices but we
should not ignore the benefit of developing the political will. Government could
be the leader with setting the agenda that companies can use to justify their
investments.

•  Industry organizations, such as the Semiconductor Industry Association (SIA)
and Semiconductor Research Corporation (SRC), are developing new research
agendas to help push security issues in addition to addressing workforce skills in
both government and industry.
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•  “Let the industry take care of this” is not a great way to let security be
developed. Government has a duty to learn and understand why and how
security measures are being implemented.

•  Attention needs to be put on how to better position ourselves when we need to
respond and recover. We are now working to the left of the boom. We need to
devote resources into recovering after an event.

•  The microelectronics industry is evolving to a security-conscious market.
Government has an opportunity and a responsibility to take advantage of this
awareness to describe how security protections benefit everyone.

Dr. Cohen asked a final question, “Where do we go with the Trusted 
Microelectronics Workshops from here?” Comments included: 

•  We are missing the OEM contractors at these workshops, the ones that do the
integrating and the buying of systems. They need to be involved in the trusted
systems discussions and to weigh in on standards.

•  Are there security experts in other industries who could provide insight to their
experience and solutions?

•  We would like to hear from the people who write the contracts to better
understand that process.

•  Do we have experts who can help differentiate between intentional “test points”
versus malicious intent versus “stupid.” Either way, a vulnerability is a
vulnerability, but we could benefit from understanding the origination.

•  Full day workshops are easier to justify than half-day events for those
who travel to attend since nearly one-third of the attendees came from
outside the Washington DC area.
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3. Summary

This fifth workshop in an ongoing series of workshops on Trusted Microelectronics 
was well attended and had excellent participation from the audience. The keynote by Mr. 
Robert Gold clearly conveyed the importance that DoD places on these issues. Mr. Gold 
communicated how there are a number of concerns ranging from malicious exploitation 
in the supply chain to counterfeit parts and the defects that occur in hardware products. 
His description of how these issues overlap between anti-tamper, policy, acquisition, 
providers, assured access and research highlights how complex the response to these 
issues has to be. He described a number of ongoing activities and introduced the audience 
to the JFAC.  

Mr. David Meshel presented the approach being used by the space community that 
involves very specific supply chain control measures and extensive parts management. 
He noted that the space community has been very successful in virtually eliminating the 
occurrence of counterfeit parts in their applications. He also highlighted some of the 
policies and guidance that has been developed.  

The panel discussions and open discussion was interesting and raised a range of 
concerns about the way forward. There are many differences in view about how to deal 
with protecting products that come from global commercial markets. It also isn’t clear 
how government policies and practices can translate into industry and whether they will 
be at all relevant to the commercial suppliers. There was further discussion about how the 
security concerns of a broader community that includes commercial spaces and other 
nations might be mutually and collaboratively addressed.  

In wrapping up the workshop, there was a discussion of the future direction of the 
Trusted Microelectronics Workshops. Many of the participants felt that a full day would 
be a more effective format. There was also a desire to include OEMs, integrators, security 
experts and contracting experts into the discussion. 
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Appendix C:  
Procuring Trustable Components From 

Untrusted Sources, David Meshel 

David Meshel's presentation can be requested
by contacting him at:

david.c.meshel@aero.org
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