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Terms	of	Reference	

Cybersecurity	for	Advanced	Manufacturing	(CFAM)	

A	study	by	a	Joint	Working	Group	of	Government	representatives		
and	members	of	the	National	Defense	Industrial	Association	(NDIA)	

	

Objective	

Government	and	 industry	members	of	 the	Cybersecurity	 for	Advanced	Manufacturing	 (CFAM)	 joint	
working	group	 (JWG)	will	work	 collaboratively	 to	build	on	 the	 recommendations	 in	 the	 2014	NDIA	
white	 paper,	Cybersecurity	 for	 Advanced	Manufacturing.	 The	 CFAM	 JWG	will	 identify	 the	 types	 and	
boundaries	 of	 cybersecurity	 threats,	 vulnerabilities,	 and	 consequences	 in	 the	 manufacturing	
environment	 and	 define	 actions	 to	 mitigate	 those	 risks.	 The	 CFAM	 JWG	 will	 identify	 ways	 to	
incentivize	 and	assist	manufacturers	 (particularly	 small	 and	medium	enterprises	 (S&ME)	 in	defense	
supply	chains)	to	 improve	cybersecurity	 in	manufacturing	systems	by	evolving	policies	and	contract	
requirements,	 enhancing	 security	 practices,	 and	 offering	 industrial	 /	 contractor	 workforce	
cybersecurity	training.	Implementation	plans	will	be	developed	for	the	updated	courses	of	action.	

Background	

In	2014,	NDIA’s	Manufacturing	Division	and	Cyber	Division	jointly	developed	a	White	Paper	to	heighten	
awareness	of	the	emerging	threats,	vulnerabilities	and	consequences	in	the	Industrial	Control	Systems	
used	in	manufacturing,	with	special	attention	on	defense	systems	manufacturing.	The	paper	outlines	
the	 findings	 of	 a	 12-month	 study	 of	 the	 threats	 to	manufacturing	 specifications	 and	 technical	 data	
transiting	 or	 residing	 in	manufacturing	 systems,	 alteration	 of	 the	 data	 (thereby	 compromising	 the	
physical	parts	produced),	or	 interference	with	 reliable	and	safe	operation	of	a	production	 line.	The	
NDIA	 joint	working	group	recommended	actions	to	better	protect	the	digital	thread	through	which	
defense	 systems’	 unclassified	 technical	 information	 flows	 during	 the	 manufacturing	 process.	
Undersecretary	 of	 Defense	 for	 Acquisition,	 Technology	 &	 Logistics,	 Frank	 Kendall,	 endorsed	 the	
recommendations	 and	 designated	 Principal	 Deputy	 Assistant	 Secretary	 of	 Defense	 for	 Systems	
Engineering,	Kristen	Baldwin,	to	serve	as	the	government	sponsor	to	continue	the	work.	

Scope	

Review	and	update	actions	recommended	in	the	2014	NDIA	white	paper,	Cybersecurity	for	Advanced	
Manufacturing,	 to	 better	 protect	 the	 digital	 thread	 that	 drives	 defense	 systems’	 manufacturing.	
Develop	 implementation	 plans	 for	 the	 updated	 courses	 of	 action	 that	 have	 been	 coordinated	
between	government	and	industry.	
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Specific	Tasks	

The	 CFAM	 JWG	 will	 form	 teams	 to	 analyze	 the	 multiple	 facets	 of	 manufacturing	 cyber	 threats,	
vulnerabilities,	 and	consequences	 in	 the	defense	 industrial	base	and	develop	 recommendations	 for	
actions	 that	 will	 better	 protect	 the	 digital	 thread.	 Questions	 the	 joint	 working	 group	 will	 address	
include:		

• What	defines	a	manufacturing	environment	for	the	defense	industrial	base	(i.e.	within	and	among	
the	members	of	defense	supply	chains)?	What	are	the	cybersecurity	threats,	vulnerabilities,	and	
consequences?	How	can	the	cybersecurity	risks	in	manufacturing	environments	be	identified	and	
mitigated?			

• What	 use	 cases	 are	 important	 across	 the	 life	 cycle	 of	 the	manufacturing	 environment?	 	What	
conditions	and	practices	contribute	to	cybersecurity	or	increase	cyber	risks?	

• What	actions	and	activities	can	 improve	cybersecurity	 in	the	manufacturing	environment?	What	
are	the	activities	with	the	potential	to	have	the	greatest	near-term	impact?		

• What	 types	 of	 education,	 training	 and	 awareness	 of	 cybersecurity	 for	 manufacturing	
environments	 are	 required	 for	 existing	 and	 future	workforces,	 including	workforce	 leadership?	
How	can	cultural	and	behavior	change	contribute	to	increased	cybersecurity?	

• What	 existing	 policies	 regulations,	 and	 standards	 are	 applicable	 to	 cybersecurity	 in	 advanced	
manufacturing?	How	do	existing	policies,	regulations	and	standards	need	to	be	augmented,	and	
by	whom?	

• How	 can	 existing	 network	 breach	 reporting	 and	 communication	 processes	 be	 improved	 to	
increase	cybersecurity	in	manufacturing	environments,	and	by	whom?	

• What	activities	 implemented	 inside	and	outside	the	Department	of	Defense,	other	government	
agencies	or	by	the	private	sector	can	be	leveraged	to	better	protect	manufacturing	networks?	

• What	technical	solutions	can	be	identified,	either	available	now	or	under	development,	to	increase	
cybersecurity	 in	 the	manufacturing	environment?	What	new	technology-based	concepts	should	
be	explored?	

Deliverables	

The	CFAM	JWG	will	 issue	a	report	by	December	2016	for	further	coordination	within	DoD	and	other	
Government	agencies	as	appropriate.			

Study	Organization	

Melinda	K.	Reed,	Deputy	Director	for	Program	Protection,	Assistant	Secretary	Of	Defense,	Research	
and	 Engineering	 (ASD(R&E))	 will	 serve	 as	 the	 government	 lead	 in	 this	 activity;	 Catherine	 J.	 Ortiz,	
President,	Defined	Business	Solutions	LLC,	will	serve	as	the	industry	lead.	The	CFAM	JWG	member	list	
is	shown	as	Attachment	A	and	will	be	updated	as	needed.	Team	members	may	be	added	throughout	
the	activity	as	subject	matter	experts	are	identified	to	contribute	to	the	work.			




