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Objective

This group will identify actions and activities that can have the
greatest impact to improve cybersecurity in the manufacturing

environment, and will recommend implementation processes

MET focused on the operational environment to address scope and

implementation challenges in terms of education and culture

change.
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Current Status

Deliverable Status Comments
. . : : Scope diagram developed using
Delineation of the manufacturing environments ISA-0= model with all-team
that are to be included in the CFAM effort. 9>
concurrence

What defines a manufacturing environment for Diagrams completed including data
the defense industrial base? flows
What are the cybersecurity threats, New Leveraging Keith Stouffer’s work at
vulnerabilities, and consequences? Risk WG NIST as baseline.
How can the cybersecurity risks in manufacturing Additional SME opportunity
environments be identified and mitigated?
What types of education, training and awareness  Educa- Initial approach developed. Analysis
of cybersecurity for manufacturing environments tion WG of Alternatives and recommendation
are required for existing and future workforces, to be developed.
including workforce leadership? Additional SME opportunity

. : , Ne Initial approach / plan defined.
What conditions and practices contribute to e MU 4 /p )

: : : Culture/ Additional SME opportunity
cybersecurity or increase cyber risks? i
What actions and activities can improve

o : . Factors
cybersecurity in the manufacturing environment? WG

What are the activities with the potential to have
the greatest near-term impact? How can cultural
and behavior change contribute to increased
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