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Study Objectives and Scope

What we studied: 
– Supply chain that provides microelectronic 

hardware and embedded software in weapons 
systems across weapons lifetime
§ Includes high-level logic chips such as application specific 

integrated circuits (ASICs) and field-programmable gate 
arrays (FPGAs)

§ Also includes much lower-level electronics such as 
supplies and batteries, many of which contain “micro 
code”

– Current practices to identify, protect, detect, 
respond to, and recover from supply chain 
attacks involving malicious insertions and 
exploitation of latent vulnerabilities

– Strategies and technologies to make it harder 
for attackers to succeed and to limit the impact 
of a successful attack
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Problem Context

• Assuring the integrity of weapons systems supply chain has become more difficult 
and requires ever increasing vigilance and sophistication in acquisition and 
sustainment; factors include:
– Increased globalization and decreased control over suppliers - particularly commercial-off-

the-shelf (COTS) suppliers
§ Parts information asymmetry
§ Reduced technical exclusivity

– Increased complexity – most electronics contain programmable components 
§ 5590  battery: primary battery used in tactical communications in many DoD systems
§ BIOS: has increased  complexity by a factor of more than a million between 1999 and 2012

– Well-designed and well-manufactured complex systems can have latent vulnerabilities
– Subsequent system modification, even some intended to fix vulnerabilities, have potential 

to expand attack surfaces
– Importance of intelligent systems – essential to Third Offset

• Supply chain integrity encompasses COTS hardware and software, systems 
developed by DoD Program Offices, and sustainment of fielded systems
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These factors preclude “simple” chain integrity measures like maintaining exclusive control over all suppliers, 
exhaustive delivery based testing, or substantially reducing the complexity or capabilities of weapons systems 
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Current Practices as chartered 

• Government-Industry Data Exchange Program (GIDEP)
– A voluntary activity between government and industry participants

reporting component information to a shared database seeking to 
reduce or eliminate expenditures of resources by sharing technical 
information 
§ Begun in 1959 as IDEP; became GIDEP in 1973
§ Defense Standardization Program Office (DLA) is program manager

• DoD Program Protection Plans (PPPs) 
– A PPP is a single source document used to coordinate and integrate all 

protection efforts for an major defense acquisition program
– The integrating process for managing risks to advanced technology and 

mission-critical system functionality from foreign collection, design 
vulnerability, or supply chain exploit/insertion, and battlefield loss 
throughout the acquisition lifecycle
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Current Practices as chartered

JFAC: Joint Federated Assurance Center
– Develops, maintains, and offers software and hardware 

vulnerability detection, analysis, and remediation 
capabilities through a federation of internal, 
coordinated organizations and facilities from across the 
Military Departments, Defense Agencies and other DoD 
organizations (established February, 2015)

JAPEC: Joint Acquisition Protection and Exploitation 
Cell 
– Integrates and coordinates analysis to enable 

Controlled Technology Information (CTI) protection 
efforts across the DoD enterprise to proactively 
mitigate future losses, and exploit opportunities to 
deter, deny, and disrupt adversaries that may threaten 
US military advantage
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Congress, through NDAA 2014 Section 937, directed DoD to “provide for the 
establishment of a joint federation of capabilities to support the trusted defense 
system needs… to ensure security in the software and hardware developed, 
acquired, maintained, and used by the Department”

JFAC



D S B    T A S K    F O R C E    O N    C Y B E R    S U P P L Y    C H A I N

Summary of findings 

• DoD cyber supply chains are unavoidably dependent on commercial, globally produced 
microelectronics and embedded software

• DoD weapons systems are at risk from: 
– Exploitation of latent vulnerabilities 
– Malicious insertions by sophisticated adversaries 

• Current program protection practices are inadequate:
– Lack clear guidance and expert support for acquisition office personnel
– Lack continuity through program life-cycles
– Lack clear guidance and expert support for operations sustainment and personnel - to prevent, detect 

and recover from exploited supply chain vulnerabilities
• Weapons in the field today lack PPPs and disciplined program protection practices 
• Technologies to mitigate vulnerabilities are immature 
– Improving resilience and diversity of system designs
– Pedigree and provenance tracking, anti-tamper technologies, trusted foundry alternatives, etc.
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Recent Cyber Awakening demonstrations highlight the potential for real 
operational consequences
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Three Distinct Supply Chains Present Broad 
Attack Surface 

1. Global commercial supply chain
– Easiest target for malicious insertion
– Hardest target for precise & impactful effects
– Feeds other supply chains

2. DoD acquisition supply chain
– Hardest target for malicious insertion
– Successful attack can create precise, impactful 

effects

3. DoD sustainment supply chain
– A primary attack vector for fielded systems
– Malicious insertion easier than acquisition chain

§ Reliance upon diverse and dispersed commercial 
sources

§ Exposure via continuing demand for obsolete parts
– Less programmatic oversight
– Provenance harder to track
– Successful attack creates precise, impactful effects
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None of the three can be assured 
to the lowest tier supplier

The DoD sustainment supply chain is the most attractive target 
for sophisticated adversaries

Multiple industry sectors feed
3 DoD Supply Chains 

Each sector sells to the others 
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Key Observations
Malicious insertion is a multi-step process
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Actions an attacker takes to perform a malicious insertion:

Gathering 
information on 
target system and 
suppliers to 
develop supply 
chain attack 
vector

Developing 
malicious 
hardware or 
software for 
insertion into 
target supply 
chain
- May be done in an 
attacker-owned 
facility, or by an 
insider in a 
legitimate supplier 
facility

Incorporating 
malicious 
hardware or 
software into 
target system 
through its supply 
chain 

Actuating and 
operating 
malicious 
hardware or 
software to 
achieve an effect

Achieve 
EffectInsert

Design & 
Create

Intelligence & 
Planning
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Key Observations
Exploiting existing latent vulnerabilities can bypass 
expensive, time-consuming steps

• Systems fielded today will make up ≥ 80% of military capability through 
2025
– “Static targets” are in the field for many years with same parts
– Vulnerabilities can be discovered throughout life of weapon systems

• Extremely difficult to deny adversary this targeting knowledge
– DoD uses mostly globally available, cost-effective COTS parts
– System requirements are public in sustainment solicitations
– Known exfiltration – “the horse has left the barn”
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Achieve 
EffectInsert

Design & 
Create

Intelligence & 
Planning

With knowledge of existing 
vulnerabilities, attacker may not 

need physical access
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Key Observations
Mitigating Supply Chain Exploitation

• Supply chain vulnerability can be reduced by:
– Protecting design and supplier information 
– Protecting design, manufacturing, and distribution systems
– Employing better assurance, diverse design with built-in active 

monitoring and surveillance with rapid upgrade capability

• In addition, we must prepare to:
– Identify vulnerabilities
– Detect the exploitation
– Respond (fight through)
– Recover (restore system to trusted state)

RecoverRespondDetectProtect
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Summary of Recommendations

Five categories for improvement
1. Understand supply chain risk

― Expand vulnerability assessments

2. Mitigate potential vulnerabilities 
― Improve detection and reporting 

3. Approach acquisition differently
― Enhance program protection planning
― Improve timeliness of supplier vetting
― Improve system engineering
― Use JFAC and JAPEC effectively
― Consider cybersecurity impact of COTS products and components

4. Support life-cycle operations 
― Establish sustainment PPPs for fielded systems
― Collect and act on parts vulnerabilities 

5. Pursue technical solutions
1111
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Summary

• DoD weapons systems are at risk from:
– Exploitation of malicious insertions
– Malicious exploitation of latent vulnerabilities 

• Active search for vulnerabilities using Cyber Awakening 
exercises can:
– Identify, classify, and share vulnerabilities
– Inform training needs

• Effective use of expert resources will improve Program 
Protection Plans
– Acquisition 
– Sustainment 

• Fielded systems must be supported with effective Program 
Protection Plans
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