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NIST 800-171 
 
• Protecting Controlled 

Unclassified Information in 
Nonfederal Information 
Systems and Organizations 
 

• DFARS 252.204-7012 
 

• December 2017 Compliance 
Requirement 
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Plenty of Help… 

7/5/2017 3 



…But How Ready Are We? 

7/5/2017 4 



2017 NDIA CyberSecurity Survey 

• Created on March 20 2017 to assess 
awareness and current progress on meeting 
new DOD cyber security requirements. 

• Distributed to NDIA list 
• Response 

– 401 accesses 
– 382 – willing to participate 
– 13 – did not want to participate 

• Suppliers 
– 134 – No (37%) 
– 227 – Yes (63%) 



220 Qualified Respondants 
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Q3 - Does your organization manufacture 
parts, components, systems or supplies that 
are used either directly or indirectly by the 
Department of Defense (DOD)? 



Threat Concern Runs High 
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Q5 - How concerned are you with cyber 
security threats to your firm? 



And Some Have Taken Action 
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Q6 - How much effort has your firm put into 
providing protection against cyber security 
threats to your firm? 



Investment Efforts 

• Currently focused primarily on business 
systems and technical data 
– Average focus on business system investment (out of 

5 where 5 is extremelyu high and 1 is no concern) 
• 4/5 

 

– Average focus on technical data 
• 4.2/5 

 

– Average investment focus on shop floor systems 
• Less emphasis 
• Mean – 3.4/5 



Awareness is High 
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Q7 - Are you aware of the mandatory 
Defense Federal Acquisition Regulations 
Supplement (DFARS) clause now being 
included in some contracts to address 
“Safeguarding covered defense information 
and cyber incident reporting?” (DFARS 
252.204-7012, which references NIST 800-
171)? 

Q25 - Have you read the NIST publication, 
"Protecting Controlled Unclassified 
Information in Non-federal Information 
Systems and Organizations" (NIST SP 800-
171)? 

Q27 - Have you read the new DFARS regulation 
covering cyber security for controlled defense 
information (DFARS 252.204.7012)? 



And…This Isn’t Easy! 
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Q26 - The NIST 
publication SP 800-
171 is clear and 
easy to 
understand? 

Q28 - The new 
DFARS 
252.204.7012 
regulation is clear 
and easy to 
understand. 



But Efforts Are Being Made – 1  
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Q10 - How far along is your organization in implementing the measures to comply 
with the new DFARS cyber security requirements? (pick one of the options 
provided below) 



But Efforts Are Being Made – 2  
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Q11 - What resources have you used or are you planning to use to comply with 
the new cyber security requirements? (select all that apply) 



But Will It Be Enough? 
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Q12 - How much has your organization budgeted to be compliant with the 
new cyber security requirements? (Please select only one) 



Demographics 

• Location: Wide distribution 
• Size:  >50%  have over 500 employees 
• Roles: Primarily Primes and First Tier 
• % Gov’t Sales:  Most over 50%; for 30, over 

90% 
• Tenure to Gov’t:  ~70% over 15 years 
• Revenues:  Widespread, Most over $50M 
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Next Steps 

• Complete statistical analysis – June 
 
 

• Reports done in July 
 
 

• Need to move forward with potential 
research grants. 
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